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16.3.21  show ip dhcp server information...........cccceveieiinenineeee e 457
16.3.22  show ip dnCp SEIVEr POOIS ........covveieiieie e 458
16.3.23  show ip dhcp server Binding.........ccocvveeiiiiieiiseeeee s 459
16.3.24  show ip dhcp Server StatiStiCS ........covveriiieiieie e 460
S 11V 2 TSR 461
17.1 SNMP COMMUNILY INAEX ...vviiieiiice e 463
17.2 SN GFOUP et e ettt e e e e e e e nmeeanreennns 465
17.3 SIIMIP ACCESS ..eeevvieeitteeesiteeesiteesteeeabe e e s bb e e s be e e st e e e ssb e e e snb e e e ssbe e e ebbe e e nbbeeenneeeenees 466
17.4  SNMP ENGINEIG....cuiiiiiieiieieiee e 468
17.5 SNIMP VIEW ..ooiiiii ettt et et steene e e nae e e 469
176 SNMP LArGEtadAr ....ccveieieiieieeee e 471
17.7 SNMP LArGETPAIAMS ..eei ettt e e s 473
17.8 ] 1100 OIS TSP P RSP PR 475
17.9 SNMP NOLITY e 476
17.10  snmp-server enable traps snmp authentication............ccccceeveviienencienenne 477
17.11  sSnMP-SErver trap UdP-POrt ........ccooveiiiieieeie e 478
17.12  enable SNMPAGENT ....cc.viiieee s 479
17.13  disable SNMPAGENL.........ccoiiiieie e sra e 480
17.14  enable SNMPSUDAGENT.........ooiiiiiiiieeee e 481
17.15  disable SNMPSUDAGENT ........cocoviiiiiicc e 482
17.16  show snmp agentx iNfOrmMation...........ccoceeiieieiiie s 483
17.17  show snmp agentX StatiStiCS.........cccveveiieiieiiiie e 484
17.18  SNOW SIMIP .ttt 486
17.19  ShOW SNMP COMMUNILY .....ccvviiiiieie e 487
17.20  SNOW SNMP GIOUP ..veviiieiieiieie sttt 488
17.21  SHOW SNMP grOUP ACCESS. ....vviivrierieitreeieesiieeiteesreabe e s e steesraeabeesraeenneesnee e 490
17.22  Show SNMP NGINEID ......oiiiiieiee e 492
17.23  SHOW SNMP VIEWLIEE ...ttt 493
17.24  Show SNMP targetadar........coeieiiiiiiieceee e 494
17.25  ShOw SNMP targetParam ........cccueeieiie e 495
17.26  SNOW SNMIP USEE ...ttt bbb 496
17.27  ShOW SNMP NOLIT......ociiiiecc e 497
17.28  show snmp iNfOrM StAtISTICS .........coviriiiiicieiee e 498
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17.29  SNOW SNMP-SEIVEF TrAPS ....eeueeeiteiteiti sttt 499
17.30  deDUG IP SNMIP e 500
I T | ST 501
18.1 SNOW 1P INFOrMALION.......ccviiiiiicc s 502
18.2 DI ettt bbb bbbttt r bbb 503
18.3 ] 0] (=SSR 504
18.4 TP FOULING. ..ttt bbbttt bbb 506
18.6 IP AefaUIt-TH ..o 507
18.7 QNP TIMEOUL ...t 508
18.8 L T I 10 [0 =TSRSS 509
18.9 1D AP MAX-TELIES ...ttt 510
18.10  ShOW P traffiC....cceeieeie e 511
18.11  SNOW P FOULE ... 512
18.12  SNOW I @it 514
19 TGP ...t renrenreenen 516
19.1 =LA T I 1] o SRS 517
19.2 SEE D TOMIP ettt bbb 518
19.3 Ip IgMmpP IMMEdIate-1€AVE ..........cccci i 519
19.4 TP TOMIP VEISION ..ttt nb et 520
19.5 IP IgMP QUENY-INLErVaAl .........coveiiiiiee e 521
19.6 IP IgMP QUErY-Max-reSPONSE-TIME........cciveierieriere st 522
19.7 ID IGMP FODUSINESS ...t 523
19.8 ip igmp last-member-query-interval ... 524
19.9 IP IGMP StALIC-GrOUD ....viivieivi ettt 525
1910 NO AP IgMP INEEITACE .....cuiiiieieee et 526
1911 deBUG IP IgMP oo e 527
19.12  show ip igmp global-Config ..o 528
19.13  Show ip igmpP INEITACE .....coveeiiiie e 529
19.14  SNOW QP IgMP GrOUPS. ..c.veiuieiieieieeite sttt bbb 531
19.15  ShOW I IgMP SOUICES .....vveveeiiiciic sttt sre e 532
19.16  ShOW Ip IgMP SEALISTICS. .....eeueeeieeiteiecriesieeee e 533
20 RRD .ottt a et b e 535
20.1 2 R 010 o PR OT TR UPRPP 536
20.2 o]0} =1 ol T [ RSSO 537
20.3 BXPOIT OSPT ..t 538
20.4 FediStriDULE-POIICY .....ccuiiciicciece e 539
20.5  default redistribute-poliCY.........ccoiiiiiiiiii 541
20.6 SNOW I PrOtOCOIS ... .vieiie it 542
20.7 ShOW redistribUe-POLICY .......oceiviiiiiiee 544
20.8 show redistribute INfOrMation.............ccooeiiiieie i 545
21 DVMRP ..ottt ae e ne e 546
21.1 =1 T 00 AV 10 ¢ o PSPPSR 547
21.2 IP AdvMrp Prune-Hfe-time ..o 548
21.3 SEtIP AVMIP - INLEITACE .....vvi i s 549
21.4 AEDUG TP AVIMIP s 550

Release : 1.1i 12 /1035



Supermicro Intelligent Switch Command Line Interface User Guide

215 SNOW TP AVIMIIPY oo 552
22 PIM o bbb bbb 554
22.1 SEL D PIM ittt 556
22.2 set ip PIM threshold..........c.ooviiiiicc s 557
22.3  setip pim SPt-SWItChPEriod...........coeoiiiiiiiiiceesee e 558
22.4  setip pim rp-threshold...........coeiieiiee s 559
22,5  Setip pim rp-SWILCNPEITOU .......coviiiiiiiieieeee e 560
22.6  setip pim regstop-ratelimit-period ...........ccccocvvveiieerieiie e 561
22.7 SEL AP PIM PIMDI o 562
22.8 1P PIM COMPONENT .....cuviiiieiiecic e sre et 563
22.9 SEL AP PIM SEALICTP 1. 564
22,10 SEEMOUE .. .cuiiiiiiiitieiee ettt bbb bbb 565
2211 rp-candidate rp-addreSs.........ccoouiiiiiieieieienie e 566
22.12  rp-candidate hOIAtIME ........cceeoiiiiceee s 567
2213 rP-StAtIC MP-UUIESS ..o 568
22.14  ip PIM QUErY-INTEIVaAl .........cccoeiiiiiecieee e 569
22.15 ip PIM MESSAGE-TNTEIVAL........coiiiiiiiiiieee e 570
22.16  ip PIM bSr-Candidate ...........ccoeoeiieiecece e 571
22.17 1P PIM COMPONENTIT ...t 572
22.18  ip pimM hello-holdtime ........coveieiecece e 573
22.19 0P PIM AI-PIIOTILY .ottt bbb 574
22.20  ip pim override-iNterval ............coeiieii i 575
2221 0p PIMIAN-0elay ........cooiiiiii 576
22.22  setip pim lan-prune-delay ..........cccooveiiiieiiciicic e 577
22.23  NO AP PIM INEEITACE ... 578
22.24  debUQG P PIM ittt 579
22.25  ShOW ip PIM INTEITACE .....ocviiiiiiiiiiceee e 581
22.26  Show ip PimM NEIGNDON ........coviiicceee e 584
22.27  Show ip pIm rP-Candidate ..........cccoveirieiiieie e 586
22.28  SNOW IP PIM FP=SEL ..cuviiiiiiecie ettt 587
22.29  SNOW 1P PIM DBST ... 588
22.30  ShOW ip PIM FP-SEALIC ....veiveeieeeccecce e 589
22.31  ShOW ip PIM COMPONENT.....cuiiiiiiiitiiiieiieieie ettt bbb 590
22.32  show ip Pim thresholds ..o 591
22.33  SNOW 1P PIM MIOULE ...ttt 592
23 PIMVB ...t bbbttt bbb 594
23.1 SEL APV PIM it 596
23.2 Set ip PIM threshold.........covviiiii e 597
23.3  setip pim SPt-SWItChPEriod...........coeoiiiriiiiii i 598
23.4 set ip pim rp-threshold.........ccoo oo 599
23.5  setip pim rp-SWILCNPEIIOU .......coiiiiiieiiieiee e 600
23.6 set ip pim regstop-ratelimit-period ...........ccccveeveeiieiiie i 601
23.7 SEL AP PIM PIMDI oo 602
23.8 SELIP PIM SEALIC-TP oovveeiie et 603
23.9 1P PIM COMPONENT ...ttt nreas 604
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23.10  ipv6 pim rp-candidate rp-address .........cccooerereririrenieeeee e 605
23.11  ipv6 pPim rp-Static rP-addreSS ........ccovevveiieeiieresiee e s 606
23.12  1pV6 PIM QUETY-INEEIVAL .....ocviiiiiiiiiiieieee e 607
23.13  ipv6 pim mesSSage-iNterval..........ccccoveviiiieiieie e 608
23.14  1pv6 PImM DSI-CANAITALE ......cc.oiveiiiiiiieicee e 609
23.15  ipVv6 pim COMPONENLI.......coiiieiicce e 610
23.16  ipv6 pim hello-holdtime ... 611
23.17  IPVO PIM Ar-Priority c.oocveiiciece e 612
23.18  1pv6 pim oVerride-interval ..o 613
23.19  ipV6 PIM 1AN-AEIAY .....ocveieeieee s 614
23.20  setipv6 pim lan-prune-gdelay ... 615
23.21  NOIPVE PIM INTEITACE ......ceeieice s 616
23.22  debUG IPVB PIM oo bbb 617
23.23  ShOw ipV6 Pim iNtErface ........ccccvveiieieie e 619
23.24  Show ipv6 Pim NEIGNDOT .......ociiiiiiiee 621
23.25  show ipv6 pim rp-Candidate ..........cccceiieiieie i 623
23.26  SNOW TPV PIM FP-SEL ..oveiviiiieiiiiiiieieiee e 624
23.27  SNOW IPVB PIM DSE...c.iiiiiiie ettt 625
23.28  SNOW 1PV PIM FP-SEALIC .....ccverviiiiiiiieiieieee e 626
23.29  ShOW ipV6 PiM COMPONENT........cciviiieeieiie e et 627
23.30  show ipv6 Pim threShOldS ..........ccoviieiiieie e 628
23.31  ShOW IPVB PIM MIOULE .....eeeiieieciccie ettt 629
Y S 631
24.1 [0 TU LT O € o U RSP 632
24.2 INEEITACE VIAN ..o e 633
TV ¢ 1 e T 1o [0 €T USSR 634
244 VITP = PIIOTIEY oottt bbbt 635
24.5 (YL I 0111 11 o SRR 636
24.6  VIrp - text-authentiCation ...........coovirieieiee e 637
24.7 VITP = INEEIVAL ... e 638
24.8  SNOW VITP ottt bbbttt bbb 639
24.9 SNOW VITP INEEITACE ..o 641
2410  dEDUG VITP ittt bbbt 644
S T | USSR 645
25.1 01U g ] o BT P TP PRURPRO 647
25.2 1D TP SECUTILY 1.ttt et et sre et e ene e 648
25.3 1P FIP FEIFANSIMISSION ...ttt 649
25.4 NELWOTK ...ttt sttt e e e e sbe e 650
25.5 NEIGNDOT ... s 651
25.6 PaSSIVE-INLEITACE VIAN ..o 652
25.7 OULPUE-AEIAY ..t 653
25.8 FRAISTITDULE ... e 654
25.9 AETAUIT-MELIIC. ... e e 655
P24 T0 O (o[ =T SRRSO 656
25.11  QUEO-SUMIMAIY ...uviiiiieeitisiee st ettt sttt ettt n e 657
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25.12  ip rip default route OrgINGALE .........oeieieieiee e 658
25.13  Ip rip SUMMAIY-a00IESS .. .eeiveeieiiieiieeie et sre e nas 659
25.14  ip rip default route INStall...........coooviiiiiiii 660
25.15 0P TP SENU VEISION.....uiiiiiiieiieeie sttt ae et te e snee e 661
25.16 DD I FECEIVE VEISION ...ttt bbb 662
25.17  ip rip authentication MOUE ..........ccivecieiieeie e 663
25.18  tIMEIS DASIC ....viiiiiiiiciiee e 664
25.19 0P SPHE-NOMIZON.....coiiiice e e 665
25.20  dEDUG IP T eeiieiieieeee e 666
25.21  SNOW P TP cueeiieie ettt ettt et e nns 667
T © 1S S 669
26.1 (0101 (=T S0 1] o OSSPSR 672
26.2 L0101 (=] e o USRS 673
26.3 area - Stability INterval ...........c.cooveiiiii e 674
26.4 area - translatioN-TOIE..........ccveii e s 675
26.5 compatible rfCLI583 ........i i s 676
26.6 AT -EY P et 677
26.7 NEIGNDOL ... e 678
26.8 Area-0eTaUIT COSE......oiviiieiie e 679
26.9 L= Rl T LSOO PP PR 681
26.10  ArEA-STUD......eiitieii et ns 683
26.11  default-information originate always.............ccccceieeviiiieiieie e 684
26.12  area - VIrtual-link ..........coooiioii s 686
26.13  ASBR ROULEI .....ccuiiiiiiiiecie ettt 688
26.14  AIEA = TANGE ..eveeueiieeieeie sttt ettt ettt ettt 689
26.15  SUMMAIY-AUIESS ....cveeuiiiiiecie ettt ettt sre e 691
26.16  TEAISIIIDULE ..o 693
26.17  rediSt-CONFIg....coiiiece e s 694
P N 0 T=1 o] o SR 696
26.19  set nssa asbr-default-route translator ............ccocovvviiiiieieieies e 697
26.20  pasSiVe-INterface VIaN ... 698
26.21  passive-interface default............ccooveiiiiiiicic 699
26.22  ip 0SPT demand-CirCUIT.........oieiirieieieee e 700
26.23  ip ospf retransmit-iNterval ............cccoeoeiieiicie e 701
26.24  ip oSPF transmMit-delay ..........cccoiiiiiiiiie e 702
26.25 0P OSPF PIIOTILY ..ot 703
26.26  ip 0SPT hello-INterval...........ccooiiiiiii e 704
26.27  ip ospf dead-interval ...........cccoooiiiiiiiic e 705
26.28 TP OSPT COST...viiieieeiieie ettt bbb 706
26.29  IP OSPF NEIWOIK ..o 707
26.30  ip oSpf authentiCation-KeY ............ccooveiriiienieiese s 708
26.31  ip 0SPf aUtheNtiCAtION.........ccviiiiiccic e 709
26.32  ip 0SPT MeSSaAge-igeSt-KeY .......cuiiiieieiiieie e 711
26.33  deBUQG IP OSPF oo 712
26.34  ShOW i OSPF INTEITACE ........oiiiiiiiciceee e 714
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26.35  Show ip 0SPF NEIGNDOT ..o 716
26.36  Show ip OSPT reqUEST-IISt........ccveiieieee e 717
26.37  show ip ospf retranSmisSiON-liSt ...........cccooeriiiiiniiiiee e 718
26.38  Show ip 0SPF VIrtUAI-TINKS ......cvviieiiccce e 719
26.39  ShOw ip OSPT DOrAEr-rOULEIS ........couiiiieiieieee e 720
26.40  show ip oSpf - SUMMArY adareSS.......ccuviveiieieiieseere e 721
26.41  SNOW 1P OSPF INTO .o 722
26.42  SNOW 1P OSPT FOULE......ecvviiieciecie ettt 723
26.43  show ip ospf - database SUMMANY ..o 724
26.44  show ip 0SPf - database..........cccevveiieiiie e 727
A = 1 ST 729
27.1 (0101 (=T o | o USSR 732
27.2 1P DGP dAMPENING ..o 735
27.3 ID bgP OVErlap-POLICY ......eoivieiecice e 737
27.4 1P DGP SYNCRIONIZALION. ... 738
27.5 clear ip bgp - FIap-StatiStiCS ......ccvevvveieiicir e 739
27.6 PGP FOULEI-T0 ... 740
21.7 bgp default local-preference ..o 741
27.8 NEIGNDOT - FTEMOTE-AS .....ciiiiiiiiie s 742
27.9 neighbor - ebgp-MUItINOP .....cveiviiirce e 743
27.10  neighbor - NeXt-NOP-SEIT .......coi i 744
27.11  neighbor - INTEIVAL ........c.ocieieee e 745
27.12  NEIGNDOT = TIMEIS....c.iiiiee s 746
27.13  neighbor - SNULAOWN .........ooviiiccece s 747
27.14  neighbor - SENd-COMMUNITY ........coiiiiiiiieieie e 748
27.15  bgp NONDGProUte-aVL........ccueeiiiiecie e 749
27.16  TEAISIIIDULE .....eeeee e 750
27.17  bgp always-COmMPAre-MEd...........cciieiiiiieiieie et 751
27.18  defaUIT-MELIIC......eiieieee et 752
27.19  DOP MEA ..o e 753
27.20  bgp 10CAl-PreferenCe .......ocveiiiieiiceeeee e 755
27.21  bgp update-filter ........coi i 757
27.22  agQregate-adaress INUEX .........covieiieieieienie st 759
27.23  DOP CIUSIEr-0 ... 760
27.24  bgp client-to-client refleCtion ..o 761
27.25 neighbor - route-reflector-client ... 762
27.26  DOP COMIMTOULE. ....viiiiiieee sttt bbb 763
27.27  DOP COMMPEEL ...ttt ettt e sae e beesraeereeas 764
27.28  DOP COMM-THTEL L. 765
27.29  bgp COMM-POLICY ....oiiiiiiiic e 766
27.30  DOP BCOMM-TOULE ...ttt bbb 767
27.31  DOP BCOMMPEEL ...ttt ettt e e e be e raeere e 769
27.32  bgp COMM-TIITET ..o 770
27.33  bgp eCOMM-POLICY ...ooviiiiicie e 771
27.34  bgp confederation Ientifier...........cocuieiiieniies e 772
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27.35  DgP CONTEABIALION PEEIS.....c.uiitiieieieeiieieet ettt 773
27.36  bgp bestpath med confed ...........cccooveiiieii e 774
27.37  NeighbOr - PASSWOIT. .......ccueiiiiiiiiiiieieiee e 775
27.38  Clear IPDOP «ooveee e s 776
27.39  SNULAOWN 1P DGP. . 777
27.40  debUQ IP DOP cvveieiieeee e e 778
2741  SNOW DGP-VEISION......cuiiiiiiiiiitiiii ettt 779
27.42  SNOW 1P DOP..cviee e e 780
27.43  show ip bgp COMMUNITY = FTOULES ......oouveuieieieiiesieriese e 782
27.44  show ip bgp extcommunNity - FOULES ........cccvevuviiieiieie e 784
27.45  SNOW 1P DGP SUMMEAIY ..ottt 786
27.46  ShOW ip DOP FILEIS ..c.veeeicee s 787
27.47  SNOW IP DGP AGQIEGALE .......oiviiiieieieeiieeee et 788
27.48  ShOW IP DOP MEA.....coiiiice e 789
27.49  Show ip bGP damPENING .....ccoiiiiiiiieiee e 790
27.50  show ip bgp 10Cal-Pref ... 791
27.51  SNOW 1P DGP TIMEIS ...t 792
27.52  ShOW ip BOP INFO ...eveieeie s 793
27.53  Show ip bGP Ml INTO ..o 795
27.54  show ip bgp confed iNfO ..o 796
27.55  ShOW ip DGP COMMUNITY ....oviiiieiiiiiieieeee e 797
27.56  show ip bgp eXtCOMMUNILY.........cccoieiiiieii e 799
27.57  show ip bgp dampened-paths ..........cccceieiiiiiniiie 801
27.58  show ip bgp flap-StatiStiCS .........cccevveiiiiieiicce e 802
28 TPVB ...ttt bttt nne e 803
28.1 PV ENADIE.......eiieiiiece e 805
28.2 IPVE UNICAST-TOULING ...t 806
28.3 TPV = AAAIESS ......veeveeeie ettt et sreenre e 807
28.4 IPV6 - [iNK 10Cal @AIESS........ooviiiiiiecce e 808
28.5 IPV6 = SEALIC FOULES. .. .cuviieieir ettt st 809
28.6 IPV6 - NEIGNDOT. ... 810
28.7 [V S 0 BN o O] (= - WSS 811
28.8 ipv6 nd managed-config flag.........ccoovviiiiiiiii 812
28.9 ipv6 nd other-config flag .........ccooveeiicc 813
28.10  HPVE NOP-TIMIt ..o 814
28.11  ipVv6 NA ra-lfetime .....ccviiiecece s 815
28.12  ipVv6 Nd dad attemMPLS.......oiviiiiieiiicieeieiee e 816
28.13  ipv6 nd reachable-time ..o 817
28.14  IPVO N FEIrANS-TIME.....iiiiiitiiieiieeeee bbb 818
28.15  0pV6 NA ra-INtEIVAL .....c.eoiiiiiie e 819
28.16  HPVO N PrEFIX...ueieieiiiieiecee st 820
28.17  PING APV c.eviiiiieitie ettt et ra e 822
28.18  dEDUG IPVB ... bbb 823
28.19  TFECEIOULE ...ttt sttt ettt b et e st e e et e e sbe e e nbeenbneenneens 824
28.20  clear ipv6 NEIghDOrS. .......ccvo i 825
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28.21  Clear ipV6 traffiC.........ccooiiiiiiiiiieceee 826
28.22  ClEAr IPVB FOULE .....eeeveeeie ettt ettt e e e 827
28.23  SNOW IPVE INTEITACE. .....c.eiiiiiieiciicieeee e 828
28.24  SNOW IPVB FOULE .....eoveeeiiciie ettt et e e 830
28.25  SNOW IPV6 rOULE SUMMAIY .....cviieiiiiiiieiieieiete sttt 831
28.26  ShOW IpVB NEIGNDOIS ......ccuieiice s 832
28.27  SNOW IPVE traffiC.......ccveiiiiiiiiccce e 833
29 RRDB ...ttt bbbt b e 835
29.1 EXPOI OSPIVS ... 836
29.2 FediStrIDULE-POIICY ... .ecieciccece e 837
29.3 default redistribute-POLICY........ccoiiiiiieiee s 839
294 TAFOL...iie bbb 840
29.5  show redistribute-poliCy IPVO .......cccoveieiiiiiiieeee e 841
29.6  show redistribute information ipv6............ccccceeveiieie e 842
O 1Y S 843
30.1 [0V 0V (=1 B o ISR 844
30.2 IPVE SPIIT-NOTIZON. ... 845
30.3 PV FIP ENADIE ... 846
30.4 TPV POISON FEVEISE ......eiieieeeeieeste sttt sttt b bbb nneas 847
30.5 ipv6 rip default-information originate ............cccccveve i, 848
30.6 IPVE 1P MEITC-OFFSEL......eiiiiiic e 849
30.7 FRAISTIIDULE ... e e 850
30.8 AISTIDULE PrETIX... e 851
30.9 o[- TN o T 0LV T ] o SRS 852
30.10  ShOW IpV6 I dAtADASE ......ccueiviieiiiieiieieee e 853
30.11  SNOW IPVB FIP SLALS ..c.veeviiiiieciecie ettt 854
30.12  ShOW IPVE P TIIEET .eoeeiee e 855
3L OSSPV et bbbttt st b ne e 856
31.1 TPV FOULET OSPT ... 859
31.2 (01U} = ol T [ SR STTRRPR 860
31.3 AreA - STUD/NSSA. ... s 861
31.4 area - Stability-INterval............cccooveiieie i 862
31.5 area - translatioN-TOlE..........ccvev i 863
31.6  HIMEIS SPT oo s 864
31.7 ALY et 865
31.8  area - default-metric ValUe...........ccovveiiiiiie e 866
31.9 area - default-MmetriC tYPe ... 867
31.10  area - VIrtual-link ... 868
3111 ASBR ROULEI ...oiciiceiciccs ettt et 870
N =TT T - [ SRRSO 871
31.13  area - external SUMMAry adaresSs ........ccooviererenenineseeee e 873
3114 redIStIDULE ... s 875
31.15  PASSIVE-INTEITACE ....c.eeuieeeee et 876
31.16 oSt - MEetriC/area-id.........ccoooveiiiiiiiee s 877
0 A [0 - V(=T VTR OPR PRI 878
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31.18  NSSAASDIDTRITIANS ...ecvviiiieiiieie e 880
31.19  rediSt-CONTIg.cuiiiiiiiece e s 881
31.20  as-external ISAD-IIMit..........ccooiiiiiii s 882
31.21  exit-OVerflow-interval ... 883
31.22  demand-EXIENSIONS ........cccueiuieieiiesieeiesie st e et sreesie e st e st e sbeeneesneeeas 884
31.23  reference-bandWidth ... 885
3124 IPVO OSPT AIBA.....eiueeueeeieeiie ittt 886
31.25  ipv6 0oSPT demMand-CirCUIL..........ccoveieeieiie e 887
31.26  ipv6 ospf retransmit-INterval ...........cccoeiiiiiiiii 888
31.27  ipv6 ospf transmit-delay ..........cccevieiiiieiicce e 889
31.28  IPVO OSPT PIIOTILY ..o 890
31.29  ipv6 oSpf hello-interval...........ccccoeiieiiiie s 891
31.30  ipv6 oSpf dead-INterval ...........ccocooiiiiiiiie e 892
31.31  ipv6 ospf poll-interval ............ccoooveiieiiieccee e 893
31.32  IPVO OSPT MELIIC ... 894
31.33  IPVB OSPT NELWOIK ...t 895
31.34  ipV6 OSPT NEIGNDOTN ... 896
31.35  ipv6 0SPf pasSiVe-INtErface .........ccccvveviiieiecie e 897
31.36  ipv6 ospf neighbor Probing..........ccoeieiiii 898
31.37  ipv6 ospf neighbor-probe retransmit-limit ..., 899
31.38  ipv6 ospf neighbor-probe interval ... 900
31.39  debug ipV6 OSPT .....eeieeecee s 901
31.40  ShOW IpV6 OSPT INTEITACE.......ciuiiiiieiiieiiee e 903
31.41  show ipv6 0SPf NEIGNDON...........ccoviiiee e 905
31.42  show ipv6 osSpf - request/retranS-list...........cccoooviriieiinieicee e 906
31.43  show ipv6 ospf Virtual-links ...........ccccceiieiiiiicc e 907
31.44  Show ipV6 OSPT DOIUEI-TOULETS.......eiuieeieieieie et 908
31.45 show ipv6 ospf - area-range / summary-prefixX........ccoovveiiivciiciicceseen, 909
31.46  show ipv6 ospf - General INfOrmation............cccocovvriiiiiicics 911
31.47  show ipv6 0Spf - LSA Database ..........cccevveieeiieiieie e 913
31.48  SNOW 1PV OSPT FOULE.......oiiiiiiiiiciieiieiee e 915
31.49  ShOW IPVB OSPT QreaS.......ccveiuieiiiiiiiiecie ettt 916
31.50  SNOW 1PV OSPT NOST ...t 917
31.51  show ipv6 ospf redist-Config ........ccceviiieiiciicc e 918
32 DiffServ (Differentiated SErVICES) .......ooviiririiiiieieie s 919
32.1 =] B0 [0TSR 921
32.2 ClASSTMAP ..t 922
32.3 0101 N0y 1 - Vo OSSPSR 923
324 4T Lo o USSP 924
325 ClaSS ettt ns 925
32.6 <] 0L OO TP RPN 926
32.7 0101 ot PSPPSR 927
32.8 cosq scheduling algorithm ..o 929
32.9 TrAFFIC ClASS. ... i s 930
32.10  SNOW POLICY-MAP....c.eiiiiiieiie it 931
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32.11  SNOW ClASS-MAP ...ttt 933
32.12  show €0SQ algorithm .........c.coviiiicceee s 934
32.13  ShOW COSQ WEIGNTS-DW ..ot 935
33 ACL (ACCESS CONLIOI LISIS)...uveivreiieiieiieesieeie st 936
33.1 1P ACCESS-HIST ...t 938
33.2 MAC acCeSS-1iSt EXIENAEM. ........ccveiviiiiiiiieee s 940
33.3 permit - Standard MOUE ........cc.oceiiiiii s 941
33.4 deny - standard MOGE.........ccveieiieieee e e 942
335 redirect - Standard MOUE ........c.ooveiiiie e 943
33.6 permit- ip/ospf/pim/protoCcol tYPe........coevveeieeiiee e 944
33.7 deny - ip/ospf/pim/protoCol tYPEe .......ooveieiiiiiiiieie e 946
33.8 redirect - ip/ospf/pim/ProtoCol tyPe........cccveveiieiieie e 948
33.9 PEITMIT ECP ..ttt bbbt bbb 950
K1 O o [=1 1)V (o oSSR 952
1 00 R (<o 1 =10t B (o) o USRS T TP U PP PP 954
K1 I o T=1 ¢ 14 1 0 o | o USRS 956
3313 dENY UAP it bbb 958
K1 I 1= o 1 =Tod a0 o [ o O PR 960
33.15  PEIMITICIMIP ettt bbb 962
K1 G o[- 0V [ ] o OSSP 965
3317  TEOITECT ICIMP ..ttt bbb 967
33.18 P ACCESS-GIOUP .veveereerieitiesieeiteeteesteeteseesteessesseesteetessaesseesseessesreenseansesseeneas 970
33.19  MAC ACCESS=GIOUP....cuveeuriiureiieiesieesteasresire st e st s sb e sb et enne e nne e 971
K1 7 O B o T=1 ¢ 1o | OSSR 972
3321 dBNY bbbt 974
I (- o [ =Tt OSSOSO 976
33.23  SNOW ACCESS-TISTS ... eeveeuiiiiieiiieie ettt 978
K7 o T o3 o] (0] =T £ [0 SRS 980
34.1 JOOP-PIOTECT. ...t 981
34.2 100P-Protect - INtErfaCe ........coveieiececce e 982
34.3 loop-protect disable-period...........ccocviiiiiiiiiiie e 983
34.4 100P-Protect reCeIVE-aCtiON .........ccveiiiiece e 984
34.5 loop-protect transSmMit-INterval ..o 985
34.6  SNOW l0OP-PIrOtECE ......ecviiciecie et 986
35 LiNK Status TraCKiNg.......cccoiiiiiiiiiieieie et 987
35.1 liNK-StatUS-traCKING ......ccveiiicccecce e 988
35.2 liNK-Status-traCking groUp.........ooeiiiiiiieee e 989
35.3 link-status-tracking group - iNterface ..........ccccovvvveveeiie i 990
35.4  show link-Status-traCking.........c.cooveiririiien e 991
36  Data Center BridgiNg ......cooveiiieiie ittt sare e eere e 993
36.1 0] (0] U] o PP PR 994
36.2 group-bandwWidth..........c.cooviiii 995
36.3 PIC PIIOTILY .t 996
36.4 [O1 82 oo PP SUPRRSRPR 998
36.5 PIC GIOUD ettt 1000

Release : 1.1i 20/ 1035



Supermicro Intelligent Switch Command Line Interface User Guide

36.6
36.7
36.8

37 LLDP

37.1
37.2
37.3
37.4
375
37.6
37.7
37.8
37.9
37.10
37.11
37.12
37.13
37.14
37.15
37.16
37.17
37.18
37.19
37.20
37.21
37.22
37.23
37.24
37.25
37.26

PIC PIIOTILY ..o 1002
(01O TP PR TR 1004
0[0d ) Qo= TS ORPRR 1005
..................................................................................................................... 1006
SEE TP, .. s 1008
Idp ChasSiS-1a-SUDLYPE .......eciviiieiiece e 1009
[ldp holdtime-mUItIPIIEr.........coooiii e 1011
Ildp notification interval ...........c.cooviiii i 1012
Ildp reinitialization-delay............ccoovoiiieeiee 1013
Hdp transSMIt-INtErVal ...........coveiiiiece e 1014
AP TX-AEIAY ... 1015
Clear AP COUNLEIS........cueiiicc e 1016
Clear IIdp table ... 1017
HAP NOLIFICALION. ....cuiiiicccece e 1018
AP POrt-id-SUBLYPE ..o 1019
IHdp thv-select DaSiC-tIV.........cccooviiiee e 1020
[ldp tlv-select dChX-CEe-PIC ......ccviiiiiicee 1021
I1dp tlv-select dChX-CEE-PU....cecviirieiiecie e 1022
AP tIV-SleCt AOTLLIV ... 1023
IHdp thv-select dOt3tIV.........c.coveieiieec e 1024
AP tranSMIt | FECEIVE.......oiiiiiiiier e 1025
AeBUG TIAP c.veeee e 1026
SNOW THOP ... 1028
SNOW AP ACDX ... 1029
SNOW 1P BITOIS ... 1030
SNOW AP INTEITACE......ccueeiece e 1031
SNOW H1AP 10CAL......ccoiic s 1032
ShOW AP NEIGNDOTS........ecveiiecce e 1033
SNOW 11D SEALISTICS.......eeveeieeecicce s 1034
SNOW AP traffiC.....eceeiecece e 1035
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1 Introduction

1.1 Purpose

The SSE-3348S/R, and SSE-X3348T/R standalone switches are 1U rackmount Ethernet
switches — also part the Supermicro Intelligent Switch product line, and are standalone units.

All of these switches are managed Layer2/Layer 3 switches that share a common switching and
protocol support code base, and provide wire speed switching on each of their 1 Gig and 10 Gig
Ethernet ports.

SMIS provides the basic switching functionality and also offers advanced features such as link
aggregation, GVRP/GMRP, IGMP Snooping, layer 3 unicast and multicast routing for both IPv4
and IPv6.

This guide details the Command Line Interface (CLI) configurations for the features supported in
SMIS. For specific details about any of the Blade switches or the standalone switches, please
refer to their corresponding user guides.

1.2 Scope
The scope of this document is limited to the following Super Micro Intelligent Switch products:
e SSE-3348S
e SSE-3348SR
e SSE-X3348T
e SSE-X3348TR

Other switch products may be added to these product lines from time to time. It is anticipated that
all will use this base of CLI commands unless otherwise noted.
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1.3 Document Conventions

e The syntax of the CLI command is given in Courier New 10 bold.

e Elements in (< >) indicate the field required as input along with a CLI command, for

Example:,

e <integer (100-1000)>.

e Elements in square brackets ([]) indicate optional fields for a command.

e Textin {} refers to ‘either-or’ group for the tokens given inside separated by a | symbol.

e The CLI command usage is given in Courier New 10 regular.

e Outputs and messages for CLI commands are given in Courier New 10 regular.

e The no form of the command resets a particular configuration to its default value or revokes

the effect. This is explicitly explained in the description of the commands for which it is

applicable.
1.4 Key Conventions

1.4.1 Keyboard shortcuts
Keys Action
Up Arrow / Displays the previously executed command
Down Arrow
Ctrl + A Moves the cursor to the previous command line
Ctrl + C Exits from the SMIS prompt
Backspace Removes a single character
/Ctrl + H
TAB Completes a command without typing the full word
Left Arrow / Traverses the current line
Right Arrow
1.4.2 Others
Keys Action
? Helps to list the available commands

Q

Exits the output display if display is more than one page
and returns to the SMIS prompt

show history

Displays the command history list
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2 Command Line Interface

This section describes the configuration of SMIS using the Command Line Interface.

The Command Line Interface (CLI) can be used to configure the Intelligent Switch Solution from a
console attached to the serial port of the switch or from a remote terminal using TELNET.

The SMIS CLI supports a simple login authentication mechanism. The authentication is based on
a user name and password provided by the user during login.

When SMIS is started, the user name and password must be given at the login prompt to access
the CLI shell. The default password for the user ID ‘ADMIN’ is unique for each switch that are
shipped after 1%t January, 2020 and the password can be found on the label stuck on the switch.
For the older switches that were shipped before 15t January, 2020, the default password for user
ID ‘ADMIN’ is ‘ADMIN’.

Supermicro Intelligent Switch Solution

smis Login: ADMIN
Password; *****

smis>

The "user-exec" mode is now available to the user. CLI Command Modes provide a detailed
description of the various modes available.

The command prompt always displays the current mode.
® CLI commands need not be fully typed. The abbreviated forms of CLI commands are also

accepted by the SMIS CLI. For Example:, commands like "show ip global config" can be
typed as "sh ip gl co".

® CLI commands are case insensitive.

® CLI commands will be successful only if the dependencies are satisfied for a particular
command that is issued. Appropriate error messages will be displayed if the
dependencies are not satisfied

2.1 CLI Command Modes

Release : 1.1i 24 /1035



Supermicro Intelligent Switch Command Line Interface User Guide

Command Mode Access Method Prompt Exit method

User EXEC This is the initial mode | smis> The logout method is
to start a session. used.

Privileged EXEC The User EXEC mode | SMIS# To return from the

command enable, is
used to enter the
Privileged EXEC
mode.

Privileged EXEC
mode to User EXEC
mode the disable
command is used.

Global Configuration

The Privileged EXEC
mode command
configure
terminal, is used to
enter the Global
Configuration mode

SMIS (config) #

To exit to the Global
Configuration mode
the exit command
is used and to exit to
the Privileged EXEC
mode the end
command is used.

Interface configuration

The Global
Configuration mode
command
interface
<interfacetype><
interfaceid> is
used to enter the
Interface configuration
mode

SMIS (config-if)#

To exit to the Global
Configuration mode
the exit command
is used and to exit to
the Privileged EXEC
mode the end
command is used.

Config-VLAN

The global
configuration mode
command vlan
vlan-id, is used to
enter the Config-

SMIS (config-
vlan) #

To exit to the Global
Configuration mode
the exit command
is used and to exit to
the privileged EXEC

VLAN mode. mode the end
command is used.
Line Configuration The global SMIS (config- To exit to the Global

configuration mode
command line is
used to enter the Line
Configuration mode.

line) #

Configuration mode
the exit command
is used and to exit to
the privileged EXEC
mode the end
command is used.

Slave Configuration

This is the initial mode
to start SMIS in slave
session.

smis-boot>

The reload
command is used to
restart the switch.

Config-CEE-Map

The global
configuration mode
command cee-map
Cee-map-id, is used
toenter the Config-
CEE-Map mode.

smis (config-cee-
map) #

To exit to the Global
Configuration mode
the exit command is
used and to exit to the
privileged EXEC
mode the end
command is used.
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2.2 User EXEC Mode

After logging into the device, the user is automatically in the User EXEC mode. In general, the
User EXEC commands are used to temporarily change terminal settings, perform basic tests and
list system information.

2.3 Privileged EXEC Mode

Since many of the privileged commands set operating parameters, privileged access is password
protected in order to prevent unauthorized use. The password is not displayed on the screen and
is case sensitive. The Privileged EXEC mode prompt is the device name followed by the pound
(#) sign.

2.4 Global Configuration Mode

Global Configuration commands apply to features that affect the system as a whole, to any
specific interface.

2.5 Interface Configuration Mode
2.5.1 Physical Interface Mode

The Physical Interface mode is used to perform interface specific operations. To return to the
global configuration mode the exit command is used.

2.5.2 Port Channel Interface Mode

The Port Channel Interface mode is used to perform port-channel specific operations.
To return to the global configuration mode the exit command is used.

2.5.3 VLAN Interface Mode

The VLAN Interface mode is used to perform L3-IPVLAN specific operations. To return to the
global configuration mode the exit command is used.

2.6 Config-VLAN Mode

This mode is used to perform VLAN specific operations. To return to the global configuration
mode the exit command is used.

2.7 Line Configuration Mode
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Line configuration commands modify the operations of a terminal line.

2.8 Slave Configuration

This mode is used to generate the Slot information (module type). The reload command is
used to restart the switch.

2.9 Config-CEE-Map Mode

The cee-map global configuration command creates a CEE-Map to declare
a set of DCBX (CEE standard) settings, including:

-- the mappings of priority and Priority Groups (PGs),

-- bandwidth allocation for each PG, and

-- PFC setting for each priority and PG.
The Global configuration mode command cee-map <cee-map-number(1-4)> is used
to create/enter the CEE-Map Configuration mode and the prompt seen at this
mode is SMIS(config-cee-map)#.

To return to the global configuration mode the exit command is used.

2.10 Protocol Specific Modes

2.10.1  MSTP Configuration mode

This mode is used to configure the MSTP specific parameters for the switch. The Global
configuration mode command spanning tree mst configuration is used to enter the
MSTP Configuration mode and. the prompt seen at this mode is smis (config-mst) #.

To return to the global configuration mode the exit command is used.
2.10.2  DiffSrv ClassMap Configuration mode

The class-map global configuration command creates a class map to be used for matching the
packets to the class whose index is specified and to enter the class-map configuration mode The
Global configuration mode command class-map <short (1-65535) is used to enter the
DiffSrv ClassMap Configuration mode and. the prompt seen at this mode is SMIS (config-

cmap) #.

To return to the global configuration mode the exit command is used.

2.10.3  DiffSrv Policy-Map Configuration Mode
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In the Policy-Map Configuration mode the user can create or modify a policy map.
The Global configuration mode command policy-map <short (1-65535)> is used to enter
the DiffSrv PolicyMap Configuration mode and the prompt seen at this mode is smis (config-

pmap) #.

To return to the global configuration mode the exit command is used.

2.10.4  DiffSrv Policy-Map Class Configuration Mode

The Policy-Map Class Configuration command defines a traffic classification for the policy to act
on. The class-map-num that is specified in the policy map ties the characteristics for that class
and its match criteria as configured by using the class-map global configuration command to
the class map. Once the class command is entered, the switch enters policy-map class
configuration mode. The DiffSrv Policy mode command policy-map <short (1-65535)> is
used to enter the DiffSrv Policy-Map Class Configuration mode and. the prompt seen at this
mode is smis (config-pmap-c)#.

To return to the global configuration mode the exit command is used.

2.10.5 DHCP Pool Configuration Mode

This mode is used to configure the network pool / host configurations of a subnet pool.

The Global configuration mode command ip dhcp pool <integer (1-2147483647)>
creates a DHCP server address pool and places the user in DHCP pool configuration mode. The
prompt seen at this mode is SMIS (dhcp-config) #.

To return to the global configuration mode the exit command is used.

2.10.6  ACL Standard Access List Configuration Mode

Standard accesses lists create filters based on IP address and network mask only (L3 filters only

).

The Global configuration mode command ip access-list standard <(1-1000) creates
IP ACLs and is used to enter the ACL Standard Access List Configuration mode. The prompt
seen at this mode is SMIS (config-std-nacl) #.

To return to the global configuration mode the exit command is used.

2.10.7  ACL Extended Access List Configuration Mode

The Extended Access lists enables to specify filters based on the type of protocol, range of
TCP/UDP ports as well as IP address and network mask (Layer 4 filters).

The Global configuration mode command ip access-list extended <(1001-65535)> is
used to enter the ACL Extended Access List Configuration mode and the prompt seen at this
mode is SMIS (config-ext-nacl) #.
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To return to the global configuration mode the exit command is used.

2.10.8 ACL MAC Configuration Mode

The MAC access-list global configuration command creates Layer 2 MAC ACLs, and returns the
MACACccess list configuration mode to the user.

The Global configuration mode command mac access-list extended <(1-65535)> is
used to enter the ACL MAC Configuration mode and the prompt seen at this mode is
SMIS (config-extmacl) #.

To return to the global configuration mode the exit command is used.

2.11 Command Privileges

CLI commands are associated with a privilege. Similarly user accounts are also associated with a
privilege level. Users can execute commands with privilege level same or lower than their
privilege level.

Though switch supports privilege level 1 to 15, by default all the CLI commands are associated
with either level 1 or 15. All the show commands and similar display commands are associated
with privilege level 1. And all the configuration change commands are associated with level 15.
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3 System Features

SMIS offers a rich set of system features to a user, such as, login services, copying/writing

facilities, duplex/negotiation support, and many other capabilities. Some features might have

special hardware requirements and others might have special design considerations. The related

command links provide overview descriptions of the features and includes specific information to

consider when using these features.

Management IP Commands

Command Description

ip address dhcp This command configures the mode by which
the default interface acquires its IP address.

ip address This command configures the IP address and
subnet mask for the default interface.

ip gateway This command configures the gateway IP

address for the default management interface.

Management Access Commands

Command

Description

login authentication

This command sets the authentication method
for user logins and the no form of the command
sets the authentication method for user logins

to default values.

username This command creates a user and sets the
enable password for that user with the privilege
level. The no form of the command deletes a
user and disables the enable password for that
user.

listuser This command lists all valid users, along with
their permissible mode.

show users This command displays information about
terminal lines.

show privilege This command shows current user privilege

level.

enable password

This command modifies enable password
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parameters and the no form of the command

disables enable password parameters.

enable This command turns on privileged commands.

disable This command turns off privileged commands.

logout This command exits from Privileged EXEC/
User EXEC mode to ISS Login Prompt in case
of console session.

lock This command locks the CLI console. It allows
the user/system administrator to lock the
console to prevent unauthorized users from
gaining access to the CLI command shell.

ip http port This command sets the HTTP port and the no
form of the command resets the HTTP port.

set ip http This command enables/disables HTTP.

web session-timeout

This command configures the idle timeout

value for web management sessions.

show http server status

This command displays the http server status.

authorized-manager ip-source

This command configures an IP authorized
manager and the no form of the command
removes manager from authorized managers

list.

show authorized-managers

This command displays the configured

authorized managers.

debug nm

This command enables the display of debug

messages for web interface module.

CLI Helping Commands

Command

Description

configure terminal

This command enters the configuration mode.

exit This command exits the current configuration
mode to the next highest configuration mode in
the CLI.

end This command exits from Configuration mode.
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show running-config

This command displays the current operating
configuration in the system. This command is

common for both Single Instance and Multiple

Instance.

alias This command replaces the given token by the
given string and the no form of the command
removes the alias created for the given string.

help This command displays help for a particular
command.

show history This command displays command list history.

clear screen

This command clears the screen.

exec-timeout

This command sets EXEC timeout (in seconds)
for line disconnection and the no form of the
command clears EXEC timeout for line

disconnection.

run script

This command runs CLI commands from the

specified script file.

show aliases

This command displays the aliases.

show line This command displays TTY line information.

line This command configures a console/virtual
terminal line.

cli pagination This command helps to enable and disable the

paginated display.

Firmware Upgrade Command

Command Description

firmware upgrade

Time management Commands

Command Description

ntp key This command configures a trusted key.

ntp server This command configures the SNTP server IP
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address.

ntp broadcast

This command enables the SNTP broadcast
client. This is used to enable SNTP client to

accept SNTP traffic from any broadcast server.

ntp enable This command enables SNTP.

ntp disable This command disables SNTP.

tz offset This command configures the time zone offset
with respect to coordinated universal time
(UTC).

show ntp This command displays SNTP configurations.

clock set This command manages the system clock.

show clock This command displays the system date and

time.

Configuration File Management Commands

Command

Description

write

Stores running configuration as startup

configuration or into given file name in flash.

set startup-config

This command configures the default

restoration file.

copy

Copies flash files or remote files to flash.

copy startup-config

Copies startup configuration to other flash file

or remote flash file.

copy- file Copies files from flash to remote vice versa.

erase Deletes startup configuration file or any flash
file.

list files Lists all the configuration files stored in flash.

show file Displays the file contents

show startup-config

Displays the startup config file contents

show stored-config

Displays the given configuration file contents

Interface Commands
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Command Description

interface This command selects an interface to
configure, which can be a physical interface or
a port-channel interface or a VLAN interface or
OOB (Out of Band) interface. The no form of
the command is used to delete a VLAN / port-
channel interface. On execution of this
command, the user enters the interface
configuration mode for that interface.

description This command configures the description string
to the port interfaces.

switchport This command configures the port as switch
port. The no form of the command configures
the port as router port.

ip address This command sets the IP address of an

interface. The no form of the command resets

the IP Address for the given Interface.

ip address dynamic

This command configures the current VLAN
interface to dynamically acquire an IP address
from the RARP/DHCP Server. The no form of
the command resets the IP Address for the

Interface

mtu frame size

This command configures the maximum

transmission unit frame size for the interface.

system mtu frame size

This command configures the maximum
transmission unit frame size for all the

interfaces on the switch.

flowcontrol

This command is used to set the send or

receive flow-control value for an interface.

shutdown - physical/VLAN/port-channel

This command disables a physical

interface/VLAN interface/port-channel interface

negotiation This command enables auto-negotiation on the
interface and the no form of the command
disables auto negotiation on the interface.

capabilities This command configures the auto negotiation

capabilities.
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speed This command sets the speed of the interface
and the no form of the command sets the
speed of the interface to its default value.

duplex This command configures the duplex operation

and the no form of the command configures the

duplex operation to the default value.

monitor session

This command enables port-mirroring in the
switch and the no form of the command

disables port mirroring in the switch.

hol blocking prevention

This command enables the Head-Of-Line
blocking prevention on the interface and the no

form of the command disables the same.

storm-control

This command sets the storm control rate for
broadcast, multicast and DLF packets and the
no form of the command sets storm control rate
for broadcast, multicast and DLF packets to the

default value.

rate-limit

This command configures the output rate
limiting for the interfaces.

snmp trap link-status

This command enables trap generation on
either the physical interface or the port-channel
interface.

reset interface statistics

This command clears interface counters.

reset interface cpu statistics

This command clears CPU counters.

show ip interface

This command displays the IP interface
configuration.

show interfaces

This command displays the interface status
and configuration.

show interfaces - counters

This command displays the interface statistics
for each port.

show interfaces cpu counters

This command displays the CPU statistics for

each port.

show interface mtu

This command shows the Maximum

Transmission Unit (MTU) of ports in the switch.

show conf

This command displays the interface specific
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running configuration.

show port-monitoring

This command displays port-monitoring

information.

show flow-control

This command displays the flow-control

information.

show transceiver

This command displays the information about

fiber optic transceiver modules.

show meminfo

This command displays the memory status and

utilization.

System Commands

Command

Description

device name

This command configures the switch name

string.

system location

This command configures the switch location

information string.

system contact

This command configures the switch contact

information.

set bOOt-UQ This command configures the next bootup
firmware image selection.

reload This command restarts the switch.

reset-to-factory-defaults

This command resets the switch to factory

defaults configuration.

mac-address-table aging-time

This command sets the maximum age of a
dynamically learnt entry in the MAC address
table.

copy debugg-logging

This command writes the debug logs to a

remote site or to external USB memory.

debug-logging

This command configures where debug logs
are to be displayed and the no form of the

command displays debug logs in the console.

no startup-config

This command makes no configuration file will

be loaded in next reboots of the switch.

show system information

This command displays system information.
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show version

This command displays hardware and firmware

version numbers.

show debug-logging

This command displays the debug logs stored

in file.

show debugging

This command displays state of each

debugging option.

show system acknowledgement

This command displays the acknowledgement
text describing the open source components

used on the switch software.

show system environment

This command displays the temperature, fan

status and power supply status information.

show tech-support

This command displays various information

that are useful for troubleshooting.

single-blade-slot-num

This command configures the single blade
server slots in SBM-XEM-X10SM switches.

show single-blade-slot-num

This command displayes the single blade
server slots configuration in SBM-XEM-X10SM
switches.

split40g

This command splits the 40Gig ports as 10Gig
ports in SSE-X3348S(R) and SSE-X3348T(R)

switches.

show split40g

This command displays the split configuration
of 40Gig ports as 10Gig ports in SSE-
X3348S(R) and SSE-X3348T(R) switches.
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3.1ip address dhcp

This command configures the default management interface to get IP address through DHCP.

The no form of this command configures the default management interface to use static IP
address.

ip address dhcp
no ip address dhcp

Mode
Global Configuration Mode

Defaults
Static IP

Example:

SMIS (config)# ip address dhcp

Related Commands

show ip int — Displays the management interface IP information.
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3.21p address

This command configures the IP address and subnet mask for the default interface.
ip address [<ip-address> | <ip-address>/prefix-length] [<subnet-mask>]

no ip address

Syntax Description
ip address - IP address
subnet-mask - Subnet Mask

prefix-length — Subnet mask as a prefix number

Mode
Global Configuration Mode

Defaults
ip address — 192.168.100.2
subnet-mask - 255.255.255.0

Example:

SMIS (config)# ip address 20.0.0.1/8

Related Command

show ip int - Displays the management interface IP information.
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3.3ip gateway

This command configures the gateway IP address for the management interface.

The “no” form of this command will remove the configure gateway IP.

This command works only for the following blade switch models.
SBM-GEM-X2C

SBM-GEM-X2C+

SBM-GEM-X3S+

SBM-GEM-X10SM

®» For other switch models, use the “ip route” command to configure the required routing
entries with the desired gateway addresses.

ip gateway <ip-address>

no ip gateway

Syntax Description

ip address - Gateway IP address

Mode
Global Configuration Mode

Defaults
0.0.0.0

Example:

SMIS (config)# ip gateway 20.0.0.1

Related Command

show ip int - Displays the management interface IP and gateway information.
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3.4 login authentication

This command sets the authentication method for user logins and the no form of the command
sets the authentication method for user logins to default values.

login authentication { local | radius | tacacs}
no login authentication

Syntax Description

local - Local username database for authentication
radius - List of all RADIUS servers for authentication

tacacs - Terminal Access Controller Access Control System

Mode
Global Configuration Mode

Defaults

Local

Example:

SMIS (config)# login authentication radius
Changing login authentication from default to another value may disconnect the telnet session

TACACS is an authentication program used on UNIX / Linux systems, few network routers and
other network equipment that allows access to a server or a managing computer to determine if

the user attempting to log in has the proper rights or is in the user database

Related Commands
username - Creates a user and sets the enable password for that user with the privilege level
no enable password - Deletes a user and disables enable password parameters

show system information - Displays system information
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3.5username

This command creates a user and sets the enable password for that user with the privilege level.

The no form of the command deletes a user and disables the enable password for that user.
username <user-name> [password <passwd>] [privilege <1-15>] [admin]

no username < user-name >

Syntax Description

user-name - User Name

password - Password

privilege - Privilege Level

admin — This keyword indicates this given user will be the default administrative user. The default

administrative user cannot be deleted.

Mode
Global Configuration Mode

Related Command

enable password - Modifies enable password parameters

Note:

1. Users with privilege level 1 can execute show or similar display commands only, they can
not execute any configuration change commands. Users with privilege level 15 only can
execute configuration change commands.

2. The default ADMIN user can be deleted only after any other active user configured with
“admin” keyword.
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3.6 listuser

This command lists all valid users, along with their permissible mode.

listuser

Mode
Privileged EXEC Mode

The command lists the user, mode and groups.

Related Command

show users - Displays information about terminal lines
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3.7 show users

This command displays information about terminal lines.
show users

Mode
Privileged EXEC Mode

Example:
SMIS# show users
Line User Peer-Address

0 con root Local Peer

Related Command

listuser - Lists all valid users, along with their permissible mode
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3.8 show privilege

This command shows current user privilege level.
show privilege

Mode
Privileged EXEC Mode

Example:
SMIS# show privilege

Current privilege level 1is 15

Note: Users with privilege level 1 can execute show or similar display commands only, they can
not execute any configuration change commands. Users with privilege level 15 only can execute
configuration change commands.
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3.9 enable password

This command modifies enable password parameters and the no form of the command disables

enable password parameters.
enable password [level (1-15)] <LINE 'enable' password>
no enable password [level (1-15)]

Syntax Description

Level - Privilege Level

Mode
Global Configuration Mode

® The enable password command is used to set the password for a particular privilege
Level.

® When this command is configured, the switch prompts for the password, whenever user

wants to move from lower privilege level to higher privilege level using enable command

Related Command

username - Creates a user and sets the enable password for that user with the privilege level
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3.10 enable

This command turns on privileged commands.
enable [Enable Level <0-15>]

Syntax Description

Enable Level - Levelto enter the system

Mode
User EXEC Mode

Level 0 is the most restricted level. User created with level 0 has access only to the
following commands:

- disable

- enable

- exit

- help

- logout
Level 1 includes all user-level commands at the smis> prompt.

Level 15 is the least restricted level and included all commands

It is possible to configure additional access levels (from level 2 to 14) to meet the needs of the

users while protecting the system from unauthorized access.

After a user logs in with a username that has privileges, the full set of CLI commands, including

those in User mode can be accessed

Default Privileged level is assigned by the user

Related Commands
disable - Turns off privileged commands

enable password - Modifies enable password parameters
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3.11 disable

This command turns off privileged commands.

disable privilege [Privilege level to go to <0-15>]

Mode
User EXEC Mode

Example:

In User mode the user can monitor and display ISS parameters, but not change them.

Related Command

enable - Turns on privileged commands

Release : 1.1i 48 / 1035



Supermicro Intelligent Switch Command Line Interface User Guide

3.12 logout

This command exits from Privileged EXEC/ User EXEC mode to ISS Login Prompt in case of

console session.
logout

Mode
User EXEC Mode

In case of a telnet session this command terminates the session.

Related Command

slot-modtype - Associates card module type information for a slot
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3.13 lock

This command locks the CLI console. It allows the user/system administrator to lock the console

to prevent unauthorized users from gaining access to the CLI command shell.
lock

Mode
Privileged EXEC Mode

The login password has to be reentered by the user to release the console lock and access the
CLI command shell.
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3.14 ip http port

This command sets the HTTP port and the no form of the command resets the HTTP port.
ip http port <port(1-65535)>
no ip http port

Mode
Global Configuration Mode

Defaults
80

Example:
SMIS (config)# ip http port 90

®  HTTP port number will take effect only when HTTP is disabled and enabled again.

Related commands

set ip http - Enables/disables HTTP
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3.15 setip http

This command enables/disables HTTP.
set ip http {enable | disable}

Syntax Description
enable - Enables HTTP status in the system

disable - Disables HTTP status in the system

Mode
Global Configuration Mode

Defaults

enable

Example:
SMIS (config)# set ip http disable

Related Commands

ip http port - Setsthe HTTP port

show http server status - Displays the http server status
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3.16 web session-timeout

This command configures the idle timeout value for web management sessions. The default
value is 600 seconds.

web session-timeout <timeoutvalue>

Syntax Description

timeoutvalue - Any integer number from 1 to 9999 seconds

Mode
Global Configuration Mode

Defaults
600

Example:

SMIS (config)# web session-timeout 300
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3.17 show http server status

This command displays the http server status.

show http server status

Mode
Privileged EXEC Mode

Example:
SMIS# show http server status
HTTP server status : enabled

HTTP port is : 90

Related Commands
ip http port - Setsthe HTTP port
set ip http - Enables/disables HTTP
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3.18 authorized-manager ip-source

This command configures an IP authorized manager and the no form of the command removes

manager from authorized managers list.

authorized-manager ip-source <ip-address> [{<subnet-mask> | /
<prefixlength(1-32)>}] [interface [<interface-type <0/a-b, 0/c, ...>]
[<interfacetype <0/a-b, 0/c, ...>]] [vlan <a,b or a-b or a,b,c-d>]
[cpu0O] [service [snmp] [telnet] [http] [https] [ssh]]

no authorized-manager ip-source < ip-address > [{<subnet-mask > | /

<prefixlength(1-32)>}]

Syntax Description

ip-address - Specifies either the Network or Host address

subnet-mask - IP address mask to be applied

prefix-length - Prefix Length

interface - Valid interfaces include physical ports (including type, slot, and port number)
vlan - The VLANSs in which the IP authorized manager can reside

cpul - Out of Band Management Interface

service - Indicates service type. Can be one of the following: telnet, ssh, http, https or snmp

Mode
Global Configuration Mode

Defaults

All services are allowed for the configured manager

Example:

SMIS (config)# authorized-manager ip-source 10.203.113.5
255.255.255.255 interface gigabitethernet 0/1 vlan 1 service

snmp
® An address 0.0.0.0 indicates 'Any Manager'."

Related Command

show authorized-managers - Displays the configured authorized managers
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3.19 show authorized-managers

This command displays the configured authorized managers.
show authorized-managers [ip-source < ip-address >]

Syntax Description

ip-source - Specifies either the Network or Host address

Mode
Privileged EXEC Mode

Example:

SMIS# show authorized-managers
Ip Authorized Manager Table

Ip Address : 10.0.0.4

Ip Mask : 255.255.255.255
Services allowed : SSH

Ports allowed : Gi0/1

Vlans allowed : 2

Related Command

authorized-manager ip-source — Configures an IP authorized manager
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3.20 debug nm

This command enables the display of debug messages for web module. The no form of this

command disables the debug messages for web interface module.
debug nm [{all | info | errors | mgmt | datal}]
no debug nm [{all | info | errors | mgmt | data}]

Syntax Description

all - Enables all the available debug messages of web module

info — Enables only the informative debug messages of web module

errors — Enables only the error messages of web module

mgmt — Enables only the management control debug messages of web module

data — Enables only the packet data related debug messages of web module

Mode
Privileged EXEC Mode

Example:
SMIS# debug nm all

Related Command

Release : 1.1i 57711035



Supermicro Intelligent Switch Command Line Interface User Guide

3.21 configure terminal

This command enters the configuration mode.

configure terminal

Mode
Privileged EXEC Mode

Related Commands
end - Exits from Configuration mode

exit - Exits the current configuration mode to the next highest configuration mode
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3.22  exit

This command exits the current configuration mode to the next highest configuration mode in the
CLI.

exit

Mode
All modes

The login name and password has to be reentered by the User to gain access to the CLI

command shell.

Related Command

end - Exits from Configuration mode
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3.23 end

This command exits from Configuration mode.

end

Mode
All modes

This command can be executed from any mode but it reverts back to Privileged Exec mode

Related Command

exit - Exits the current configuration mode to the next highest configuration mode
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3.24

show running-config

This command displays the current operating configuration in the system. This command is

common for both Single Instance and Multiple Instance.

show running-config [{ syslog | dhcp | dvmrp
igs | | vlan <vlan-id(1-4069)> |

| qos | stp

| la

| pnac |

interface { port-channel <port-

channel-id(1-65535)> | <interfacetype> <interfacenum> | vlan <vlan-

id(1-4069)> } | ospf |

pim | pimvé | vrrp |

igmp-proxy }]

Syntax Description

Syslog - Syslog Module

Dhcp - DHCP Module

dvmrp - DVMRP Module

snmp

gos - Quality of Service Module

stp - STP Module
la - LA Module
pnac - PNAC Module
igs -GS Module

mlds - MLD Snooping Module

vlan - VLAN Module

rip | bgp |

radius

ipvé |

rmon

interface - Port-channel/Physical/VLAN Interface

ospf - OSPF Module
rip - RIP Module
bgp - BGP Module
ipvé - IPv6 Module
rip6 - RIP6 Module
ssh - SSH Module
ssl - SSL Module
acl - ACL Module
ip - IP Module

pim - PIM Module
vrrp - VRRP Module
snmp - SNMP Module

rip6 | ssh |

rm | mbsm |

ssl |

ospf3

acl

| ip |
igmp |
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radius - RADIUS Module

rmon - RMON Module

rm - RM Module

mbsm - MBSM Module

ospf3 - OSPFv3 Module

igmp - IGMP Module

pimvé - PIMv6 Module
igmp-proxy - IGMP Proxy Module

Mode
Privileged EXEC Mode

Example:

SMIS# show running-config

Building configuration...

Switch ID  Hardware Version Firmware Version
0 SSE-G48-TG4 (P2-01) 1.0.13-7

ip address dhcp
interface port-channel 1
exit

vlan 1

ports gi 0/11-19 untagged
ports gi 0/41-48 untagged
ports ex 0/2 untagged
exit
vlan 10

ports gi 0/1-10 untagged
ports gi 0/20-40 untagged
ports po 1 untagged
exit
vlan 20,30
exit

interface vlan 1
ip address dhcp
exit
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3.25 alias

This command replaces the given token by the given string and the no form of the command
removes the alias created for the given string.

alias <replacement string> <token to be replaced>

no alias <alias>

Syntax Description
Replacement string - Replacement string

token to be replaced - Abbreviated/short form of the replacement string

Mode
Global Configuration Mode

® The purpose of such a replacement string is that commands can be executed using their
abbreviated/short form.

Related Command

show aliases - Displays the aliases
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3.26 help

This command displays help for a particular command.
help [ command ]

Syntax Description

Command - The privileged command

Mode
All modes

B "?" can be used as an alternative for the word "help". When "help” or "?" is typed in the
specific mode all commands present in that mode as well as all general commands will
be listed.

®» When a keyword is typed, all possible commands starting with that keyword are
displayed
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3.27 show history

This command displays command list history.

show history

Mode
Privileged EXEC Mode

Example:

SMIS# show history
show ip int
show debug-logging

show users

1

2

3

4 show line
5 show line console
6 c s

7 show aliases

8 show privilege

9 listuser

10 show users

11 show history

®» The commands are listed from the first to the latest command. The buffer is kept

unchanged when entering to configuration mode and returning.
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3.28 clear screen

This command clears the screen.

clear screen

Mode
All Modes
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3.29 exec-timeout

This command sets EXEC timeout (in seconds) for line disconnection and the no form of the

command clears EXEC timeout for line disconnection.
exec-timeout <integer (1-18000)>

no exec-timeout

Mode
Line Configuration Mode

Defaults
1800 seconds

Related Command

line - Configures a console/virtual terminal line
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3.30 run script

This command runs CLI commands from the specified script file.
run script <script file> [<output file>]

Syntax Description
script file - The script file to be executed

output file - The output file

Mode
Privileged EXEC Mode
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3.31 show aliases

This command displays the aliases.
show aliases

Mode
Privileged EXEC Mode

Example:
SMIS# show aliases
show -> sh

previlege -> pr

® The show aliases command displays the alias commands and associated CLI

commands for the current mode

Related Command

alias - Replaces the given token by the given string
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3.32 show line

This command displays TTY line information.
show line {console | vty <line>}

Syntax Description
Console - Console

Vty - Virtual terminal line

Mode
Privileged EXEC Mode

Example:
SMIS# show line console

Current Session Timeout (in secs) = 1800

® The command-line history buffer stores CLI commands that are previously entered.

Related Command

line - Configures a console/virtual terminal line
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3.33 line

This command configures a console/virtual terminal line.
line {console | vty}

Syntax Description

Console - Console

Vty - Virtual terminal line

Mode
Global Configuration Mode

Related Commands
end - Exits from Configuration mode
exit - Exits the current configuration mode to the next highest configuration mode

show line - TTY line information
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3.34 cli pagination

This command enables the paginated display. When switch displays large texts on CLI, it breaks

the output as multiple pages for better view. This is enabled by default.

The no form of this command disables the pagination. When the pagination is disabled, switch

displays the large texts continuously without page breaks.
cli pagination

no cli pagination

Syntax Description

Mode
Privileged EXEC Mode

Related Commands
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3.35 firmware upgrade

This command performs an image download operation using TFTP from a remote location.
firmware upgrade { tftp://ip-address/filename usb:filename } {

flash:filename | flash:fallback }

Syntax Description

tftp://ipaddress/ filename - Source URL alias for a network (tftp) file system
flash:normal — To write into normal flash area.

flash:fallback — To write into fallback flash area.

usb:filename - Firmware image file name in external USB memory

Mode
Privileged EXEC Mode

Example:
SMIS# firmware upgrade tftp://20.0.0.1/SWITCH FIRMWARE 1.0.13-10.bin

flash:normal

The TFTP protocol is used for getting the image from the remote-site.
In case of stacking, firmware upgrade in master, automatically will upgrade firmware in all slave
switches connected in stack. On successful completion of firmware upgrade in slave switches, a

message will be displayed.
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3.36 ntp key

This command is used to add a key to a trusted key list. This command takes key text along with
key identifier.

The no form of this command removes the configured key referred by the given key identifier.
ntp key <key _number (1- 65535)> <key_text>
no ntp key <integer(1-65535)>

Syntax Description
key_number - Any number between 1 to 65535 to identify the key string

key text — Any string up to 32 characters to be used as key to handshake with NTP servers.

Mode

Global Configuration Mode

Example:
SMIS(config)# ntp key 1 abcd

Related Command
ntp broadcast- enables NTP broadcast with authentication

ntp enable - Enables NTP
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3.37 ntp broadcast

This command enables the switch to accept NTP broadcast messages sent by NTP broadcast
servers. This command also enables the authentication for the received NTP broadcast
messages if authentication option is given.

The no form of this command configures the switch not to accept NTP broadcast messages.
ntp broadcast [authentication]
no ntp broadcast

Syntax Description

authentication — Accepts NTP broadcasts from NTP severs after the authentication

Mode
Global Configuration Mode

Example:

SMIS (config)# ntp broadcast authentication

Related Command
ntp server - Configures NTP server IP address, key, interval and preference

ntp enable - Enables NTP
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3.38 ntp server

This command configures the SNTP server information.

The no form of this command removes the given NTP server configuration.

ntp server <ip-address> [key(1-65535)] [interval (6-17)]

no ntp server <ip address>

Syntax Description

ip-address - IP address of NTP sever.

key — key number to add into a trusted key list
interval — exchange message delay for server

prefer — tells which server should have to be more preferable

Mode
Global Configuration Mode

Example:
SMIS (config)# ntp server 10.10.1.100 10 prefer

Related Command
ntp broadcast- enables NTP broadcast with authentication

ntp enable - Enables NTP

[prefer]
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3.39 ntp enable

This command enables the NTP
ntp enable

Mode
Global Configuration Mode

Example:

SMIS (config)# ntp enable

Related Command
ntp broadcast- enables NTP broadcast with authentication

ntp disable - Disables NTP
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3.40 ntp disable

This command disables the NTP
ntp disable

Mode
Global Configuration Mode

Example:

SMIS (config)# ntp disable

Related Command
ntp broadcast- enables NTP broadcast with authentication

ntp enable - Enables NTP
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3.41 tz offset

This command configures the time zone offset with respect to coordinated universal time (UTC).

tz offset <HH>:<MM>

Syntax Description
HH - Hour difference from UTC.

MM - Minutes difference from UTC.

Mode
Global Configuration Mode

Example:
SMIS (config)# tz offset 08:00

Related Command
ntp server - Configures SNTP server IP address

ntp broadcast - Enables SNTP broadcast client
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3.42 show ntp

This command displays ntp configuration details.
show ntp
Syntax Description

Mode
Global Configuration Mode

Example:

SMIS (config)# show ntp

Related Command
ntp server - Configures SNTP server IP address

ntp broadcast - Enables SNTP broadcast client
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3.43 clock set

This command manages the system clock.

clock set hh:mm:ss day month year

Mode
Privileged EXEC Mode

Example:

SMIS# clock set 18:04:10 18 Oct 2005

The date is configured in the Switch in the format,
- Hours:minutes:Seconds Date Month Year
- The format for the month is Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov, Dec
- The format for the year is yyyy

Related Command

show clock - Displays the system clock
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3.44 show clock

This command displays the system date and time.
show clock

Mode
Privileged EXEC Mode

Example:
SMIS# show clock
Tue Oct 18 18:04:11 2005

Related Command

clock set - Manages the system clock
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3.45 rtc sync

This command is to sync real time clock from system time.

This command is supported only on the following switch models and specififced hardware

reversion

SSE-X2C+ (B2-01 R.3.0)

SSE-X3S+ (B4-01 R.3.0)

SSE-X24S

SSE-X24SR

SSE-X3348S

SSE-X3348SR

SSE-X3348T

SSE-X3348TR

SSE-XEM-X10SM(B3-01 R.1.04 and B5-01 R.1.04)

rtc sync

Mode
Privileged EXEC Mode

Example:

SMIS# rtc sync

Related Command

clock set - Manages the system clock
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3.46 write

This command writes the running-config to a flash file, startup-configuration file or to a remote

site.

write { flash:filename | startup-config | tftp://ip-address/filename |

usb:filename }

Syntax Description

flash:filename - File name to be written in to flash memory

startup-config - Startup Configuration. If this option is chosen, then the switch will start with
the saved configuration on reboot

tftp - Copies a file to a TFTP server

ip-address -the IP address or host name of the server to receive the file

filename - the name assigned to the file on the server

usb:filename - File name to be written in to external usb memory

Mode
Privileged EXEC Mode

Example:

SMIS# write startup-config
A startup-config contains configuration information that the ISS uses when it reboots

TFTP is a simplified version of FTP that allows files to be transferred from one computer to
another over a network, usually without the use of client authentication (for Example:, username
and password)

Related Commands
show nvram - Displays the current information stored in the NVRAM

show system information - Displays system information
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3.47 set startup-config

This command configures the default restoration file.

set startup-config <filename>

Mode
Global Configuration Mode

Defaults

iss.conf

Example:

SMIS (config)# set startup-config /home/iss/restore.conf

The file path mentioned in the <filename> must exist.

Related Commands

show nvram — Displays the current information stored in the NVRAM.
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3.48 copy

This command copies the given configuration file as startup configuration file.

copy { tftp://ip-address/filename startup-config | flash: filename

startupconfig | usb:filename startup-config }

Syntax Description

tftp://ipaddress/ filename startup-config - File in remote location to be copied
flash: filename startup-config - File in flash to be copied

usb:filename - File name to be copied in to external usb memory

Mode
Privileged EXEC Mode

Example:

SMIS# copy flash:clcliser startup-config

Filenames and directory names are case sensitive.

For copying a file to a new directory, the directory must already exist

A startup-config contains configuration information that the ISS uses when it reboots
TFTP is a simplified version of FTP that allows files to be transferred from one computer to

another over a network, usually without the use of client authentication (for Example:, username

and password)
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3.49 copy mtdoops

This command is to copy crash dump content to a local file or remote file.

This command is supported only on the following switch models
SSE-X2C

SSE-X2C+

SSE-X3S+

SSE-G24-TG4

SSE-G48-TG4

copy mtdoops[{flash: filename | tftp://ip-address/filename}]

Syntax Description
tftp://ipaddress/filename - File to be copied to remote location

flash:filename - File name to be copied to local flash memory

Mode
Privileged EXEC Mode

Example:
SMIS# copy mtdoops flash:mtdoops.txt
SMIS# copy mtdoops tftp://192.168.100.1/mtdoops.txt

Filenames and directory names are case sensitive.

For copying a file to a new directory, the directory must already exist

TFTP is a simplified version of FTP that allows files to be transferred from one computer to

another over a network, usually without the use of client authentication (for Example:, username

and password)
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3.50 copy startup-config

This command takes a backup of the initial configuration in flash or at a remote location.

copy startup-config {flash: filename | tftp://ip-address/filename

usb:filename }

Syntax Description

flash: filename - Flash or remote site

tftp - Copies a file to a TFTP server

ip-address -the IP address or host name of the server to receive the file
filename - the name assigned to the file on the server

usb:filename - File name to be copied in to external usb memory

Mode
Privileged EXEC Mode

Example:

SMIS# copy startup-config flash:clcliser
A startup-config contains configuration information that the ISS uses when it reboots.
TFTP is a simplified version of FTP that allows files to be transferred from one computer to

another over a network, usually without the use of client authentication (for Example:, username

and password)
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3.51 copy-file

This command copies a file from a source remote site /flash / usb to a destination remote
site/flash/usb.

copy { tftp://ip-address/filename | flash: filename | usb:filename} {
tftp://ipaddress/filename | flash: filename | usb:filename}

Syntax Description

tftp - Copies a log file to a TFTP server

ip-address - IP address or host name of the TFTP server to receive the file
filename -the name assigned to the file on the server

flash: filename - Flash or remote site

usb:filename - File name to be used in external usb memory

Mode
Privileged EXEC Mode

Example:
SMIS# copy tftp://12.0.0.2/clclirel flash:clcliser

The filename must be an unquoted text string with the appropriate capitalization, no spaces, and
a maximum length of 32 characters.

The entire copying process may take several minutes and differs from protocol to protocol and
from network to network.
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3.52 erase

This command deletes the given file.

erase {startup-config | flash:filename | usb:filename}

Syntax Description
startup-config - Startup Configuration file
flash:filename - Local system flash file name

usb: filename - File name in external usb memory

Mode
Privileged EXEC Mode

Example:

SMIS# erase startup-config

Related Commands

show system information - Displays system information
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3.53 list fies

This command lists all the configuration and log files stored in the flash memory. If “usb:” option

given it lists the files stored in the external USB memory.

For every files it displays the file name, file size and last modified time.
list files [usb:path]

Syntax Description

Mode
Privileged EXEC Mode

Example:

smis #list files
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3.54 show file

This command displays the file contents. This can be used to display the files in flash.
show file <filename>

Syntax Description

<filename> - File name

Mode
Privileged EXEC Mode

Example:

smis #show file iss.conf
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3.55 show startup-config

This command displays the startup configuration file contents.
show startup-config

Syntax Description

Mode
Privileged EXEC Mode

Example:

smis #show startup-config
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3.56 show stored-config

This command displays the given configuration file contents.
show stored-config <filename>

Syntax Description

<filename> - configuration file name

Mode
Privileged EXEC Mode

Example:

smis #show stored-config iss.conf
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3.57 Interface

This command selects an interface to configure, which can be a physical interface or a port-
channel interface or a VLAN interface or loopback interface. The no form of this command is used
to delete a VLAN / port-channel or loopback interface. On execution of this command, the user
enters the interface configuration mode for that interface.

interface {vlan <vlan-id (1-4069)> | port-channel <port-channel-id (1-
65535)> | <interface-type> <interface-id> | loopback <interface-id (1-
100)> }

no interface { vlan <vlan-id (1-4069)> | port-channel <port-channel-
id(1-65535)> | <interface-type> <interface-id> | loopback <interface-
id (1-100)> }

Syntax Description

vlan - VLAN ldentifier any nymber between 1 to 4069

port-channel - Port Channel Identifier any nymber between 1 to 65535

interface-type - Interface type, can either be a gigabit Ethernet or extreme Ethernet (10Gig)
or gx Ethernet (40Gig) interface.

interface-id - Physical interface ID including slot and port number.

loopback - Loopback interface ID any nymber between 1 to 100

Mode
Global Configuration Mode

Defaults
Vian -1

interface-type - ethO

Example:
For VLAN Interface: SMIS (config)# interface Vlan 2

No port-channels are created by default

Related Command

show interfaces - Displays the interface status and configuration
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3.58 Interface range

This command selects multiple interfaces to configure, which can be a physical interfaces or port-
channel interfaces or a VLAN interfaces or loopback interfaces. The no form of this command is
used to delete multiple VLAN / port-channel or loopback interfaces. On execution of this
command, the user enters the interface configuration mode.

interface range <iflist string>

no interface range <iflist string>

Syntax Description

iflist_string - List of one or more interface ranges. To provide a range use a hypen (-)
between the start and end interface numbers.

E.g.: intrange gi 0/1-10

To provide multiple interfaces or ranges, use separate with a comma (,).
E.g.: int range gi 0/1-10, gi 0/20

Mode
Global Configuration Mode

Related Command

show interfaces - Displays the interface status and configuration
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3.59 description

This command configures the description string to port interfaces.
description <string>

Syntax
<string> - Any alphanumeric string up to 64 characters length

Mode
Interface Configuration Mode

Example:

SMIS (config-if)# description strg lnkl

Related Commands

show interface description - Displays the interface description strings.
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3.60 switchport

This command configures the port as switch port. The no form of the command configures the
port as router port.

switchport

no switchport

Mode
Interface Configuration Mode

Defaults

switchport

Example:
SMIS (config-if)# switchport

Related Commands

show ip interface - Displays the IP interface statistics and configuration
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3.61 ip address

This command sets the IP address of an interface. The no form of the command resets the IP

Address for the given Interface.
ip address <ip-address> <subnet-mask> [secondary]
no ip address [<ip_addr>]

Syntax Description

ip-address - IP address
subnet-mask - Subnet mask for the associated IP subnet

secondary - Additional IP address that can be configured for the Interface

Mode
Interface Configuration Mode

®» This command is applicable in Physical Interface Mode / VLAN Interface Mode/OOB
Interface Mode

Defaults

IP Address specified in issnvram.txt is taken as default.

Example:
SMIS (config-if)# ip address 10.0.0.3 255.255.255.0 secondary

If the user deletes / modifies the IP interface that he is connected on, then the

connection to the switch is lost.

When the no ip address command is executed without the optional parameter

<ip_addr>, all the IP addresses configured over the interface are deleted.

Related Command

show ip interface - Displays the IP interface statistics and configuration
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3.62 ip address dynamic

This command configures the current VLAN/OOB interface to dynamically acquire an |

P address

from the RARP/DHCP Server. The no form of the command resets the |IP Address for the

Interface.

ip address { dhcp | rarp}

no ip address

Syntax Description
rarp - RARP Server
dhcp - DHCP Server

Mode
Interface Configuration Mode

This command is applicable in VLAN Interface Mode.

Defaults
dhcp

Example:
SMIS (config-if)# ip address dhcp

Related Commands
show ip dhcp client stats - Displays the DHCP client statistics information
release - Releases the DHCP lease on the interface specified

renew - Renews the DHCP lease for the interface specified
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3.63 mtu frame size

This command configures the maximum transmission unit frame size for the interface.

The no form of this command removes the configured MTU value and resets it to the default
value 1500.

mtu <frame-size (1500-9216)>

no mtu

Mode
Interface Configuration Mode

Defaults
1500

Example:
SMIS (config-if)# mtu 9000

Related Commands

show interfaces - Displays the interface status and configuration

show interface mtu - Displays the global maximum transmission unit
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3.64 system mtu frame size

This command configures the maximum transmission unit frame size for all the interfaces in the

system.

The no form of this command removes the configured MTU value on all the interfaces and resets
it to the default value 1500.

system mtu <frame-size (1500-9216)>

no system mtu

Mode
Interface Configuration Mode

Defaults
1500

Example:
SMIS (config-if)# mtu 9000

Related Commands
show interfaces - Displays the interface status and configuration

show interface mtu - Displays the global maximum transmission unit
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3.65 flowcontrol

This command is used to set the send or receive flow-control value for an interface. If flow control
send is on for a device, and if it detects any congestion at its end, then it will notify the link partner

or the remote device of the congestion by sending a pause frame.

If flowcontrol receive is on for the remote device and it receives a pause frame, then it stops
sending any data packets. This prevents any loss of data packets during the congestion period.

You can use both the receive off and send off keywords to disable flow control.

For PFC and DCBX capable switch products, please note that you must not turn on flowcontrol
while PFC or DCBX is operating. Please set both the flowcontrol send and receive to off, prior to
enabling PFC or DCBX.

flowcontrol { send | receive} { on | off }

Syntax Description

send - Interface to send flow control packets to a remote device

receive - Interface to receive flow control packets from a remote device

on - If used with receive allows an interface to operate with the attached device to send flow
control packets. If used with send the interface sends flowcontrol packets

to a remote device if the device supports it

off - Turns-off the attached devices' (when used with receive) or the local ports' (when used

with send) ability to send flow-control packets to an interface or to a remote device respectively

Mode
Interface Configuration Mode

Defaults

The default flow control for the interfaces are flowcontrol receive off, flowcontrol send off

Example:

SMIS (config-if)# flowcontrol send on

Related Commands

show interfaces - Displays the interface status and configuration

show flow-control - Displays the flowcontrol information
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3.66 pfc

This command configures the PFC (Priority-based Flow Control) function of an interface for all
priorities (O to 7). This command provides a way to directly enable the PFC to achieve the

lossless ethernet with a PFC-enabled peer.

Note that the PFC function must not be enabled in conjunction with CEE-MAP and link-level flow

control (IEEE 802.3x).

This feature is supported only on the following switch models
SBM-XEM-X10SM
SSE-X24S/R

pfc {enbale|disable}

Syntax Description

enable - Enable transmission and receiption of PFC frames, for all priorities.

disable - Disable transmission and receiption of PFC frames, for all priorities.

Mode
Interface configuration mode.

Defaults
The PFC function is disabled by default.

Related Commands

flowcontrol jV Configures the 802.3x flow control.
cee-map - Create, modify, or delete a cee-map.
lldp tlv-select dcbx-cee-pfc - Configures the PFC feature sub-TLV.
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3.67 shutdown - physical/VLAN/port-

channel Interface

This command disables a physical interface/VLAN interface/port-channel interface. The no form

of the command enables a physical interface/VLAN interface/port-channel interface.
shutdown

no shutdown

Mode
Interface Configuration Mode for physical interface / port-channel/OOB Interface
VLAN Interface Mode for VLAN interface

Defaults
The Physical Interface ethO is enabled by default
The interface VLAN 1 is enabled by default for a VLAN interface

The Port-channel interface is disabled by default

Example:
SMIS (config-if)# shutdown

All functions on the specified interface are disabled by the shutdown command

By default, if OOB interface is enabled, then the Physical Interface ethO is disabled

Related Commands
interface - Configures an interface, which can be a physical interface or a port-channel
interface or a VLAN interface

show interfaces - Displays the interface status and configuration

Release : 1.1i 105/ 1035



Supermicro Intelligent Switch Command Line Interface User Guide

3.68 negotiation

This command enables auto-negotiation on the interface and the no form of the command

disables auto negotiation on the interface.
negotiation
no negotiation

Mode
Interface Configuration Mode

Example:

SMIS (config-if) # negotiation

If set as no negotiation, the configured values for interface speed, duplex mode and flow control
will be effective
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3.69 capabilities

This command configures the auto negotiation capabilities on the given port. By default the switch
auto negotiates for all the supported speeds. This includes 1000 full (duplex), 100 full, 100 half,
10 full and 10 half. User can choose the speed setting that can be advertised during auto
negotiation process. The” no” form of this command configures the capabilities for all the

supported speeds.

capabilities [speed-1000full] [speed-100full] [speed 100-half] [speed-
10full] [speed-10half]

no capabilities [speed-1000full] [speed-100full] [speed 100-half]
[speed-10full] [speed-10half]

Mode
Interface Configuration Mode

Example:
SMIS (config-if)# capabilities speed-1000full speed-100full

Note:

This command is supported only for 1Gbps Ethernet interfaces on the following switch models
SSE-G24-TG4, SSE-G48-TG4, SBM-GEM-X2C+ and SBM-GEM-X3S+. On blade switches the
internal ports are fixed speed 1Gbps ports, hence capabilities configuration is not supported on

those internal ports as well.
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3.70 speed

This command sets the speed of the interface and the no form of the command sets the speed of

the interface to its default value.
speed { 10 | 100 | 1000 | 10000 | auto }

no speed

Syntax Description

10 - Portruns at 10Mbps

100 - Port runs at 100Mbps
1000 - Port runs at 1000Mbps
10000 - Port runs at 10000Mbps

Auto - Port automatically detects the speed it must run on based on the peer switch.

Mode
Interface Configuration Mode

Defaults

auto

Example:
SMIS (config-if)# speed 100

The Gigabit Ethernet port speed can be configured to 10, 100, or 1000 Mbps.
If the speed is set to auto, the switch negotiates with the device at the other end of the link for the

speed setting and then forces the speed setting to the negotiated value.

This parameter cannot be set if the port is automatically negotiating the link parameters with its
peer. In that case, use the command "no-negotiation" to be able to set speed of the link and

indicate whether it is full or half duplex.

Related Commands
negotiation - Enables auto-negotiation on the interface

duplex - Configures the duplex operation
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3.71 duplex

This command configures the duplex operation and the no form of the command configures the
duplex operation to the default value.

duplex { full | half }
no duplex

Syntax Description
full - Portis in full-duplex mode

half - Portisin half-duplex mode

Mode
Interface Configuration Mode

Defaults
full

Example:
SMIS (config-if)# duplex half

Certain ports can be configured to be either full duplex or half duplex. Applicability of this

command depends on the device to which the switch is attached.

Related Commands
negotiation - Enables auto-negotiation on the interface

speed - Sets the speed of the interface
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3.72 Energy Efficient Ethernet (SSE-
X3348T/R only)

IEEE 802.3 defines the Ethernet standard and subsequent power requirements based on cable
connections operating at 100 meters. Enabling power saving mode can reduce power used for
cable lengths of 60 meters or less, with more significant reduction for cables of 20 meters or less,
and continue to ensure signal integrity. IEEE 802.3az specifies a mechanism for reducing power
consumption when a link is idle. It is known as “Energy Efficient Ethernet (EEE).”

The power-saving methods provided by this switch include this EEE power saving feature when
there is no activity on a link: Under normal operation, the switch continuously auto-negotiates to
find a link partner, keeping the MAC interface powered up even if no link connection exists. When
using power-savings mode, the switch checks for energy on the circuit to determine if there is a
link partner. If none is detected, the switch automatically turns off the transmitter, and most of the
receive circuitry (entering Sleep Mode). In this mode, the low-power energy-detection circuit
continuously checks for energy on the cable. If none is detected, the MAC interface is also
powered down to save additional energy. If energy is detected, the switch immediately turns on
both the transmitter and receiver functions, and powers up the MAC interface.

This feature is “Off” by default. To enable the feature on a particular port use the following
command:

input “interface ex <interface-id>".
SMIS (config)# interface ex 0/1

input “EEE mode” and then input “exit”.
SMIS (config-if) # EEE mode

SMIS (config-if)# exit

To confirm that the port is configured for EEE:

input “show interface ex <interface-id>".

SMIS (config)# show interface ex 0/1

To disable this feature:

input “interface ex <interface-id>".

SMIS (config)# interface ex 0/1

input “no EEE mode” and then input “exit”.
SMIS (config-if)# no EEE mode

SMIS (config-if)# exit

To confirm that EEE is disabled on the port:

input “show interface ex <interface-id>".
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SMIS (config)# show interface ex 0/1
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3.73 monitor session

This command enables port-mirroring in the switch and the no form of the command disables port

mirroring in the switch.

monitor session [session number 1-1] { destination interface
<interface-type> <interface-id> | source interface <interface-type>

<interface-id> [{ rx | tx | both }] }

no monitor session [session_number:1] [{ source interface <interface-
type> <interface-id> |destination interface <interface-type><interface-

id > }]

Syntax Description

session_number 1-1 - Specifies the session number identified with the session
destination interface - Specifies the destination interface or the mirror-to port. Valid
interfaces are physical ports. There can only be one mirror-to port per switch.

source interface - Specifies the interface for the traffic that is to be mirrored. Valid
interfaces include physical ports.

Rx - Received traffic is mirrored

Tx - Transmitted traffic is mirrored

Both - Specifies the traffic direction to monitor. If the traffic direction is not specified, both

transmitted and received traffic is mirrored.

Mode
Global Configuration Mode

Defaults

Port Mirroring is disabled

Example:

SMIS (config)# monitor session source interface gigabitEthernet 0/2

A port that is a member of a port-channel cannot be a mirror-to port.

Related Command

show port-monitoring - Displays port-monitoring information
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3.74  hol blocking prevention

This command enables the Head-Of-Line blocking prevention on the interface and the no form of
the command disables the same.

hol blocking prevention

no hol blocking prevention

Mode
Interface Configuration Mode

Defaults
Enabled

Example:

SMIS (config-if) #hol blocking prevention
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3.75 storm-control

This command sets the storm control rate for broadcast, multicast and DLF packets and the no
form of the command sets storm control rate for broadcast, multicast and DLF packets to the

default value.
storm-control { broadcast |multicast | dlf } level <rate-value>

no storm-control { broadcast |multicast | dl1f } level

Syntax Description

broadcast - Broadcast packets
multicast - Multicast packets
d1lf - Unicast packets

level - Storm-control suppression level as a total number of packets per second.

Mode
Interface Configuration Mode

Defaults

Broadcast, multicast, and dIf storm control are disabled.

Example:
SMIS (config-if)# storm-control broadcast level 1000

® The rate must be specified in terms of packets per second.

Storm control is supported only on physical interfaces

Related Command

show interfaces - Displays the interface status and configuration
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3.76 rate-limit

This command configures the egress rate limiting and burst size for the physical interfaces. The
given rate and burst size values are adjusted to the closest possible value supported by the
hardware. The no form of this command disables the rate limiting on the interface.

rate-limit output <rate-value-kbps (1-10000000)> <burst-value-kbits (1-
10000000)>

no rate-limit output

Syntax Description
rate-value-kbps — Any number between 1t0 10000000 in kbps.
burst-value-kbits - Any number between 1t0 10000000 in kbits

Mode
Interface Configuration Mode

Defaults
Disabled

Example:
SMIS (config-if)# rate-limit output 10000000 10000

Related Command

show interfaces - Displays the interface status and configuration
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3.77 snmp trap link-status

This command enables trap generation on either the physical interface or the port-channel

interface. The no form of this command disables trap generation on the respective interface.
snmp trap link-status

no snmp trap link-status

Mode
Interface Configuration Mode

Defaults

SNMP trap link status is enabled by default

Example:

SMIS (config-if)# snmp trap link-status

Related Command

show interfaces - Displays the interface status and configuration
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3.78 reset interface statistics

This command resets the interface counters to zero for the given interface. If no interface given, it

resets the counters for all the interfaces.

reset interfaces [ <interface-type> <interface-id> ] statistics

Syntax Description
interface-type - Interface type (gigabit-ethernet, extreme-ethernet, gx-ethernet)

interface-id - Physical interface ID including slot and port number

Mode
Privileged EXEC Mode

Example:

SMIS# reset interfaces statistics

Related Command

show interfaces counters - Displays the interface counters
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3.79 reset interface cpu statistics

This command resets the CPU counters to zero for the given interface. If no interface given, it
resets the CPU counters for all the interfaces.

reset interfaces [ <interface-type> <interface-id> ] cpu statistics

Syntax Description
interface-type - Interface type (gigabit-ethernet, extreme-ethernet, gx-ethernet)

interface-id - Physical interface ID including slot and port number

Mode
Privileged EXEC Mode

Example:

SMIS# reset interfaces cpu statistics

Related Command

show interfaces cpu counters - Displaysthe CPU counters
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3.80 single-blade-slot-num

This command configures the given slot numbers as the single blade servers in SBM-XEM-X10S
software. This helps the switch software to correct port numbers internally to display correct port
names.

By default all the slots are considered as twin server blade slots in the SBM-XEM-X10S switch
software. The User must configure the slot numbers that are used for single server blades in
SBM-XEM-X10S software using this command.

The “no” form of this command configures the given slots back to default twin blade server slot
types.

single-blade-slot-num <slot number (1-10)>
no single-blade-slot-num <slot number (1-10)>

Syntax Description

slot number — One or more values between 1 and 10.
The slot number could be a single slot number like 2 or 3.
Or it could be a range like 2-5.

Or it could be multiples separated by commands like 2,3,8-9

Mode
Global Configuration Mode

Example:
SMIS# single-blade-slot-num 1-3

Related Command
show single-blade-slot-num - Displays the single blade server slots

configuration.

Note:

1. After configuring this command, the user must save the configuration using the “write
startup-config” command and reload the switch.

2. When ever the user moves the servers across different slots, or adds or removes
servers, the user must make sure that the switch configuration for single blade servers is
correct. If needed, the user must configure the single blade server slots correctly in the
switch using this command
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3.81 split40g

The split40g command configures the split of 40Gbps QX ports. The command syntax is given
below.

split40g mode <number>

Syntax Description

number — The number of QX ports to be split. The possible values are explained below.

0 - The default value is 0. It means “no split, all QX ports operated in 40Gig speed”. To remove an
existing split configuration, the user can use 0 as a parameter.

1 — This will configure a split of the QX1 port as four 10Gbpsports.

2 — In the X3348S or X3348SR models, this will configure a split of the QX1 and QX2 ports as
10Gbps ports. In the X3348T or X3348TR models, this will configure a split of QX1 and QX3 ports
as 10Gbps ports.

3 — In the X3348S or X3348SR models, this will configure a split of the QX1, QX2 and QX3 ports
as 10Gbps ports. In the X3348T or X3348TR models, this will configure a split of QX1, QX3 and
QX4 ports as 10Gbps ports.

Mode
Privileged EXEC Mode

Defaults

0 — No split

Example:
To split the Q0X1 port into four 10Gbps ports:
SMIS# split40g mode 1

Related Command
show split40g mode - Displays split configuration information

show system information - Displays split configuration information

Note:
1. This command is supported only in SSE-X3348S(R) and SSE-X3348T(R) model
switches.
2. This command will be effective only after saving the configuration and reloading the

switch.
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3.82 show single-blade-slot-num

This command displays the single blade slots configuration in the SBM-XEM-X10SM switch.
show single-blade-slot-num

Syntax Description

Mode
Privileged EXEC Mode

Related Commands
single-blade-slot-numinterface - Configures the single blade slot numbers in SBM-
XEM-X10SM switch.
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3.83 show split40g

This command displays the 40Gbps ports split configuration in the SSE-X3348S(R) and SSE-
X3348T(R) switches.

show split40g

Syntax Description

Mode
Privileged EXEC Mode

Related Commands

splitd40g - Configures the split of 40Gbps QX ports as 10Gbps ports.
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show ip interface

This command displays the IP interface configuration.

show ip interface [Vlan <vlan-id(1-4069)>] [<interface-type>
<interface-id>] [loopback <loopback-id(1-100)>]

Syntax Description

Vlan - VLAN Identifier any nymber between 1 to 4069

interface-type - Interface type, can either be a gigabit Ethernet or extreme Ethernet (10Gig)
or gx Ethernet (40Gig) interface.

interface-id - Physical interface ID including slot and port number.

loopback - Loopback interface ID any nymber between 1 to 100

Mode
Privileged EXEC Mode

Example:

SMIS# show ip interface

vlanl is up, line protocol is up
Internet Address is 12.0.0.2/8
Broadcast Address 12.255.255.255
Secondary Address 12.0.0.10/8
Secondary Address 13.0.0.10/

® |If executed without the optional parameters this command displays the IP interface

statistics and configuration for all the available interfaces.

Related Commands
interface - Configures an interface, which can be a physical interface or a port-channel
interface or a VLAN interface

show interfaces - Displays the interface status and configuration
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3.84 show interfaces

This command displays the interface status and configuration.

show interfaces [{ [<interface-type> <interface-id>] [{ description |
stormcontrol | flowcontrol | status }] | vlan <vlan-id(1-4069)> | port-
channel <port-channel-id (1-65535)>}]

Syntax Description

interface-type - Can be gigabit Ethernet (gi) or extreme Ethernet (ex)
or gx-ethernet (gx)

interface-id - Physical interface ID including slot and port number

description - Description about the interface

storm-control - Broadcast, multicast, and unicast storm control suppression levels for an
interface

flowcontrol - Receive or send flow control value for an interface

status - Status of the interface

vlan - VLAN Identifier

port-channel - Port Channel Identifier

Mode
Privileged EXEC Mode

Example:

SMIS# show interfaces gigabitethernet 0/2

Gi0/2 up, line protocol is up (connected)

Hardware Address is 00:01:02:03:04:22

RARP Client is enabled

MTU 1500 bytes, Full duplex, 100 Mbps, Auto-Negotiation
Input flow-control is off, output flow-control is off
Link Up/Down Trap is enabled

Reception Counters

Octets : 739284

Unicast Packets : O

Non Unicast Packets : 5963

Discarded Packets : O

Error Packets : 0
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Unknown Protocol : 5963
Transmission Counters
Octets : 741775

Unicast Packets : O

Non Unicast Packets : 5985
Discarded Packets : 0

Error Packets : 0

SMIS# show interfaces description
Interface Status Protocol Description
Gi0/1 up up

Gi0/2 up up

SMIS# show interfaces gigabitethernet 0/2 storm-control
Gi0/2

DLF Storm Control : Disabled

DLF Storm Control Limit : O

Broadcast Storm Control : Enabled

Broadcast Storm Control : 0

Multicast Storm Control : Enabled

Multicast Storm Control : O

SMIS# show interfaces gigabitethernet 0/2 flow-control

Port Tx FlowControl Rx FlowControl Tx Pause Rx Pause

Gi0/2 off off 0 O

SMIS# show interfaces vlan 1

vlanl up, line protocol is up (connected)

SMIS# show interfaces port-channel 2

po2 up, line protocol is up (connected)

® |If executed without the optional parameters this command displays the IP interface

statistics and configuration for all the available interfaces.
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Related Commands

storm-control - Sets storm control rate for broadcast, multicast and DLF packets
interface - Configures an interface which can be a physical interface or a port-channel
interface or a vlan interface

flowcontrol - Enables flow-control

show flow-control - Displays the flow-control information
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3.85 show interfaces - counters

This command displays the interface statistics for each port.
show interfaces [{ <interface-type> <interface-id>] counters

Syntax Description

interface-type - Can be gigabit Ethernet (gi) or extreme Ethernet (ex)
or gx-ethernet (gx)

interface-id - Physical interface ID including slot and port number

counters - Various counters for the switch or for the specific interface

Mode
Privileged EXEC Mode

Example:

SMIS# show interfaces counters

Port InOctet InUcast InNUcast InDiscard InErrs
Gi0/1 943141 0 10910 O 0Gi0/2 743996

0 6001 0 O

vlanl 54987 0 8002 0 O

® |f executed without the optional parameters this command displays the counters for all

the available interfaces.

Related Command

show interfaces - Displays the interface status and configuration
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3.86 show interfaces loopback

This command displays the loopback interface status and configuration.
show interfaces loopback <1-100>

Syntax Description

loopback - Loopback interface ID

Mode
Privileged EXEC Mode

Example:
SMIS# show interfaces loopback 10

Related Command

show interfaces - Displays the interface status and configuration
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3.87 show interfaces cpu counters

This command displays the statistics of CPU traffic.

show interfaces [ <interface-type> <interface-id> ] cpu counters

Syntax Description
interface-type - Can be gigabit Ethernet (gi) or extreme Ethernet (ex)

or gx-ethernet (gx)

interface-id - Physical interface ID including slot and port number

Mode
Privileged EXEC Mode

Example:

SMIS# show interfaces cpu counters

Related Command

show interfaces counters - Displays the physical interface counters
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3.88 show interface mtu

This command shows the Maximum Transmission Unit (MTU) of ports in the switch.

show interface mtu [{ Vlan <vlan-id (1-4069)> | port-channel <port-
channel-id (1-65535)> | <interface-type> <interface-id> }]

Syntax Description

Vlan - VLAN ldentifier

port-channel - Port Channel Identifier

interface-type - Can be gigabit Ethernet (gi) or extreme Ethernet (ex)
or gx-ethernet (gx)

interface-id - Physical interface ID including slot and port number

Mode
Privileged EXEC Mode

Example:
SMIS# show interface mtu Vlan 1
vlanl MTU size is 1500

Related Command

mtu frame size - Configures the maximum transmission unit frame size for the interface
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3.89 show conf

This command shows the interface specific running configuration details
show conf

Mode
Interface Configuration Mode

Example:

SMIS (config-if)# show conf

Related Command

show running-config - Displays the running configuration

Release : 1.1i 131/1035



Supermicro Intelligent Switch Command Line Interface User Guide

3.90 show port-monitoring

This command displays port-monitoring information.

show port-monitoring

Mode
Privileged EXEC Mode

Example:

SMIS# show port-monitoring
Port Monitoring is enabled
Monitor Port : Gi0/2

Port Ingress-Monitoring Egress-Monitoring
Gi0/1 Disabled Disabled
Gi0/2 Enabled Enabled
Gi0/3 Disabled Disabled
Gi0/4 Disabled Disabled
Gi0/5 Disabled Disabled
Gi0/6 Disabled Disabled

Related Command

monitor session - Enables port-mirroring in the switch
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3.91 show flow-control

This command displays the flow-control information.
show flow-control [ interface <interface-type> <interface-id>]

Syntax Description
interface-type - Can be gigabit Ethernet (gi) or extreme Ethernet (ex)

or gx-ethernet (gx)

interface-id - Physical interface ID including slot and port number

Mode
Privileged EXEC Mode

Example:
SMIS# show flow-control interface gigabitethernet 0/2

Port Tx FlowControl Rx FlowControl Tx Pause RxPause

Gi0/2 off off 0 0
If this command is executed without the optional parameter it displays the flow control information

of the SMIS router. Otherwise it displays the flow control information of the specified interface.

Related Commands
show interfaces - Displays interface status and configuration

flowcontrol - Enables flowcontrol on an interface

Release : 1.1i 133 /1035



Supermicro Intelligent Switch Command Line Interface User Guide

3.92 show transceiver

This command displays the information about fiber optic transceiver modules.

This command is supported only on the following switch models
SSE-X24S

SSE-X24SR

SSE-X3348S

SSE-X3348SR

SSE-X3348T

SSE-X3348TR

show transceiver [interface <interface-type> <interface-id>]

Syntax Description

interface-type - Interface type, e.g: ex.

interface-id - Physical interface ID including slot and port number.

Mode
Privileged EXEC Mode

Example:

SMIS# show transceiver interface ex 0/1
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3.93 show transceiver diagnostics

This command displays the information about fiber optic transceiver modules.

This command is supported only on the following switch models
SSE-X2C

SSE-X2C+

SSE-X3S+

SSE-X24S

SSE-X24SR

SSE-X3348S

SSE-X3348SR

SSE-X3348T

SSE-X3348TR

show transceiver diagnostics [interface <interface-type> <interface-

id>]

Syntax Description
interface-type - Interface type, e.g: ex.

interface-id - Physical interface ID including slot and port number.

Mode
Privileged EXEC Mode

Example:
SMIS# show transceiver diagnostics

SMIS# show transceiver diagnostics interface ex 0/1
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3.94 show meminfo

This command displays the memory status and utilization on the switch.
show meminfo

Mode
Privileged EXEC Mode

Example:

SMIS# show meminfo
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3.95 device name

This command configures the switch name string. The default device name is SMIS.
device name <devname>

Syntax Description

<devname] - Any string up to 15 characters length.

Mode
Global Configuration Mode

Default
SMIS

Example:
SMIS (config) # device name san _sw 1

san_sw_1(config)#

Related commands
show system information - Displays the switch name along with other

system parameters.
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3.96 system location

This command configures the switch location information string. The default device name is
Supermicro.

system location <location name>

Syntax Description

<location name] - Any string up to 255 characters length.

Mode
Global Configuration Mode

Default
Supermicro

Example:

SMIS (config)# system location dcl 2ndfloor

Related commands
show system information - Displays the switch location along with other

system parameters.
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3.97 system contact

This command configures the switch contact information. The default contact information is

http://www.supermicro.com/support.

system contact <contact name>

Syntax Description

<contact name] - Any string up to 255 characters length.

Mode
Global Configuration Mode

Default
http://www.supermicro.com/support

Example:

SMIS (config)# system contact Michael

Related commands

show system information - Displays the switch location along with other

system parameters.
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3.98 set boot-up

This command configures the next bootup firmware image selection. The default bootup image
selection is normal image. User can use this command to boot the switch from fallback image on
next reboot.

set boot-up {normal | fallback}

Syntax Description
normal - Switch boots using normal firmware image on next reboot

fallback - Switch boots using fallback firmware image on next reboot

Mode
Global Configuration Mode

Default
normal

Example:
SMIS (config)# set boot-up fallback

Related commands
show system information - Displays the next boot image selection

information along with other system parameters.
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3.99 reload

This command restarts the switch.
reload [ <switch-id] | all] [force]

Syntax Description

<switch-id] - In stacking, the required particular switch can be restarted by specifying
switch id.

all — Use this option to restart all switches in stacking.

force — Use this option for a forced restart. When you are trying to restart right after a firmware
upgrade of write startup config in stacking environment, you will be prompted to wait to restart the
switch until the files are transferred to all slave switches in stacking. To overwrite this waiting and
restart forcefully, this option is used.

Mode
Privileged EXEC Mode

Example:
SMIS# reload
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3.100 reset-to-factory-defaults

This command clears all the configurations on the switch and resets the switch to factory defaults
configurations.

B This command will reboot the switch.

reset-to-factory-defaults [ switch <switch-id] | all]

Syntax Description
<switch-id] - In stacking, the required particular switch can be reset to factory defaults by
specifying the switch id.

all — Use this option to restart all switches in stacking to factory defaults

Mode
Global Configuration Mode

Example:

SMIS (config)# reset-to-factory-defaults
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3.101 mac-address-table aging-time

This command sets the maximum age of a dynamically learnt entry in the MAC address table.
The no form of the command sets the maximum age of an entry in the MAC address table to its
default value.

mac-address-table aging-time <1-1000000 seconds>

no mac-address-table aging-time

Mode
Global Configuration Mode

Defaults
300

Example:

SMIS (config)# mac-address-table aging-time 100

If traffic on an interface is not very frequent, then the aging time must be increased to record the

dynamic entries for a longer time. Increasing the time can reduce the possibility of flooding.

Related Command

show mac-address-table aging-time - Displays the MAC address-table ageing time
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3.102 copy debug-logging

This command writes the debug logs to a remote site or to external USB memory.
copy debug-logging { tftp://ip-address/filename | usb:filename }

Syntax Description

tftp - Copies a log file to a TFTP server

ip-address - the IP address or host name of the TFTP server to receive the file
filename - the name assigned to the file on the server

usb: filename - Copies the log file to this file name in external usb memory.

Mode
Privileged EXEC Mode

Example:
SMIS# copy debug-logging tftp://10.0.0.10/clcliser
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3.103 debug-logging

This command configures where debug logs are to be displayed and the no form of the command
displays debug logs in the console.
debug-logging { console | file }

no debug-logging

Syntax Description
console - Debug logs are displayed in the Console

file - Debug logs are displayed in the file

Mode
Global Configuration Mode

Example:

SMIS (config)# debug-logging console

Debug logs are directed to the console screen or to a buffer file, which can later be uploaded,
based on the input.

Related Commands
show debug-logging - Displays the debug logs stored in file
show debugging - Displays state of each debugging option
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3.104 no startup-config

This command makes no configuration file will be loaded in next reboots of the switch.
no startup-config

Mode
Global Configuration Mode

Example:

SMIS (config)# no startup-config

Related Commands
set startup-config <file name> - Set the file which will be restored on next reboot of
the switch.
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3.105 show system information

This command displays system information.

show system information

Mode
Privileged EXEC Mode

Example:

SMIS# show system information
Switch Name

Serial Number

Switch Base MAC Address
Default IP Address

Default Subnet Mask

Default IP Address Config Mode
Default IP Address Allocation Protocol
SNMP EnginelID

System Contact

System Location

Logging Option

Login Authentication Mode

PIM Mode

Snoop Forward Mode

Config Restore Status

Config Restore Option

Config Restore Filename

Config Save IP Address

NTP Broadcast Mode

Related Commands

SMIS

MD29500189
00:30:48:90:00:e2
10.0.0.1

255.0.0.0

Manual

DHCP
80.00.08.1c.04.46.53
support@supermicro.com
SUPERMICRO

Console Logging
Local

Dense Mode

MAC based

Successful

Restore

issl.conf

0.0.0.0

No

write - Writes the running-config to a file in flash, startup-configuration file or to a remote site
erase- Clears the contents of the startup configuration or sets parameters in NVRAM to default

values
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3.106 show version

This command displays hardware and firmware versions.

In stacking mode, this command displays the version numbers for all the switches connected in

the stack.

show version

Mode:
Privileged EXEC Mode

Example::

SMIS# show version

Switch ID Hardware Version
0 P1-01

SMIS#

Firmware Version OS Version
1.0.17-3 1019
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3.107 show debug-logging

This command displays the debug logs stored in file.

show debug-logging

Mode:
Privileged EXEC Mode

Example::
SMIS (config)# debug-logging file
SMIS (config)# exit

SMIS# debug spanning-tree events

SMIS# show debug-logging

AST: MSG: Timer Expiry Event processed...
AST: MSG: Completed processing the event(s).
AST: MSG: Timer Expiry Event processed...
AST: MSG: Completed processing the event (s).
AST: MSG: Timer Expiry Event processed...
AST: MSG: Completed processing the event(s).
AST: MSG: Timer Expiry Event processed...
AST: MSG: Completed processing the event(s).
AST: MSG: Timer Expiry Event processed...
AST: MSG: Completed processing the event(s).
AST: MSG: Timer Expiry Event processed...
AST: MSG: Completed processing the event(s).
AST: MSG: Timer Expiry Event processed...
AST: MSG: Completed processing the event(s).
AST: MSG: Timer Expiry Event processed...
AST: MSG: Completed processing the event(s).
AST: MSG: Timer Expiry Event processed...

AST: MSG: Completed processing the event(s).

Related Command:

debug-logging - Configures where debug logs are to be displayed
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3.108 show debugging

This command displays state of each debugging option.

show debugging

Mode:

Privileged EXEC Mode

Example::

SMIS#

show debugging

Spanning Tree

Spanning tree timers related debugging is on

Related Commands

debug
debug
debug
debug
debug
debug
debug
debug
debug
debug
debug
debug

spanning-tree - Provides spanning tree debugging support

dotlx - Enables debugging of dotlx module

radius - Enables RADIUS debugging options

ip igmp snooping- Specifies the debug levels for the IGMP snooping module
ssh - Sets the given trace levels for SSH

ssl - Sets the given debug levels for SSL

vlan - Enables module-wise debug traces for VLAN

garp - Enables module-wise debug traces for GARP

ip dhcp client - Sets the debug level for tracing the DHCP client module
ip dhcp relay - Enables the debug level for tracing the DHCP Relay Module
ip dhcp server - Enables the debug level for tracing the DHCP server Module

ethernet-oam — Enables/displays the debug level for the EOAM Module
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3.109 show system acknowledgement

This command displays the acknowledgement text for the open source components used on the
switch software.

show system acknowledgement

Mode
Privileged EXEC Mode

Example:

SMIS# show system acknowledgement
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3.110 show system environment

This command displays the temperature, fan status and power supply status information.

This command is supported only on the following switch models
SSE-X24S

SSE-X24SR

SSE-X3348S

SSE-X3348SR

SSE-X3348T

SSE-X3348TR

show system environment [{temperature | fan | power}]

Syntax Description
temperature — Displays temperature readings from temperature sensors
fan - Displays fan status

fan - Displays power supply status

Mode
Privileged EXEC Mode

Example:

SMIS# show system environment temperature
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3.111 show tech-support

This command displays various information that are useful for troubleshooting.
show tech-support
Syntax Description

Mode
Privileged EXEC Mode

Example:

SMIS# show tech-support
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4 Stacking

Stacking is supported on only the following Super Micro Intelligent units:
SBM-GEM-X2C
SBM-GEM-X2C+
SSE-G24-TG4
SSE-G48-TG4

Stacking is not supported on the 10G Ethernet switches:

SBM-XEM-X10SM
SSE-X24S
SSE-X24SR
SSE-3348S
SSE-3348SR
SSE-3348T
SSE-3348TR

Switch stacking is created by connecting switches in a daisy chain. One of the stacked
switches is selected as the “Master” based on configuration. The Master switch provides
management support for the entire stack. Other switches in the stack are referred to as
“Slave” switches.

B Make sure all stacked switches run the same version of firmware.

The Master Switch manages the control plane traffic for all stacked switches. When a
current Master Switch fails, the backup Master is selected as the current Master. The
Master selection algorithm is based on a priority configuration. If two switches have the
same priority the switch with the lowest MAC address gets selected as the Master Switch.

Stacking Cabling

Stacking is supported with CX-4 cables only. Use only CX4 cables from Supermicro:
CBL-0474L for 1-meter and CBL-0389L-01 for 3-meter. The CX-4 cable used for
stacking should be no more than 3M in length. This is because stacking internally runs
at 12Gbps and therefore requires a more robust signal than longer cable lengths might
provide reliably. The industry standard stacking cable length is 3M.

Note: For stacking ports, you do not need to configure CX4 cable length. It is
fixed as “short” for stacking ports.

Warning: Use of CX4 cables from suppliers other than Supermicro for stacking
is not supported by Supermicro.
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When used for 10G Ethernet uplinks, the CX-4 ports can be from 1M to 12M in length;
the maximum CX-4 cable length supported on Supermicro switches is 12M.

It is acceptable to use a 1M stacking cable for port 1 and a 12M uplink cable for port 2.
You will only need to configure the long cable preference for port 2. The way to configure
this is:

SMIS# config term

SMIS (config)# int ex 0/2

SMIS (config-if)# cx4-cable-length long

This configuration is done on an individual port basis. Thus, you can use “short” for one
port and “long” for the other port. Alternatively you might use both “short” or, if neither
port is used for stacking, both can be “long” cables.

Enabling Stacking

Super Micro switches by default act as stand alone switches. This standalone default
facilitates using 10G Ethernet ports as Extreme Ethernet ports for uplinks.

When stacking is enabled the stacking ports are dedicated for stacking purpose.

Stacking can be enabled by using the command “stack” with a switch identifier and a
priority. The detailed command syntax is explained below:

= When stacking is enabled, the switch needs to be rebooted to take it effective.

= When a switch is acting as a stand-alone switch with stacking disabled, all
physical interfaces are numbered as 0/1 to 0/n. When the switch is in stacking
mode, the interfaces are numbered as <switch id>/1 to <switch id>/n. In non-
stacking mode, the switch id is considered to be 0.

® In the stacking mode, any firmware upgrade in the Master Switch will
automatically initiate a firmware upgrade to all attached stack member switches.
Firmware upgrade confirmation from stack member switches will be displayed in
the Master Switch management interface.

= In the stacking mode, the user can reload all stacked switches or any selected
stack member switch from the master management interface.

The interface numbers change between stacking and non stacking cases due to the switch
id. Hence configurations saved for stacking are not valid for non stacking cases and vice
versa.

® If the user chooses stacking using the “stack” command while the switch is in a
non-stacking state and if the configurations are already saved for restoring; the
switch will rename the configuration file by adding a suffix _nonstack and will
not restore this file when the switch reboots with stacking enabled.
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= Similarly if the user chooses non-stacking using the “no stack” command while
the switch is in a stacking state and if the configurations are already saved for
restoring; the switch will rename the configuration file by adding a suffix _stack
and will not restore this file when the switch reboots with stacking disabled.
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Adding Stacking Members

Connect the stacked switches using stacking cables. For better redundancy, connect the
switches as a daisy chain as shown in the diagram below. This chain connectivity helps to
maintain stacking in the case of a single link or switch failure.

Before connecting switches in stacking make sure stacking is enabled in all switches and
that switch identifiers and priorities are configured properly.

There is no specific configuration required to add stack switches. If two stacking enabled
switches connected through stacking cables, they form the stack.

®» Do not use the same switch id for multiple switches on the stack.

Switch 1

Switch 2

Switch 3

Switch 4

RV

®» Only one master switch user is allowed to configure a stack. The slave switches
will not allow you to configure anything except stacking disabled. To login to
slave switches, use a login name such as “stackuser” and a password like
“stack123”.
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Removing a stacked switch

To remove a switch from stacking follow the below recommended procedure:
Disconnect stacking cables.

Reboot the removed switch as a stand-alone switch.

Execute “no stack” command.

Reboot the switch again to operate as regular stand-alone switch.

PohdE

A

When a switch is moved from stacking to stand-alone mode, the saved stacking
configurations can not loaded in stand alone mode. When the “no stack”
command is issued, the switch software will rename the existing configuration file
to avoid automatic restoration of stacking configurations on a stand-alone switch.
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4.1 Stack

This command enables stacking and helps configuring stacking ports, priority and switch

identifier.

stack { priority {PM | BM | PS} } {switchId <NodeId (1-16)>} {ports
<xgl,xg2,..>}

no stack

Syntax Description

Priority — Priority of the switch to decide the master among stacked switches. PM denotes
preferred master. BM denotes backup master. PS denotes preferred slave.

switchId - Unique number to identify switches. Make sure to use different switch identifier for
stack member switches.

ports — The list of stacking ports as xg1, xg2..... It is recommended to use two ports for

stacking to connect all stacking switches in daisy chain.

Mode
Privileged EXEC Mode

Defaults

Stacking is disabled.

Example:

SMIS# stack priority PM switched 1 ports xg3, xg4.

Related Commands

show stackbrief - Displays summarized stack information

show stack details - Displays stack details

show stack counters - Displays stack port statistics

show stack switchid - Displays stack details for particular switch.

show stack link status - Displays the stacking interface link status.
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4.2 Show stack brief

This command displays the following stacking information:
Switch Id

Stack Ports

Switch Priority

Switch State

Also Switch ID and Status for all connected stack peer switches.
show stack brief

Syntax Description

Mode
Privileged EXEC Mode

Defaults

Stacking is disabled.

Example:
SMIS# show stack brief

Related Commands

stack — Configures switch identifier, priority and stacking ports.
show stack details - Displays stack details

show stack counters - Displays stack port statistics

show stack switchid - Displays stack details for particular switch.

show stack link status - Displays the stacking interface link status.
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4.3 Show stack details

This command displays the stacking details.
show stack details

Syntax Description

Mode
Privileged EXEC Mode

Defaults

Stacking is disabled.

Example:
SMIS# show stack details

Related Commands

stack — Configures switch identifier, priority and stacking ports.

show stack brief - Displays summarized stack information

show stack counters - Displays stack port statistics

show stack switchid - Displays stack details for particular switch.

show stack link status - Displays the stacking interface link status.
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4.4 Show stack counters

This command shows the port counter statistics for stacking ports.

show stack counters

Syntax Description

Mode
Privileged EXEC Mode

Defaults

Stacking is disabled.

Example:

SMIS# show stack counters

Related Commands
stack — Configures switch identifier, priority and stacking ports.
show stack brief - Displays summarized stack information

show stack details - Displays stack details

show stack switchid - Displays stack details for particular switch.

show stack link status - Displays the stacking interface link status.
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4.5 Show stack switchid

This command displays the details of particular switch stacking member.
show stack switched <id>

Syntax Description

id — switch identifier

Mode
Privileged EXEC Mode

Defaults

Stacking is disabled.

Example:
SMIS# show stack switchid

Related Commands

stack — Configures switch identifier, priority and stacking ports.
show stack brief - Displays summarized stack information
show stack details - Displays stack details

show stack counters - Displays stack port statistics

show stack link status - Displays the stacking interface link status.
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4.6 Show stack link status

This command displays the stack interface link status.
show stack link status

Syntax Description

Mode
Privileged EXEC Mode

Defaults

Stacking is disabled.

Example:
SMIS# show stack link status

Related Commands

stack — Configures switch identifier, priority and stacking ports.

show stack brief - Displays summarized stack information
show stack details - Displays stack details

show stack counters - Displays stack port statistics

show stack switchid - Displays stack details for particular switch.
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Syslog is a protocol used for capturing log information for devices on a network. The syslog
protocol provides a transport to allow a machine to send event notification messages across IP
networks to event message collectors, also known as syslog servers. The protocol is simply

designed to transport the event messages.

One of the fundamental tenets of the syslog protocol and process is its simplicity. The
transmission of syslog messages may be started on a device without a receiver being configured,
or even actually physically present. This simplicity has greatly aided the acceptance and

deployment of syslog.

The list of CLI commands for the configuration of Syslog is as follows:

logging enable
logging disable
logging i
logging buffered
logging console
logqing facility
logqging trap
logging file
cmdbuffs

service timestamps

clear logs

show logging

show logging file
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5.1logging enable

This command enables the syslog feature.
Syslog feature is enabled by default.
logging enable

Mode
Global Configuration Mode

Defaults

enable

Example:

SMIS (config)# logging enable

Related Commands

show logging - Displays Logging status and configuration information
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5.2logging disable

This command disables the syslog feature.
Syslog feature is enabled by default.
logging disable

Mode
Global Configuration Mode

Defaults

enable

Example:

SMIS (config)# logging disable

Related Commands

show logging - Displays Logging status and configuration information
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5.3logging ip
This command enables Syslog server and configures the Syslog Server IP address.
The no form of the command disables Syslog server and re-sets the configured Syslog server IP
address

logging <ip-address>
no logging <ip-address>

Syntax Description

ip-address - Host IP address used as a Syslog server

Mode
Global Configuration Mode

Defaults
Logging - on

IP address - None

Example:
SMIS (config)# logging 12.0.0.2

Related Command

show logging - Displays Logging status and configuration information
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5.4logging buffered

This command enables logging to syslog buffers and configures the number of buffers to be used
to store syslog messages.

The no form of the command resets the number of buffers to its default value 50.
logging buffered <size (1-200)>
no logging buffered buffer-size

Syntax Description

buffered - Limits Syslog messages displayed from an internal buffer

Mode
Global Configuration Mode

Defaults
buffers - 50

Example:
SMIS (config)# logging buffered 100

Related Command

show logging - Displays Logging status and configuration information
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5.5logging console

This command enables the display of syslog messages in to console terminal.
The no form of the command disables the console logging.

logging console

no logging console

Syntax Description

console - Enables syslog messages logged to the console

Mode
Global Configuration Mode

Defaults

Console - disabled

Example:

SMIS (config)# logging console

Related Command

show logging - Displays Logging status and configuration information
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5.6 logging facility
This command configures the syslog facility sent on syslog messages. The no form of this

command configure the syslog facility to the default value localO.

logging facility {localO | locall | local2 | local3 | locald4 | locals5 |

local6é | local7| user}

no logging { <ip-address> | buffered | console | facility | trap | on }

Syntax Description
facility - The facility that is indicated in the message. This can be one of the following values:

localO, locall, local2, local3, local4, local5, local 6, local7 or user.

Mode
Global Configuration Mode

Defaults

facility — localO

Example:

SMIS (config)# logging facility locall

Related Command

show logging - Displays Logging status and configuration information
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5.7logging trap

This command configures the syslog trap level. The no form of this command resets the syslog
trap level to its default value critical.

logging trap [{ <level (0-7)> | alerts | critical | debugging |

emergencies | errors | informational | notification | warnings }]
no logging trap

Syntax Description

trap - Trap messages

Mode
Global Configuration Mode

Defaults

Trap - critical

Example:

SMIS (config)# logging trap informational

Related Command

show logging - Displays Logging status and configuration information
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5.8logging file
This command enables logging of syslog messages in to a file. The no form of the command
disables file logging.

The log file is stored in ASCII text format.
logging file <filename> max-entries <short (1-8000)>
no logging file

Syntax Description
filename - Name of the file to which syslog messages are written
max-entries — Maximum number of syslog messages that can be written on the file. Once this

number is reached the file wrapped to overwrite the oldest entries.

Mode
Global Configuration Mode

Defaults

File logging is not enabled.

Example:

SMIS (config) # logging file swl log max-entries 5000

Related Command
show logging - Displays Logging status and configuration information

show logging file - Displays syslog messages stored on the file
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5.9 cmdbuffs

This command configures the number of syslog buffers for a particular user.
cmdbuffs <user name> <no.of buffers (1-200)>

Syntax Description

user name - User Name

no.of buffers - Number of log buffers to be allocated in the system

Mode
Global Configuration Mode

Defaults
50

Example:

SMIS (config) #cmdbuffs supermicro 50

CLlI related events like commands given by the user, login/logout etc can be logged on to the

Syslog Server.

Related Commands

logging - Enables Syslog Server and configures the Syslog Server IP address, the log-level

and other Syslog related parameter

show logging - Displays Logging status and configuration information
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5.10 service timestamps

This command enables timestamp option for logged messages and the no form of the command

disables timestamp option for logged messages.
service timestamps

no service timestamps

Mode
Global Configuration Mode

Defaults
Enabled

Example:

SMIS (config) #service timestamps

When enabled, the messages (log and email alert messages) will hold the time

stamp information.

When disabled, the time stamp information will not be carried with the messages

sent to the log and mail servers

Related Commands
logging - Enables Syslog Server and configures the Syslog Server IP address, the log-level
and other Syslog related parameter

show logging - Displays Logging status and configuration information

Release : 1.1i 176 /1035



Supermicro Intelligent Switch Command Line Interface User Guide

5.11 clear log buffer

This command clears the system syslog buffers.
clear log buffer

Mode
Global Configuration Mode

Example:
SMIS (config)# clear log buffer

Related Commands

cmdbuffs - Configures the number of Syslog buffers for a particular user

logging - Enables Syslog Server and configures the Syslog Server IP address, the log-level
and other Syslog related parameter

show logging - Displays Logging status and configuration information
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5.12 clear log file

This command clears all the syslog messages from the syslog file.

clear log file

Mode
Global Configuration Mode

Example:

SMIS (config)# clear log file

Related Commands

cmdbuffs - Configures the number of Syslog buffers for a particular user

logging - Enables Syslog Server and configures the Syslog Server IP address, the log-level
and other Syslog related parameter

show logging - Displays Logging status and configuration information
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5.13 show logging

This command displays logging status and configuration information.

show logging

Mode
Privileged EXEC Mode

Example:

SMIS# show logging

System Log Information
Syslog logging : enabled
Console logging : enabled
TimeStamp option : enabled
Trap logging : Critical
Log server IP : 10.0.0.1
Facility : Default (Mail)
Buffered size : 100

Related Commands

logging - Enables Syslog Server and configures the Syslog Server IP address, the log-level

and other Syslog related parameter

service timestamps - Enables timestamp option for logged messages
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5.14 show logging file

This command displays syslog messages from syslog file.
show logging file

Mode
Privileged EXEC Mode

Example:

SMIS# show logging file

LogFile(4 Entries)

<134> Nov 17 17:01:59 2012:CLI-6:User logged out

<134> Nov 17 17:02:08 2012:CLI-6:Login failed : Login incorrect AA
<134> Nov 17 17:02:10 2012:CLI-6:Login failed : Login incorrect BB
<134> Nov 17 17:02:13 2012:CLI-6:User ADMIN logged in

Related Commands

logging file - Enables writing syslog messages into a log file
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6 SSH

SSH is a protocol for secure remote login and other secure network services over an insecure
network. It consists of three major components:
e The Transport Layer Protocol provides server authentication, confidentiality, and integrity.
e The User Authentication Protocol authenticates the client-side user to the server. It runs
over the transport layer protocol.
e The Connection Protocol multiplexes the encrypted tunnel into several logical channels. It

runs over the user authentication protocol.

The client sends a service request once a secure transport layer connection has been
established. A second service request is sent after user authentication is complete. This allows

new protocols to be defined and coexist with these protocols.

The list of CLI commands for the configuration of SSH is as follows:

ip ssh
debug ssh

show ip ssh
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6.11p ssh

This command enables SSH server on the device and also configures the various parameters
associated with SSH server. The no form of the command disables SSH server on the device and

also re-sets the various parameters associated with SSH server.

ip ssh {version compatibility | cipher ([des-cbc] [3des-cbc]) | auth
([hmacmd5] [hmac-shal]) 1}

no ip ssh {version compatibility | cipher ([des-cbc] [3des-cbc]) | auth

([hmac-md5] [hmac-shal]) }version

Syntax Description
Compatibility - The support for the SSH protocol version
Cipher - The cipher-algorithm list

Auth - Public key authentication for incoming SSH sessions

Mode
Global configuration Mode

Defaults
version compatibility - false
cipher - 3des-cbc

auth - hmac-shal

Example:
SMIS (config) #ip ssh version compatibility

SMIS (config)# ip ssh cipher des-cbc

When version compatibility is set to TRUE, both SSH version-1 and SSH version-2 will be
supported. When set to FALSE, SSH version-2 only will be supported The cipher list takes values
as bit mask. Setting a bit indicates that the corresponding cipher-list will be used for Encryption
The auth takes values as bit mask. Setting a bit indicates that the corresponding MAC-list will be

used for authentication.

Related Command

show ip ssh - Displays SSH server information
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6.2 debug ssh

This command sets the given trace levels for SSH and the no form of the command re-sets the

given SSH trace level.

debug ssh ([all] [shut] [mgmt] [data] [ctrl] [dump] [resource]
[buffer])

no debug ssh ([all] [shut] [mgmt] [data] [ctrl] [dump] [resource]
[buffer])

Syntax Description

all - Initialization and Shutdown Messages

shut - Shutdown Messages

mgmt - Management Messages

data - Data Path Messages

ctrl - Control Plane Messages

dump - Packet Dump Messages

resource - Messages related to all resources except Buffers

buffer - Buffer Messages

Mode
Privileged EXEC Mode

Defaults

Debugging is Disabled

Example:
SMIS# debug ssh all

Setting all the bits will enable all the trace levels and resetting them will disable all the

trace levels.

Related Command

show ip ssh - Displays SSH server information
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6.3show ip ssh

This command displays SSH server information.

show ip ssh

Mode
Privileged EXEC Mode

Example:

SMIS# show ip ssh

Version : 2

Cipher Algorithm : 3DES-CBC
Authentication : HMAC-SHA1

Trace Level : None

Related Command
ip ssh - Enables SSH server on the device and configures the various parameters associated

with SSH server
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7 SSL

SSL (Secure Sockets Layer), is a protocol developed for transmitting private documents through
the Internet. SSL works by using a private key to encrypt data that is transferred over the SSL
connection. Both Netscape Navigator and Internet Explorer support SSL, and many Web sites
use the protocol to obtain confidential user information, such as credit card numbers. By

convention, URLSs that require an SSL connection start with https: instead of http:

The SSL Protocol is designed to provide privacy between two communicating applications (a
client and a server) and is designed to authenticate the server, and optionally the client. SSL

requires a reliable transport protocol (e.g. TCP) for data transmission and reception.

The advantage of the SSL Protocol is that it is application protocol independent. A higher level
application protocol (e.g. HTTP, FTP, TELNET, etc.) can layer on top of the SSL Protocol
transparently. The SSL Protocol can negotiate an encryption algorithm and session key as well
as authenticate a server before the application protocol transmits or receives its first byte of data.
All of the application protocol data is transmitted encrypted, ensuring privacy.

The list of CLI commands for the configuration of SSL is as follows:

ip http secure

ssl gen cert-reg algo rsa sn

ssl server-cert

debug ssl

show ssl server-cert

show ip http secure server status
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7.11p http secure

This command enables SSL server on the device and also configures ciphersuites and crypto
keys. The no form of the command disables SSL server on the device and also disables

ciphersuites and crypto key configuration.

ip http secure { server | ciphersuite [rsa-null-md5] [rsa-null-sha]
[rsa-dessha] [rsa-3des-sha] [dh-rsa-des-sha ] [dh-rsa-3des-sha][rsa-

expl024-des-sha] | crypto key rsa [usage-keys (512|1024)] }

no ip http secure { server | ciphersuite [rsa-null-md5] [rsa-null-sha]
[rsades- sha] [rsa-3des-sha] [dh-rsa-des-sha] [dh-rsa-3des-sha] [rsa-

expl024-dessha]l}

Syntax Description

server - SSL Server
ciphersuite - Configures the cipher-suites list

crypto key rsa - Usage Key

Mode
Global Configuration Mode

Defaults

Ciphersuite - rsa-null-md5

Example:

SMIS (config)# ip http secure ciphersuite rsa-null-sha

The ciphersuite field is a bit mask, setting a bit indicates that the corresponding cipher-list will be
involved in the server authentication.

Related Commands
show ssl server-cert - Displays SSL server certificate

show ip http secure server status - Displays SSL status and configuration information
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7.2 ssl gen cert-req algo rsa sn

This command creates a certificate request using RSA key pair and subjectName.
ssl gen cert-req algo rsa sn <SubjectName>

Syntax Description

SubjectName - Identification of the switch (or) the switch's IP address

Mode
Privileged EXEC Mode

Example:

SMIS# ssl gen cert-req algo rsa sn 10.6.4.248

Related Commands
show ssl server-cert - Displays SSL server certificate

show ip http secure server status - Displays SSL status and configuration

information
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7.3 ssl server-cert

This command configures the server cert, input in PEM format. It generates a certificate request,

which can be submitted to a CA (Certificate Authority) to obtain the SSL certificate for the device.
ssl server-cert

Mode
Privileged EXEC Mode

Example:

SMIS# ssl server-cert

The certificate request must have been created.

Related Commands

show ssl server-cert - Displays SSL server certificate

show ip http secure server status - Displays SSL status and configuration information
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7.4debug ssl

This command sets the given debug levels for SSL and the no form of the command re-sets the
given SSL debug level.

debug ssl ([all] [shut] [mgmt] [data] [ctrl] [dump] [resource]
[buffer])

no debug ssl ([all] [shut] [mgmt] [data] [ctrl] [dump] [resource]
[buffer])

Syntax Description

all - Initialization and Shutdown Messages

shut - Shutdown Messages

mgmt - Management Messages

data - Data Path Messages

ctrl - Control Plane Messages

dump - Packet Dump Messages

resource - Messages related to all resources except Buffers

buffer - Buffer Messages

Mode
Privileged EXEC Mode

Defaults

Debugging is Disabled

Example:
SMIS# debug ssl all

Setting all the bits will enable all the debug levels and resetting them will disable all the debug

levels.

Related Commands

show ssl server-cert - Displays SSL server certificate

show ip http secure server status - Displays SSL status and configuration information
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7.5 show ssl server-cert

This command displays SSL server certificate.

show ssl server-cert

Mode
Privileged EXEC Mode

Example:

SMIS# show ssl server-cert

Certificate:

Data:

Version: 1 (0x0)

Serial Number: 1 (0x1)

Signature Algorithm: md5WithRSAEncryption
Issuer: C=in, ST=tn, L=ch, O=fsoft,0OU=ps,
CN=dheepaag/Email=products@supermicro.com
Validity

Not Before: Jan 12 07:40:35 2005 GMT

Not After : Feb 11 07:40:35 2005 GMT

Subject: CN=dee

Subject Public Key Info:

Public Key Algorithm:rsaEncryption

RSA Public Key: (1024bit)

Modulus (1024 bit):
00:bl:cf:8£:04:39:¢c4:80:bc:f0:2b:40:e0:85:16:
86:8f:cf£:66:84:db:0d:£d:58:d5:fc:12:be:4d:d2:
e2:ba:d6:d8:95:7c:9d:28:46:45:03:8a:34:dd:41:
c2:a3:46:ad:8f:cd4:ae:17:37:22:91:c4:0a:8d:79:
ce:10:34:2c:62:a5:6e:4c:a9:63:2e:93:46:a6:d2:
1c:13:b7:38:02:fb:db:5f:13:46:8e:fb:df:7b:e7:
c8:ba:00:ad:b2:96:cc:1c:4a:8b:2d:51:27:df:eb:
9a:8f:6a:02:8a:98:92:8e:06a:ed:ba:2e:04:38:3a:
bf:40:£2:d1:37:6c:69:ed:dl

Exponent:65537 (0x10001)

Signature Algorithm: md5WithRSAEncryption

8c:d2:50:01:5¢:08:d1:0f:ef:eb:70:56:8e:ea:85:72:32:53:
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SSL server certificate must have been created.

Related Commands

86:
f4:
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:eb

S5a:
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:c3
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35:
:d2

b6

c7:

c9:87:
53:
01:
4d:
93:
:d3:

Se:
:d7:
:b:
88:

38

ip http secure - Enables SSL server on the device and also configures ciphersuites and

crypto keys

ssl gen cert-req algo rsa sn - Creates a certificate request using RSA key pair and

subjectName

ssl server-cert - Configures the server cert, input in PEM format

show ip http secure server status - Displays SSL status and configuration information
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7.6 show ip http secure server status

This command displays SSL status and configuration information.

show ip http secure server status

Mode
Privileged EXEC Mode

Example:

SMIS# show ip http secure server status

HTTP secure server status : Enabled

HTTP secure server ciphersuite : RSA-DES-SHA:RSA-3DES-SHA:RSAEXP1024-
DES-SHA:

Initially, http secure server, ciphersuite, crypto key must have been configured.

Related Commands

ip http secure - Enables SSL server on the device and also configures ciphersuites and
crypto keys

ssl gen cert-req algo rsa sn - Creates a certificate request using RSA key pair and
subjectName

ssl server-cert - Configures the server cert, input in PEM format

show ssl server-cert - Displays SSL server certificate
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8 RMON

RMON (Remote Monitoring) is a standard monitoring specification5 that enables various network

monitors and console systems to exchange network-monitoring data.

The RMON specification defines a set of statistics and functions that can be exchanged between
RMONcompliant console managers and network probes. As such, RMON provides network
administrators with comprehensive network-fault diagnosis, planning, and performance-tuning

information.

The list of CLI commands for the configuration of RMON is as follows:
set rmon

rmon event

rmon alarm

rmon collection history

rmon collection stats

show rmon
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8.1 set rmon

This command is used to enable or disable the RMON feature.
set rmon {enable | disable}

Syntax Description
enable - Enables the RMON feature in the system

disable - Disables the RMON feature in the system

Mode
Global Configuration Mode

Defaults
The RMON Module is disabled by default

Example:

SMIS (config)# set rmon enable

®  All the other RMON Module commands can be executed only when the RMON Module is
enabled. Fatal error messages are displayed when commands are executed without
enabling the RMON feature.

Related Command
show rmon - Successful execution of this command without any messages indicates that

RMON feature is enabled in the system
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8.2rmon event

This command adds an event to the RMON event table. The added event is associated with an

RMON event number. The no form of the command deletes an event from the RMON event table.

rmon event <number (1-65535)> [description <event-description (127)>]

[log] [owner <ownername (127)>] [trap <community (127)>]

no rmon event <number (1-65535)>

Syntax Description

Number - Event number

Description - Description of the event

Log - Used to generate a log entry

Owner - Owner of the event

Trap - Used to generate a trap. The SNMP community string is to be passed for the specified

trap.

Mode
Global Configuration Mode

Example:

SMIS (config)# rmon event 1 log owner supermicro trap netman

B The RMON feature must be enabled for the successful execution of this command.

Related Commands
rmon alarm - Sets an alarm on a MIB object
show rmon - Displays the RMON events (show rmon events)

show snmp community - Configures the SNMP community details
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8.3rmon alarm

This command sets an alarm on a MIB object. The Alarm group periodically takes statistical
samples from variables in the probe and compares them to thresholds that have been configured.
The no form of the command deletes the alarm configured on the MIB object.

rmon alarm <alarm-number (1-65535) > <mib-object-id (255)> <sample-
intervaltime (1-65535)> {absolute | delta} rising-threshold <value (0-
2147483647)> <rising-event-number (1-65535)> falling-threshold <value
(0-2147483647)> <falling-event-number (1-65535)> [owner <ownername
(127)>]

no rmon alarm <number (1-65535)>

Syntax Description

alarm-number - Alarm Number

mib-object-id - The mib object identifier

sample-intervaltime - Time in seconds during which the alarm monitors the MIB variable
absolute - Used to test each mib variable directly

delta Used to test the change between samples of a variable

rising-threshold - A number at which the alarm is triggered

falling-threshold value - A number at which the alarm is reset
rising-eventnumber - The event number to trigger when the rising threshold exceeds its limit
falling-eventnumber - The event number to trigger when the falling threshold exceeds its
limit

owner - Owner of the alarm

Mode
Global Configuration Mode

Example:
SMIS (config)# rmon alarm 1 1.3.6.1.2.1.16.1.1.1.5.2 20 absolute
rising-threshold 15 2 falling-threshold 14 2

B The RMON Feature must be enabled for the successful execution of this command

RMON events must have been configured
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® In SMIS, we cannot monitor all the mib objects through RMON. This will be applicable

only to the Ethernet interfaces

Related Commands
rmon collection stats - Enables RMON statistic collection on the interface

rmon event - Adds an event to the RMON event table

show rmon - Displays the RMON alarms (show rmon alarms)
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8.4 rmon collection history

This command enables the collection of MIB history group of statistics on the interfaces.
The no form of this command removes the specified history group of statistics collection from the
interfaces.

rmon collection history <index (1-65535)> [buckets <bucket-number (1-
65535)>] [interval <seconds (1-3600)>] [owner <ownername (127)>]

no rmon collection history <index (1-65535)>

Syntax Description

index - An identifier to refer this history statistics collection configuration. This index is used
while deleting this configuration using the no command.

buckets — Maximum number of buckets needed to hold this history statistics

interval - Time in seconds on which this statistics is collected

owner - Owner of this statistics collection

Mode
Interface Configuration Mode

Example:
SMIS (config-if)# rmon collection history 1 buckets 1 interval 10 owner

abc

Related Commands
rmon collection stats - Enables RMON statistic collection on the interface
rmon event - Adds an event to the RMON event table

show rmon - Displays the RMON information
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8.5rmon collection stats

This command enables the collection of RMON statistics on the interfaces.

The no form of this command disables the RMON statistics collection on the interfaces.
rmon collection stats <index (1-65535)> [owner <ownername (127)>]

no rmon collection stats <index (1-65535)>

Syntax Description
index — An identifier to refer this statistics collection configuration. This index is used while
deleting this configuration using the no command.

owner - Owner of this statistics collection

Mode
Interface Configuration Mode

Example:

SMIS (config-if)# rmon collection stats 1 owner abc

Related Commands

rmon event - Adds an event to the RMON event table

show rmon - Displays the RMON information
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8.6 show rmon

This command displays the RMON statistics, alarms, events, and history configured on the

interface.

show rmon [statistics [<stats-index (1-65535)>]] [alarms] [events]

[history [history-index (1-65535)] [overview]]

Syntax Description

Statistiecs - The configured stats index value
Alarms - The configured alarm

events - The configured event

history - The configured history index

overview - Displays only the overview of rmon history entries

Mode
Privileged EXEC Mode

Example:

SMIS# show rmon statistics 2

RMON is enabled

Collection 2 on Gi0/2 is active, and owned by fsoft,
Monitors ifEntry.1.2 which has

Received 1240 octets, 10 packets,

2 broadcast and 10 multicast packets,

undersized and 1 oversized packets,

fragments and 0 jabbers,

o O O

CRC alignment errors and 0 collisions.

# of packets received of length (in octets):
64: 0, ©65-127: 10, 128-255: O,

256-511: 0, 512-1023: 0, 1024-1518: 0

SMIS# show rmon
RMON is enabled

SMIS# show rmon history
RMON is enabled

Entry 1 is active, and owned by fsoft
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Monitors ifEntry.1.1 every 3000 second(s)
Requested # of time intervals, ie buckets, is 3,
Granted # of time intervals, ie buckets, is 3,
Sample 1 began measuring at O

Received 0 octets, 0 packets,

0 broadcast and 0 multicast packets,

0 undersized and 0 oversized packets,

0 fragments and 0 jabbers,

0 CRC alignment errors and 0 collisions,

# of dropped packet events is O

Network utilization is estimated at O

Sample 2 began measuring at O

Received 0 octets, 0 packets,

0 broadcast and 0 multicast packets,

0 undersized and 0 oversized packets,

0 fragments and 0 jabbers,

0 CRC alignment errors and 0 collisions,

# of dropped packet events is 0

Network utilization is estimated at O

SMIS# show rmon events

RMON is enabled

Event 1 is active, owned by

Description is end

Event firing causes nothing,

Time last sent is 0 seconds

Event 2 is active, owned by fsoft

Description is trapcheck

Event firing causes log and trap to community 5,

Time last sent is 3 seconds

SMIS# show rmon alarms

RMON is enabled

Alarm 1 is active, owned by

Monitors 1.3.6.1.2.1.16.1.1.1.5.2 every 65 second(s)
Taking absolute samples, last value was 35

Rising threshold is 15, assigned to event 1
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Falling threshold is 14, assigned to event 2

On startup enable rising or falling alarm

SMIS# show rmon statistics 2 alarms events history 2
RMON is enabled

Collection 2 on Gi0/2 is active, and owned by fsoft,
Monitors ifEntry.1.2 which has

Received 4712 octets, 38 packets,

broadcast and 38 multicast packets,

undersized and 0 oversized packets,

fragments and 0 jabbers,

o o o O

CRC alignment errors and 0 collisions.

# of packets received of length (in octets):

64: 0, ©5-127: 38, 128-255: O,

256-511: 0, 512-1023: 0, 1024-1518: 0

Alarm 1 is active, owned by

Monitors 1.3.6.1.2.1.16.1.1.1.5.2 every 65 second(s)
Taking absolute samples, last value was 37
Rising threshold is 15, assigned to event 1
Falling threshold is 14, assigned to event 2

On startup enable rising or falling alarm

Event 1 is active, owned by

Description is end

Event firing causes nothing,

Time last sent is 1708335 seconds

Event 2 is active, owned by fsoft

Description is trapcheck

Event firing causes log and trap to community 5,
Time last sent is 0 seconds

Entry 2 is active, and owned by fsoft

Monitors ifEntry.1l.2 every 2000 second(s)
Requested # of time intervals, ie buckets, is 5,
Sample 1 began measuring at O

Received 0 octets, 0 packets,

0 broadcast and 0 multicast packets,

0 undersized and 0 oversized packets,

0 fragments and 0 jabbers,
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0 CRC alignment errors and 0 collisions,
# of dropped packet events is 0

Network utilization is estimated at O
Sample 2 began measuring at O

Received 0 octets, 0 packets,

0 broadcast and 0 multicast packets,
undersized and 0 oversized packets,
fragments and 0 jabbers,

CRC alignment errors and 0 collisions,

H= O O O

of dropped packet events is O

Network utilization is estimated at 0

SMIS# show rmon history overview

RMON is enabled

Entry 1 is active, and owned by fsoft

Monitors ifEntry.l.1 every 3000 second(s)
Requested # of time intervals, ie buckets, is 3,

Granted # of time intervals, ie buckets, is 3

If the show rmon command is executed with out enabling the RMON feature, then the following

output is displayed

SMIS# show rmon
RMON feature is disabled

Related Commands

set rmon - Enables or disables the RMON feature

rmon collection history - Enables history collection of interface statistics in the buckets
for the specified time interval

rmon collection stats - Enables RMON statistic collection on the interface

rmon event - Adds an event to the RMON event table

rmon alarm - Sets an alarm on a MIB object

Release : 1.1i 203 /1035



Supermicro Intelligent Switch Command Line Interface User Guide

9 STP

STP (Spanning-Tree Protocol) is a link management protocol that provides path redundancy
while preventing undesirable loops in the network that are created by multiple active paths
between stations. To establish path redundancy, STP creates a tree that spans all of the switches
in an extended network, forcing redundant paths into a standby, or blocked, state.

MSTP defines an extension to RSTP that further develops the usefulness of VLANs. This "per-
VLAN" MSTP configures a separate Spanning Tree for each VLAN group and blocks the links
that are redundant within each Spanning Tree.

If there is only one VLAN in the network, single (traditional) STP works appropriately. If the
network contains more than one VLAN, the logical network configured by single STP would work,
but it is possible to make better use of the redundant links available by using an alternate
spanning tree for different (groups of) VLANs. MSTP allows the formation of MST regions that
can run multiple MST instances (MSTI). Multiple regions and other STP bridges are
interconnected using one single common spanning tree (CST).

® The list of CLI commands for the configuration of STP are common to both Single
Instance and Multiple Instance, except for a difference in the prompt that appears for
the Switch with Multiple Instance support.
- The prompt for the Global Configuration Mode is,
SMIS (config-switch) #
- The prompt for the MSTP Configuration Mode is,
SMIS (config-switch-mst) #.
® The parameters specific to Multiple Instance are stated so, against the respective
parameter descriptions in this document.
® The output of the Show commands differ for Single Instance and Multiple Instance.

Hence both the output are documented while depicting the show command examples

The list of commands to configure STP are:

spanning-tree mode

spanning-tree

spanning-tree compatibility

spanning-tree timers

spanning-tree transmit hold-count

spanning-tree mst max-hops

spanning-tree priority
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spanning-tree pathcost method

spanning-tree mst configuration

name

revision
instance

spanning-tree auto-edge

spanning-tree - Properties of an interface

spanning-tree restricted-role

spanning-tree restricted-tcn

spanning-tree mst- Properties of an interface for MSTP

spanning-tree mst hello-time

clear spanning-tree counters

clear spanning-tree pathcost dynamic

clear spanning-tree detected protocols

debug spanning-tree

show spanning-tree - Summary, Blockedports, Pathcost

show spanning-tree - Detail

show spanning-tree active

show spanning-tree interface

show spanning-tree root

show spanning-tree bridge

show spanning-tree mst

show spanning-tree mst configuration

show spanning-tree mst - Port Specific Configuration
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9.1 spanning-tree mode

This command sets the spanning tree operating mode.
spanning-tree mode {mst|rst}

Syntax Description
mst - MSTP configuration

rst - RSTP configuration

Mode
Global Configuration Mode

Defaults

mst

Example:

SMIS (config) #spanning-tree mode rst

e When ISS boots up, Spanning Tree is enabled by default with MSTP operating in the switch.

e This command only starts and enables the spanning tree mode. However port-roles and
states will be computed only after enabling the spanning tree.

e If the user-input for the spanning-tree mode is different from the current mode of operation,
then ISS will shutdown the operational spanning-tree and start the spanning-tree as per user-

input.

Related Commands
show spanning-tree - Detail - Displays detailed spanning tree information

show spanning-tree - Active - Displays spanning tree information of active ports
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9.2 spanning-tree

This command enables the spanning tree operation and the no form of the command disables the
spanning tree operation.

spanning-tree
no spanning-tree

Mode
Global Configuration Mode

Defaults

Spanning tree enabled is MSTP

Example:

SMIS (config) #spanning-tree

Related Commands
show spanning-tree - Detail - Displays detailed spanning tree information

show spanning-tree - Active - Displays spanning tree information of active ports
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9.3 spanning-tree compatibility

This command sets the compatibility version for the spanning tree protocol. The no form of the

command sets the compatibility version for spanning tree protocol to its default value.
spanning-tree compatibility {stp|rst|mst}
no spanning-tree compatibility

Syntax Description

mst - MSTP configuration
stp - STP configuration
rst - RSTP configuration

Mode
Global Configuration Mode

Defaults
If Spanning Tree Protocol enabled is mst, then MSTP compatible

If Spanning Tree Protocol enabled is rst, then RSTP compatible

Example:
SMIS (config) #spanning-tree compatibility stp

The option mst is available only when MSTP is the operational mode of the spanning tree

Related Commands
show spanning-tree - Detail - Displays detailed spanning tree information

show spanning-tree - Active - Displays spanning tree information of active ports
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9.4 spanning-tree timers

This command sets the spanning tree Timers and the no form of the command sets the spanning

tree timers to the default values.

spanning-tree {forward-time <seconds(4-30)> | hello-time <seconds(1-2)>

| maxage <seconds (6-40)>}
no spanning-tree { forward-time | hello-time | max-age }

Syntax Description

forward-time - Controls how fast a port changes its spanning tree state from Blocking state to
Forwarding state.

hello-time - Determines how often the switch broadcasts its hello message to other switches
when it is the root of the spanning tree.

max-age - The maximum age allowed for the Spanning Tree Protocol information learned from

the network on any port before it is discarded.

Mode
Global Configuration Mode

Defaults
max-age - 20 secs
forward-time - 15 secs

hello-time - 2 secs

Example:
SMIS (config) #spanning-tree max-age 6
SMIS (config) #spanning-tree hello-time 1

SMIS (config) #spanning-tree forward-time 4
The following relation must be observed while configuring the timers:
2 x (Forward-time - 1) >= Max-age

Max-Age >= 2 x (Hello-time +1)

Related Commands
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show spanning-tree
time

show spanning-tree
hello-time

show spanning-tree
maxage

show spanning-tree

show spanning-tree

bridge - Displays spanning tree configuration of the bridge forward

bridge hello-time - Displays spanning tree configuration of the bridge

bridge max-age - Displays spanning tree configuration of the bridge

- Detail - Displays detailed spanning tree information

- Active - Displays spanning tree information of active ports
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9.5 spanning-tree transmit hold-count

This command sets the transmit hold-count value and the no form of the command sets the
transmit holdcount to default value. Transmit hold count value is a counter used to limit the

maximum transmission rate of the switch.
spanning-tree transmit hold-count <value (1-10)>

no spanning-tree transmit hold-count

Mode
Global Configuration Mode

Defaults
3

Example:

SMIS (config) #spanning-tree transmit hold-count 5

Related Commands
show spanning-tree - Detail - Displays detailed spanning tree information

show spanning-tree - Active - Displays spanning tree information of active ports
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9.6 spanning-tree mst max-hops

This command sets the maximum number of hops permitted in the MST and the no form of the

command sets the maximum number of hops permitted in the MST to the default value.
spanning-tree mst max-hops <value (6-40)>

no spanning-tree mst max-hops

Mode
Global Configuration Mode

Defaults
20

Example:

SMIS (config) #spanning-tree mst max-hops 10

The root switch of the instance always sends a BPDU with a cost of 0 and the hop count set to

the maximum value.

Related Command
show spanning-tree mst configuration - Displays multiple spanning tree instance

Configuration
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9.7 spanning-tree priority

This command sets the Bridge Priority for the spanning tree only in steps of 4096 and the no form

of the command sets the Bridge Priority to the default value.
spanning-tree [mst <instance-id>] priority <value (0-61440)>
no spanning-tree [mst <instance-id(1-16)>] priority

Syntax Description
mst - Range of spanning tree instances

priority - Switch priority for the specified spanning-tree instance

Mode
Global Configuration Mode

Defaults
32768

Example:

SMIS (config) #spanning-tree priority 4096

"spanning-tree priority xxx" configures the priority in RSTP, if RSTP is running or configures the
CIST priority if MSTP is running.
"spanning-tree mst instance priority" configures the priority in MSTI and is supported only if MSTP

iS running.

Related Commands
show spanning-tree - Detail - Displays detailed spanning tree information

show spanning-tree - Active - Displays spanning tree information of active ports
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9.8 spanning-tree pathcost method

This command sets the method to calculate the port path cost and the no form of the command
sets the method to calculate the port path cost to its default.

spanning-tree pathcost method {long|short}
no spanning-tree pathcost method

Syntax Description
long - 32 bit pathcost
short - 16 bit path cost

Mode
Global Configuration Mode

Defaults
If MSTP/RSTP is running- path cost method is long
If STP compatible RSTP is running, the path-cost method is short

Example:

SMIS (config) #spanning-tree pathcost method short

Related Command
show spanning-tree - Summary, Blockedports, Pathcost - Displays spanning tree

pathcost information
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9.9 spanning-tree mst configuration

This command helps to enter MST configuration submode

spanning-tree mst configuration

Mode
Global Configuration Mode

Example:

SMIS (config) #spanning-tree mst configuration

In the MST mode the switch supports up to 16 instances. This MST configuration submode
is used to make instance-specific and MST region configurations only.

Related Command

show spanning-tree mst configuration - Displays multiple spanning tree instance

Configuration
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9.10 name

This command sets the configuration name for the MST region and the no form of the command

deletes the configuration name.
name <string(optional max Length)>

no name

Mode
MSTP configuration Mode

Defaults
The default configuration name is 00: 00: 00: 00: 00: 00

Example:

SMIS (config-mst) #name regionone

The name string is case sensitive.

Related Command
show spanning-tree mst configuration - Displays Multiple spanning tree instance

configuration
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9.11 revision

This command sets the configuration revision number for the MST region and the no form of the

command deletes the configuration revision number.
revision <value (0-65535)>

no revision

Mode
MSTP configuration Mode

Defaults
0

Example:

SMIS (config-mst) #revision 100

Related Command
show spanning-tree mst configuration - Displays Multiple spanning tree instance

configuration
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9.12 Instance

This command maps VLANSs to an MST instance and the no form of the command deletes the

instance un-maps specific VLANs from the MST instance.
instance <instance-id(1-16)> vlan <vlan-range>

no instance <instance-id (1-16)> [vlan <vlan-range>]

Syntax Description

vlan - VLAN range associated with a spanning-tree instance

Mode
MSTP configuration Mode

Defaults
VLANs mapped for instance 0: 1-1024, 1025-2048, 2049-3072,3073-4069

Example:

SMIS (config-mst) #instance 2 vlan 2

A single VLAN identified by VLAN ID number is specified by a range of VLANs
separated by a hyphen, or a series of VLANs separated by a comma.

Related Command
show spanning-tree mst configuration - Displays Multiple spanning tree instance

configuration
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9.13 spanning-tree auto-edge

This command enables automatic detection of bridge attached on an interface and the no form of

the command disables automatic detection of bridge attached on an interface.
spanning-tree auto-edge
no spanning-tree auto-edge

Mode
Interface Configuration Mode

Example:

SMIS (config-if)# spanning-tree auto-edge

Related Command

show spanning-tree bridge - Displays the spanning-tree configuration of the bridge
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9.14 spanning-tree - Properties of an

interface

This command sets the spanning tree properties of an interface and the no form of the command

sets the spanning tree properties of an interface to default value.

spanning-tree {cost <value(1-200000000)>|disable|link-type{point-
topoint| shared} |portfast|port-priority <value(0-240)>}

no spanning-tree {cost |disable|link-type|portfast|port-priority}

Syntax Description

port-priority - Port priority value

cost - The pathcost value associated with the port

disable - Disables the spanning tree on the port

link-type - The link can be a point-to-point link or can be a shared LAN segment on which
another bridge is present

portfast - Specifies that port has only hosts connected and hence can transition to forwarding

rapidly

Mode
Interface Configuration Mode

Defaults

The default cost value depends on the interface speed.

Port Speed Default Cost

10 Mbps 2000000
100 Mbps 200000
1 Gbps 20000
10 Gbps 2000

40 Gbps 500

port-priority - 128
portfast - Not in portfast

link-type - shared

Example:
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SMIS (config-if)# spanning-tree cost 2200

In case of MSTP this configuration applies to the CIST context.

Related Command

show spanning-tree interface - Displays the spanning tree properties of an interface
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9.15 spanning-tree restricted-role

This command enables the root-guard / restricted role feature (prevents the specific port from
becoming the root port) on the port. The no form of the command disables the root-guard /

restricted role feature on the port. .
spanning-tree restricted-role

no spanning-tree restricted-role

Mode
Interface Configuration Mode

Defaults
Disabled

Example:

SMIS (config-if)# spanning-tree restricted-role

Related Command

show spanning-tree - Detail - Displays spanning tree information
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9.16 spanning-tree restricted-tcn

This command enables the topology change guard / restricted TCN feature (prevents the

Topology change caused by that port ) on the port. The no form of the command disables the

topology change guard/ restricted TCN feature on the port.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

Mode
Interface Configuration Mode

Defaults
Disabled

Example:

SMIS (config-if)# spanning-tree restricted-tcn

Related Command

show spanning-tree - Detail - Displays spanning tree information
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9.17 spanning-tree mst- Properties of

an interface for MSTP

This command sets the spanning tree properties of an interface for MSTP and the no form of the

command sets the spanning tree properties of an interface to default value.

spanning-tree mst <instance-id(1-16)> { cost <value(1-200000)>| port-
priority <value(0-240)> | disable }

no spanning-tree mst <instance-id(1-16)>{cost|port-priority | disable}

Syntax Description

cost - The cost value associated with the port
port-priority - Port priority value

disable - Disables the spanning tree on the port

Mode
Interface Configuration Mode

Defaults

— The default cost value depends on the interface speed.

Port Speed Default Cost

10 Mbps 2000000
100 Mbps 200000
1 Gbps 20000
10 Gbps 2000

40 Gbps 500

port-priority - 128

Example:

SMIS (config-if) #spanning-tree mst 2 cost 4000

MST instance must exist, for this command If all interfaces have the same priority value, the MST
puts the interface with the lowest interface number in the forwarding state and blocks other

interfaces
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Related Command
show spanning-tree mst - CIST or specified mst Instance- Displays the

spanning tree properties of an interface for an MSTP instance
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9.18 spanning-tree mst hello-time

This command sets the port based hello timer value and the no form of the command sets the

port based hello timer value to its default.
spanning-tree mst hello-time<value(1-2)>

no spanning-tree mst hello-time

Mode
Interface Configuration Mode

Defaults

2 seconds

Example:

SMIS (config-if) #spanning-tree mst hello-time 1

On changing the spanning-tree mst hello-time value, all spanning-tree instances active
on the interface are affected.

Related Command
show spanning-tree mst - Port Specific Configuration - Displays multiple

spanning tree port specific configurations
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9.19 clear spanning-tree counters

This command resets all bridge and port level statistics counters.

clear spanning-tree counters

Mode
Global Configuration Mode

Example:

SMIS (config)# clear spanning-tree counters

Valid interfaces include physical ports, VLANSs, and port channels
Port protocol migration count gets incremented consistently, when there is a

protocol migration

Related Commands
show spanning-tree interface - Displays the spanning tree properties of an interface
show spanning-tree mst - Port Specific Configuration - Displays multiple

spanning tree port specific configurations
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9.20 spanning-tree pathcost dynamic

This command enables dynamic pathcost calculation and the no form of the command disables
dynamic pathcost calculation.

spanning-tree pathcost dynamic

no spanning-tree pathcost dynamic

Mode
Global Configuration Mode

Defaults
Disabled

Example:

SMIS (config)# spanning-tree pathcost dynamic

On execution of this command, the pathcost of all the ports will be calculated dynamically based

on the speed of the interface.

If the cost has already been configured for a cist or an rstp interface, then this

command has no effect on those interfaces.

If the cost has been configured previously for an mst instance on a particular
interface, then this command has no effect on that instance in the specified
interface. Whereas the pathcost of all the other instances on the same interface will

be calculated dynamically.

Related Commands

spanning-tree pathcost method — Sets the method to calculate the port path cost
spanning-tree compatibility— Sets the compatibility version for the spanning tree
protocol

spanning-tree - Properties of an interface — Sets the spanning tree properties of
an interface

spanning-tree mst- Properties of an interface for MSTP - Sets the spanning

tree properties of an interface for MSTP
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9.21 clear spanning-tree detected

protocols

This command restarts the protocol migration process on all the interfaces and forces

renegotiation with the neighboring switches.

clear spanning-tree detected protocols {interface <interface-type>

<interfaceid> }

Syntax Description
interface - Restarts the protocol migration process on the specified interface Valid interfaces

include physical ports, VLANSs, and port channels

Mode
Privileged EXEC Mode

Example:
SMIS# clear spanning-tree detected protocols interface

gigabitethernet 0/1

Port protocol migration count gets incremented consistently, when there is a protocol migration.

Related Commands
show spanning-tree interface - Displays the spanning tree properties of an interface
show spanning-tree mst - Port Specific Configuration - Displays multiple

spanning tree port specific configurations

Release : 1.1i 229 /1035



Supermicro Intelligent Switch Command Line Interface User Guide

9.22 debug spanning-tree

This command provides spanning tree debugging support and the no form of the command

disables debugging.
debug spanning-tree { global | { all | errors |init-shut | management |
memory | bpdu | events | timer | state-machine { port-info | port-

recieve | portrole-selection | role-transition | state-transition |
protocol-migration | topology-change | port-transmit | bridge-detection

} | redundancy | semvariables} }

no debug spanning-tree {global | {all | errors | init-shut | management
| memory | bpdu |events | timer | state-machine {port-info | port-
recieve | port-role-selection | role-transition | state-transition |
protocol-migration | topology-change | port-transmit | bridge-detection

} redundancy | semvariables} }

Syntax Description

global - Global debug messages

all - All RSTP/MSTP debug messages

errors - Error code debug messages

init-shut - Init and Shutdown debug messages
management - Management messages

Memory - Memory related messages

bpdu - BPDU related messages

timer - Timer module messages

events - Events related messages

state machine - State-machine related debug messages
port-info - Portinformation messages

port-receive - Portreceived messages. This parameter is specific to Multiple Instance.
port-roleselection - Port role selection messages
role-transition - Role transition messages
state-transition - State transition messages
protocolmigration - Protocol migration messages
topology-change - Topology change messages

port-transmit - Porttransmission messages
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bridge-detection - Bridge detection messages
redundancy - Redundancy related messages

sem-variables - State-machine variables debug messages

Mode
Privileged EXEC Mode

Defaults

Debugging is Disabled

Example:

SMIS# debug spanning-tree all

Related Command
show spanning-tree - Detail - Displays detailed spanning tree information for

STP/RSTP/MSTP configuration
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9.23 show spanning-tree - Summary,

Blockedports, Pathcost

This command displays spanning tree information.
show spanning-tree [{ summary | blockedports | pathcost method }]

Syntax Description
summary - Summary of port states
blockedports - Blocked ports in the system

pathcost method - Pathcost method configured for a bridge

Mode
Privileged EXEC Mode

Defaults
When SMIS boots up, Spanning Tree is enabled by default with MSTP

operating in the switch.

Example:

Single Instance:

SMIS# show spanning-tree

Root Id Priority 32768

Address 00:01:02:03:04:01

Cost O

Port 0 [0]

This bridge is the root

Max age 20 Sec, forward delay 15 Sec

MSTO00

Spanning tree Protocol Enabled.

S-VLAN Component: MSTO0O0 is executing the mstp compatible
Multiple Spanning Tree

Protocol

Bridge Id Priority 32768

Address 00:01:02:03:04:01

Max age is 20 sec, forward delay is 15 sec

Name Role State Cost Prio Type
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Gi0/1 Disabled Discarding 200000 128 SharedLan

Gi0/2 Designated Forwarding 200000 128 SharedLan
Gi0/3 Designated Forwarding 200000 128 SharedLan
Gi0/4 Designated Forwarding 200000 128 SharedLan
Gi0/5 Designated Forwarding 200000 128 SharedLan
Gi0/6 Designated Forwarding 200000 128 SharedLan
Gi0/7 Designated Forwarding 200000 128 SharedLan

SMIS# show spanning-tree blockedports
Blocked Interfaces List:

The Number of Blocked Ports in the system is :1

SMIS# show spanning-tree pathcost method
Spanning Tree port pathcost method is Long

SMIS# show spanning-tree summary

Spanning tree enabled protocol is RSTP

RSTP Port Roles and States

Port-Index Port-Role Port-State Port-Status
1 Root Forwarding Enabled

2 Disabled Discarding Enabled

3 Disabled Discarding Enabled
4

Disabled Discarding Enabled

Multiple Instance:

SMIS# show spanning-tree

Switch default

Root Id Priority 32768

Address 00:01:02:03:04:01

Cost O

Port 0 [O]

This bridge is the root

Max age 20 Sec, forward delay 15 Sec
MSTO00

Spanning tree Protocol Enabled.
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S-VLAN Component: MSTO00 is executing the mstp compatible
Multiple Spanning Tree

Protocol

Bridge Id Priority 32768

Address 00:01:02:03:04:01

Max age is 20 sec, forward delay is 15 sec

Name Role State Cost Prio Type

Gi0/1 Disabled Discarding 200000 128 SharedLan
Gi0/2 Designated Forwarding 200000 128 SharedLan
Gi0/3 Designated Forwarding 200000 128 SharedLan
Gi0/4 Designated Forwarding 200000 128 SharedLan
Gi0/5 Designated Forwarding 200000 128 SharedLan
Gi0/6 Designated Forwarding 200000 128 SharedLan
Gi0/7 Designated Forwarding 200000 128 SharedLan

SMIS# show spanning-tree summary

Switch - default

Spanning Tree port pathcost method is Long
Spanning tree enabled protocol is MSTP
MSTO0 Port Roles and States

Port-Index Port-Role Port-State Port-Status
49 Disabled Forwarding Disabled

Switch - custl

Spanning Tree port pathcost method is Long
Spanning tree enabled protocol is MSTP
MSTO0 Port Roles and States

Port-Index Port-Role Port-State Port-Status
Designated Forwarding Enabled

Root Forwarding Enabled

Designated Forwarding Enabled

Disabled Discarding Enabled

Disabled Discarding Enabled

oA 0w N

Disabled Discarding Enabled
Switch - cust2

Release : 1.1i

234/ 1035



Supermicro Intelligent Switch Command Line Interface User Guide

Spanning Tree port pathcost method is Long
Spanning tree enabled protocol is MSTP
MSTOO0 Port Roles and States

Port-Index Port-Role Port-State Port-Status

7 Designated Forwarding Enabled

8 Root Forwarding Enabled

9 Alternate Discarding Enabled

10 Disabled Discarding Enabled

11 Disabled Discarding Enabled

12 Disabled Discarding Enabled

This command is the same for both RSTP and MSTP.

Related Commands

spanning-tree mode - Sets the spanning tree operating mode

spanning-tree - Enables the spanning tree operation

spanning-tree provider - Enables the spanning tree operation

spanning-tree compatibility - Setsthe compatibility version for the spanning tree
protocol

spanning-tree timers - Setsthe spanning tree Timers

spanning-tree transmit hold-count - Sets the transmit hold-count value
spanning-tree priority - Sets the Bridge Priority for the spanning tree only in steps of
4096

spanning-tree - Properties of an interface - Sets spanning tree properties of an
interface

spanning-tree mst- Properties of an interface for MSTP - Sets the spanning
tree properties of an interface for MSTP

show spanning-tree bridge - Displays the spanning-tree configuration of the bridge
show spanning-tree interface - Displays Spanning-tree port configuration

spanning-tree pathcost method - Sets the method to calculate the default port path cost
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9.24 show spanning-tree - Detall

This command displays detailed spanning tree information.
show spanning-tree detail [active]

Syntax Description
active - Displays the Bridge and details of the active (active ports are those ports that are

participating in the spanning-tree) ports

Mode
Privileged EXEC Mode

Example:

Single Instance:

SMIS# show spanning-tree detail

Bridge is executing the rstp compatible Spanning Tree
Protocol

Bridge Identifier has priority 32768, Address
00:01:02:03:04:11

Configured Hello time 2 sec, Max Age 20 sec, Forward Delay
15 sec

Number of Topology Changes 1

Time since topology Change 1637 seconds ago

Transmit Hold-Count 3 sec

Timers : Hello Time 2 Sec, Max Age 20 Sec, Forward Delay 15
Sec

Port 1 [Gi0/1] is Root , Forwarding

Port PathCost 2000000, Port Priority 128, Port Identifier
128.1

Designated Root has priority 8192, address 00:01:02:03:04:21
Designated Bridge has priority 8192, address
00:01:02:03:04:21

Designated Port Id is 128.1, Designated PathCost O

No of Transitions to forwarding State :1

PortFast is disabled

Link Type is Shared

BPDUs : sent 735 , recieved 865
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Multiple Instance:

SMIS# show spanning-tree detail switch default

Switch default

MSTO00 is executing the mstp compatible Multiple Spanning
Tree Protocol

Bridge Identifier has Priority 32768, Address
00:51:02:03:04:05

Configured Max age 20 sec, Forward delay 15 sec
Configured Hello Time 2 sec

We are root of the spanning tree

Current Root has priority 32768, address 00:51:02:03:04:05
cost of root path is 0

Number of Topology Changes 1, Time since topology Change 82
seconds ago

Transmit Hold-Count 3

Times : Max age 20 Sec,Forward delay 15 Sec

Port 1 [Gi0/1] of MSTO00 is Designated, Forwarding

Gi0/1 is operating in the MSTP Mode

Port path cost 200000, Port priority 128,

Port Identifier 128.1. Port HelloTime 2,

Timers: Hello - 0, Forward Delay - 0, Topology Change - 0
Designated root has priority 32768, address
00:51:02:03:04:05

Designated Bridge has priority 32768, address
00:51:02:03:04:05

Designated Port Id is 128.1, Designated pathcost is 0
Operational Forward delay 15, Max age 20

Number of Transitions to forwarding State : 1

PortFast is disabled

Link Type is Shared

BPDUs : sent 58, recieved 0

Restricted Role is disabled.

Restricted TCN is disabled.

Related Commands

spanning-tree mode - Sets the spanning tree operating mode
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spanning-tree - Enables the spanning tree operation

spanning-tree provider - Enables the Spanning tree operation

spanning-tree compatibility- Setsthe compatibility version for the spanning tree protocol
spanning-tree timers - Sets the spanning tree Timers

spanning-tree transmit hold-count - Sets the transmit hold-count value
spanning-tree priority - Sets the Bridge Priority for the spanning tree only in steps of
4096

spanning-tree - Properties of an interface - Sets spanning tree properties of an
interface

spanning-tree mst- Properties of an interface for MSTP - Sets the spanning
tree properties of an interface for MSTP

show spanning-tree bridge - Displays the spanning-tree configuration of the bridge

show spanning-tree interface - Displays Spanning-tree port configuration
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9.25 show spanning-tree - Active

This command displays spanning tree information of active ports.
show spanning-tree active [detail]

Syntax Description
detail - Displays in detail about the port and bridge. This includes designated Bridge details,

designated port details, timer values, root bridge, etc.

Mode
Privileged EXEC Mode

Example:

Single Instance:

SMIS# show spanning-tree active
Root Id Priority 8192

Address 00:01:02:03:04:21

Cost 2000000

Port Gi0/1

Hello Time 2 Sec, Max Age 20 Sec,
Forward Delay 15 Sec

Spanning Tree Enabled Protocol RSTP
Bridge Id Priority 32768

Address 00:01:02:03:04:11

Hello Time 2 sec, Max Age 20 sec,
Forward Delay 15 sec

Name Role State Cost Prio Type

Gi0/1 Root Forwarding 2000000 128 SharedLan

Multiple Instance:

SMIS# show spanning-tree active switch default
Switch default

Root Id Priority 32768

Address 00:51:02:03:04:05

Cost O
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Port 0 [0]

This bridge is the root

Max age 20 Sec, forward delay 15 Sec

MSTO00

MSTO00 is executing the mstp compatible Multiple Spanning
Tree Protocol

Bridge Id Priority 32768

Address 00:51:02:03:04:05

Max age is 20 sec, forward delay is 15 sec

Name Role State Cost Prio Type

Gi0/1 Designated Forwarding 200000 128 SharedLan

Related Commands
spanning-tree mode - Sets the spanning tree operating mode
spanning-tree - Enables the spanning tree operation

spanning-tree provider - Enables the Spanning tree operation

spanning-tree compatibility- Setsthe compatibility version for the spanning tree protocol

spanning-tree timers - Sets the spanning tree Timers

spanning-tree transmit hold-count - Sets the transmit hold-count value

spanning-tree priority - Sets the Bridge Priority for the spanning tree only in steps of

4096

spanning-tree - Properties of an interface - Sets spanning tree properties of an

interface

spanning-tree mst- Properties of an interface for MSTP - Sets the spanning

tree properties of an interface for MSTP

show spanning-tree bridge - Displays the spanning-tree configuration of the bridge

show spanning-tree interface - Displays Spanning-tree port configuration
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9.26 show spanning-tree interface

This command displays Spanning-tree port configuration.

show spanning-tree interface <interface-type> <interface-id> [{ cost |

priority | portfast | rootcost | restricted-role |

state | stats | detail }]

Syntax Description
cost - Spanning tree port cost

state - Spanning tree state

restricted-tcn |

stats - Displays the input and output packets by switching path for the interface

priority - Spanning tree port priority

portfast - Spanning tree portfast state

rootcost - Spanning tree rootcost (pathcost to reach the root ) value

restricted-role Spanning-tree Restricted Role
restricted-tcn Spanning-tree Restricted Topology Change

detail - Displays in detail about the port and bridge

Mode
Privileged EXEC Mode

Example:

Single Instance:

SMIS# show spanning-tree interface gigabitethernet
Role State Cost Prio Type

Root Forwarding 2000000 128 SharedLan

SMIS# show spanning-tree interface gigabitethernet

Port cost is 2000000

SMIS# show spanning-tree interface gigabitethernet

Port Priority is 128

SMIS# show spanning-tree interface gigabitethernet

PortFast is disabled

0/1

0/1 cost

0/1 priority

0/1 portfast
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SMIS# show spanning-tree interface gigabitethernet 0/1 rootcost

Root Cost is 2000000

SMIS# show spanning-tree interface gigabitethernet 0/1 state

Forwarding

SMIS# show spanning-tree interface gigabitethernet 0/1 stats
Statistics for Port Gi0O/1

Number of Transitions to forwarding State : 1

Number of RSTP BPDU Count received : 1692

Number of Config BPDU Count received : 9

Number of TCN BPDU Count received : 0O

Number of RSTP BPDU Count Transmitted : 735

Number of Config BPDU Count Transmitted : 11

Number of TCN BPDU Count Transmitted : O

Number of Invalid BPDU Count Transmitted : O

Port Protocol Migration Count : 1

SMIS# show spanning-tree interface gigabitethernet 0/1 detail
Port 1 [Gi0/1] is Root , Forwarding

Port PathCost 2000000, Port Priority 128, Port Identifier 128.1
Designated Root has priority 8192, address 00:01:02:03:04:21
Designated Bridge has priority 8192, address 00:01:02:03:04:21
Designated Port Id is 128.1, Designated PathCost O

No of Transitions to forwarding State :1

PortFast is disabled
Link Type is Shared
BPDUs : sent 735 , recieved 1729

SMIS# show spanning-tree interface fast 0/1 restricted-role

Restricted Role is Disabled

SMIS# show spanning-tree interface fast 0/1 restricted-tcn

Restricted TCN is Disabled
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Multiple Instance:

SMIS# show spanning-tree interface gigabitethernet 0/1
Switch - default

Role State Cost Prio Type

Root Forwarding 2000000 128 SharedLan

SMIS# show spanning-tree interface gigabitethernet 0/1 cost
Port cost is 2000000
Switch - default

SMIS# show spanning-tree interface gigabitethernet 0/1 priority
Switch - default

Port Priority is 128

SMIS# show spanning-tree interface gigabitethernet 0/1 portfast
Switch - default
PortFast is disabled

SMIS# show spanning-tree interface gigabitethernet 0/1 rootcost
Switch - default
Root Cost is 2000000

SMIS# show spanning-tree interface gigabitethernet 0/1 state
Switch - default

Forwarding

SMIS# show spanning-tree interface gigabitethernet 0/1 stats
Switch - default

Statistics for Port GiO/1

Number of Transitions to forwarding State : 1

Number of RSTP BPDU Count received : 1692

Number of Config BPDU Count received : 9

Number of TCN BPDU Count received : 0O

Number of RSTP BPDU Count Transmitted : 735

Number of Config BPDU Count Transmitted : 11

Number of TCN BPDU Count Transmitted : O
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Number of Invalid BPDU Count Transmitted : O

Port Protocol Migration Count : 1

SMIS# show spanning-tree interface gigabitethernet 0/1 detail
Switch - default

Port 1 [Gi0/1] is Root , Forwarding

Port PathCost 2000000, Port Priority 128, Port Identifier 128.1
Designated Root has priority 8192, address 00:01:02:03:04:21
Designated Bridge has priority 8192, address 00:01:02:03:04:21
Designated Port Id is 128.1, Designated PathCost 0

No of Transitions to forwarding State :1

PortFast is disabled

Link Type is Shared

BPDUs : sent 735 , recieved 1729

SMIS# show spanning-tree interface fast 0/1 restricted-role
Switch - default
Restricted Role is Disabled

SMIS# show spanning-tree interface fast 0/1 restricted-tcn
Switch - default

Restricted TCN is Disabled

Enter each interface separated by a space. Ranges are not supported. Valid interfaces

include physical ports, VLANSs, and port channels.

Related Commands

spanning-tree - Properties of an interface - Sets spanning tree properties of an
interface

spanning-tree mst- Properties of an interface for MSTP - Sets the spanning
tree properties of an interface for MSTP

show spanning-tree - Detail - Displays detailed spanning tree information

show spanning-tree - Active - Displays spanning tree information of active ports

clear spanning-tree detected protocols - Restarts the protocol migration process on
all the interfaces

clear spanning-tree counters - Resets all bridge and port level statistics counters
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9.27 show spanning-tree root

This command displays Spanning-tree root information.

show spanning-tree root [{ address | cost | forward-time | hello-time |

id | max-age | port | priority | detail }]

Syntax Description
Address - Root bridge MAC address

Cost - Cost value associated with the port

forward-time - Root bridge forward time

hello-time - Root bridge hello time

id - Root bridge ID

max-age - Root bridge Max age

port - Root port

priority - Root bridge priority

detail - Displays in detail about the port and bridge. This includes designated Bridge details,

designated port details, timer values, root bridge, etc

Mode
Privileged EXEC Mode

Example:

Single Instance:

SMIS# show spanning-tree root

Root ID RootCost HelloTime MaxAge FwdDly RootPort

80:00:00:01:02:03:04:11 0 2 20 15 O

SMIS# show spanning-tree root address

Root Bridge Address is 00:01:02:03:04:11

SMIS# show spanning-tree root cost

Root Cost is 2000000

SMIS# show spanning-tree root forward-time

Forward delay is 15 sec
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SMIS# show spanning-tree root id

Root Bridge Id is 80:00:00:01:02:03:04:11

SMIS# show spanning-tree root hello-time

Hello Time is 2 sec

SMIS# show spanning-tree root id

Root Bridge Id is 80:00:00:01:02:03:04:11

SMIS# show spanning-tree root max-age

Root MaxAge is 20

SMIS# show spanning-tree root port

Root Port is 1

SMIS# show spanning-tree root priority

Root Priority is 32768

SMIS# show spanning-tree root detail

We are the root of the Spanning Tree

Root Id Priority 32768

Address 00:01:02:03:04:11

Cost O

Port O

Hello Time 2 Sec, Max Age 20 Sec, Forward
Delay 15 Sec

Multiple Instance:

SMIS# show spanning-tree root

Switch - default

Instance Root ID RootCost MaxAge FwdDly RootPort
MST00 80:00:00:01:02:03:04:01 0 20 15 O

Switch - custl

Instance Root ID RootCost MaxAge FwdDly RootPort
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MSTO0O 00:00:00:01:02:03:04:04 200000 20 15 Gi0/2

Related Commands

spanning-tree timers - Sets the spanning tree Timers

spanning-tree priority - Sets the Bridge Priority for the spanning tree only in steps of
4096

show spanning-tree - Detail - Displays detailed spanning tree information
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9.28 show spanning-tree bridge

This command displays the spanning-tree configuration of the bridge.

show spanning-tree bridge [{ address | forward-time

maxage | protocol | priority | detail }]

Syntax Description
Address - Bridge Address

forward-time - Bridge Forward Time
hello-time - Bridge Hello Time

id - Bridge ID

max-age - Bridge Max Age

protocol - Spanning tree Protocol
priority - Bridge Priority

detail - Bridge Detall

Mode
Privileged EXEC Mode

Example:

Single Instance:
SMIS# show spanning-tree bridge address
Bridge Address is 00:01:02:03:04:21

SMIS# show spanning-tree bridge forward-time

Bridge Forward delay is 15 sec

SMIS# show spanning-tree bridge

Bridge ID HelloTime MaxAge FwdDly Protocol

80:00:00:01:02:03:04:21 2 20 15 rstp

SMIS# show spanning-tree bridge hello-time

hello-time | id |
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Bridge Hello Time is 2 sec

SMIS# show spanning-tree bridge id
Bridge ID is 80:00:00:01:02:03:04:21

SMIS# show spanning-tree bridge max-age

Bridge Max Age is 20 sec

SMIS# show spanning-tree bridge protocol
Bridge Protocol Running is RSTP

SMIS# show spanning-tree bridge priority
Bridge Priority is 32768

SMIS# show spanning-tree bridge detail
Bridge Id Priority 32768,

Address 00:01:02:03:04:21

Hello Time 2 sec, Max Age 20 sec, Forward

Delay 15 sec

Multiple Instance:

SMIS# show spanning-tree bridge

Switch - default

MST Instance Bridge ID MaxAge FwdDly Protocol
MSTO0 O :00:00:01:02:03:04:01 20 15 mstp
Switch - custl

MST Instance Bridge ID MaxAge FwdDly Protocol

MSTOO O :00:00:01:02:03:04:02 20 15 mstp

SMIS# show spanning-tree bridge address
Switch - default

MSTO0 00:01:02:03:04:01

Switch - custl

MSTO00 00:01:02:03:04:0

Related Commands
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spanning-tree timers - Sets the spanning tree Timers
spanning-tree mode - Sets the spanning tree operating mode
show spanning-tree - Detail - Displays detailed spanning tree information

show spanning-tree - Active - Displays spanning tree information of active ports
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9.29 show spanning-tree mst - CIST or

specified mst Instance

This command displays multiple spanning tree information for the CIST (Common Internal

Spanning Tree) Instance or specified MST Instance.
show spanning-tree mst [<instance-id(1-16)>] [detail]

Syntax Description
instance-id - Range of Spanning tree instances

detail - Spanning tree mst instance specific details

Mode
Privileged EXEC Mode

Example:

Single Instance:

SMIS# show spanning-tree mst 1

## MSTO1

Vlans mapped: 2

Bridge Address 00:01:02:03:04:11 Priority 32768
Root Address 00:01:02:03:04:11 Priority 32768
Root this switch for MSTOl

Interface Role Sts Cost Prio.Nbr Type

Gi0/1 Master Forwarding 2000000 128.1 SharedLan

SMIS# show spanning-tree mst 1 detail

## MSTO1

Vlans mapped: 2

Bridge Address 00:01:02:03:04:11 Priority 32768
Root Address 00:01:02:03:04:11 Priority 32768
Root this switch for MSTO1

Gi0/1 of MSTOl is Master , Forwarding

Port info port id 128.1 priority 128 cost 2000000
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Designated root address 00:01:02:03:04:11 priority 32768
cost O

Designated bridge address 00:01:02:03:04:11 priority 32768
port id 128.1

Multiple Instance:

SMIS# show spanning-tree mst 1

Switch - default

## MSTO1

Vlans mapped: 2

Bridge Address 00:01:02:03:04:11 Priority 32768
Root Address 00:01:02:03:04:11 Priority 32768
Root this switch for MSTO1

Interface Role Sts Cost Prio.Nbr Type

Gi0/1 Master Forwarding 2000000 128.1 SharedLan
The option mst is available only when MSTP is the operational mode

of the spanning tree.

Related Commands

instance - Maps VLANS to an MST instance

spanning-tree priority - Sets the Bridge Priority for the spanning tree only in steps of

4096

spanning-tree mst- Properties of an interface for MSTP - Sets the spanning

tree properties of an interface for MSTP

Release : 1.1i

252 /1035



Supermicro Intelligent Switch Command Line Interface User Guide

9.30 show spanning-tree mst

configuration

This command displays multiple spanning tree instance configuration.
show spanning-tree mst configuration

Syntax Description

Mode
Privileged EXEC Mode

Example:

Single Instance:

SMIS# show spanning-tree mst configuration
Name [fsoft]

Revision 2

Instance Vlans mapped

0 1,3-1024,1025-2048,2049-3072,

3073-4069

12

Multiple Instance:

SMIS# show spanning-tree mst configuration
Switch - default

Name [00:01:02:03:04:01]

Revision O

Instance Vlans mapped

Switch - custl
Name [00:01:02:03:04:02]
Revision 0

Instance Vlans mapped

Release : 1.1i 253 /1035



Supermicro Intelligent Switch Command Line Interface User Guide

Related Commands
name - Sets Configuration name
revision - Sets the configuration revision number

instance - Maps VLANS to an MST instance
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9.31 show spanning-tree mst - Port

Specific Configuration

This command displays multiple spanning tree port specific configuration.

show spanning-tree mst [<instance-id(1-16)>] interface <interface-type>

<interface-id> [{ stats | hello-time | detail }]

Syntax Description

instance-id - Range of spanning tree instances

interface - Details about a particular interface

stats - Displays the input and output packets by switching path for the interface

hello-time - Determines how often the switch broadcasts its hello message to other switches
when it is the root of the spanning tree

detail - Detailed multiple spanning tree port specific configuration

Mode
Privileged EXEC Mode

Example:

SMIS# show spanning-tree mst 1 interface gigabitethernet 0/1
Instance Role Sts Cost Prio.Nbr

1 Master Forwarding 2000000 128.1

SMIS# show spanning-tree mst 1 interface gigabitethernet 0/1
stats

MSTO01 Bpdus sent 2, Received 0

SMIS# show spanning-tree mst 1 interface gigabitethernet 0/1
hello-time
MSTO1 2

SMIS# show spanning-tree mst 1 interface gigabitethernet 0/1
detail

Gi0/1 of MSTOl is Master , Forwarding
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Port info port id 128.1 priority 128 cost

2000000

Designated root address 00:01:02:03:04:11 priority 32768
cost O

Designated bridge address 00:01:02:03:04:11 priority 32768
port id 128.1

Related Commands

instance - Maps VLANS to an MST instance

spanning-tree mst hello-time - Sets the port based hello timer value
spanning-tree - Properties of an interface - Sets spanning tree properties of an
interface

show customer spanning-tree — Displays the detailed customer spanning information
show spanning-tree mst - CIST or specified mst Instance- Displays multiple
spanning tree information for the CIST Instance or specified MST Instance

show spanning-tree interface - Displays Spanning-tree port configuration

clear spanning-tree detected protocols - Restarts the protocol migration process on
all the interfaces

clear spanning-tree counters - Resets all bridge and port level statistics counters
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10 PNAC

PNAC (Port Based Network Access Control) is a portable implementation of the IEEE Std 802.1x

PNAC. It can be used in both LAN Switches and Wireless LAN Access Points for providing

security services. When used in LAN Switches, it offers access control to protected resources

existing in the switched network. When used in WLAN Access Points, it not only provides

authentication of the WLAN stations, but also improves the security by making use of the

periodically exchanged key for encrypting the data. PNAC can be very easily ported to different

RTOS environments and interfaced to different switch hardware.

The list of CLI commands for the configuration of PNAC is as follows:

dotlx system-auth-control

aaa authentication dotlx default

dotlx local-database

set nas-id
dotl1x default
dotlx max-req
dotlx max-start

dotlx reauthentication

dotlx timeout

dotlx port-control

dotlx access-control

dotlx control-direction

dotlx re-authenticate

shutdown dotlx

debug dotlx

show dotlx

Release : 1.1i

257/ 1035



Supermicro Intelligent Switch Command Line Interface User Guide

10.1 dotlx system-auth-control

This command enables dotlx in the switch and the no form of this command disables dotlx in the

switch.
dotlx system-auth-control

no dotlx system-auth-control

Mode
Global Configuration Mode

Defaults

dotlx is enabled

Example:

SMIS (config)# dotlx system-auth-control

It is required to enable authentication, authorization, and accounting (AAA) and specify the
authentication method before enabling 802.1x globally.

802.1x can be enabled on interfaces, which have Port-channel configured.

Related Commands

shutdown dotlx - Shuts down dotlx capability

show dotlx - Displays dotlx information
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10.2 aaa authentication dotlx default

This command enables the dotlx local authentication or RADIUS server based remote
authentication

method for all ports.
aaa authentication dotlx default { group radius | local}

Syntax Description
group radius - RADIUS server based authentication

local - Local authentication

Mode
Global Configuration Mode

Defaults

local

Example:

SMIS (config)# aaa authentication dotlx default group radius

Only one method can be specified at a time. The 1st method specified will be used and the rest

discarded if more than one are typed in.

Related Commands

radius-server host - Specifies RADIUS query parameters

dotlx local-database - Configures the dotlx authentication server database with user
name and password

show dotlx - Displays dotlx detailed information
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10.3 dotlx local-database

This command configures the dotlx authentication server database with user name and
password and the no form of the command deletes an entry from the dotlx authentication server
database.

dotlx local-database <username> password <password> permission {allow |
deny} [<auth-timeout (value(1-7200))>] [interface <interface-type>

<interface-list>]
no dotlx local-database username

Syntax Description

Username - User name

Password - Password

Permission - Specifies whether the user must be allowed /denied access on a set of ports
auth-timeout - Number of seconds between authentication attempts

interface - Port list of the interface on which dotlx authentication can be applied

Mode
Global Configuration Mode

Defaults
Permission - allow

interface-list - all the physical interfaces
Example:

SMIS (config)# dotlx local-database fsoft password adminl23

permission allow auth-timeout 6000

The command adds users to the local database only for local authentication.

The auth-timeout parameter represents the time in seconds after which the access to the port is
denied for the user. When the timeout value is 0, the authenticator uses the re-authentication

period of the authenticator port.

If the port list is not configured, the user will be allowed/denied access on all the ports.
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Related Commands
aaa authentication dotlx default - Enables the dotlx local authentication

show dotlx - Displays dotlx local database information
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10.4 set nas-id

This command sets the dotlx network access server id.
set nas-id <identifier>

Syntax Description

identifier - Itis a string length of 16 that specifies dotlx network access server ID

Mode
Global Configuration Mode

Defaults
fsNas1

Example:
SMIS (config) #set nas-id Identifier

Network Access Server Identifier is set in the RADIUS packets sent to the Remote Aut

Server.

Related Command

show dotlx - Displays dotlx information

hentication
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10.5 dotlx default

This command configures dotlx with default values for this port.
dotlx default

Mode
Interface Configuration Mode

Defaults

Per-interface 802.1X protocol enable state - Enabled (force-authorized)
Periodic reauthentication - Disabled

Number of seconds between reauthentication attempts - 3600 seconds
Quiet period - 60 seconds

Retransmission time - 30 seconds

Maximum retransmission number - 2 times

Client timeout period - 30 seconds

tx period - 30 seconds

Authentication server timeout period - 30 seconds

Example:
SMIS (config-if)# dotlx default

Related Command

show dotlx - Displays dotlx interface information
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10.6 dotlx max-req

This command sets the maximum number of EAP (Extensible Authentication Protocol) retries to
the client before restarting authentication process and the no form of the command sets the
maximum number of EAP retries to the client to default value.

dotlx max-req <count(1-10)>

no dotlx max-req

Mode
Interface Configuration Mode

Defaults
Count -2

Example:
SMIS (config-if)# dotlx max-req 5

The default value of this command must be changed only to adjust for unusual circumstances

such as unreliable links or specific behavioral problems with RADIUS server/local clients.

Related Command

show dotlx - Displays dotlx information
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10.7 dotlx max-start

This command sets the maximum number of EAPOL retries to the authenticator and the no form

of the command sets the maximum number of EAPOL retries to the authenticator to default value.
dotlx max-start <count (1-65535)>

no dotlx max-start

Mode
Interface Configuration Mode

Defaults
3

Example:
SMIS (config-if)# dotlx max-start 2

Related Command

show dotlx - Displays dotlx information
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10.8 dotlx reauthentication
This command enables periodic re-authentication from authenticator to client and the no form of
the command disables periodic re-authentication from authenticator to client.

dotlx reauthentication

no dotlx reauthentication

Mode
Interface Configuration Mode

Defaults

Periodic re-authentication is disabled

Example:

SMIS (config-if)# no dotlx reauthentication

The amount of time between periodic re-authentication attempts can be configured by using the

dotlx timeout reauth-period interface configuration command.

Related Commands
dotlx default - Configures dotlx with default values for this port
dotlx timeout - Sets the dotlx timers

show dotlx - Displays dotlx information
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10.9 dotlx timeout

This command sets the dotlx timers and the no form of the command sets the dotlx timers to the
default values.

dotlx timeout {quiet-period <value (0-65535)> | {reauth-period |
servertimeout | supp-timeout | tx-period | start-period | held-period |

auth-period }<value (1-65535)>}

no dotlx timeout {quiet-period | reauth-period | server-timeout | supp-

timeout | tx-period | start-period | held-period | auth-period}

Syntax Description

quiet-period - Number of seconds that the switch remains in the quiet state following a failed
authentication exchange with the client

reauth-period - Number of seconds between re-authentication attempts

server-timeout - Number of seconds that the switch waits for the retransmission of packets
by the switch to the authentication server

supp-timeout - Number of seconds that the switch waits for the retransmission of packets by
the switch to the client

tx-period - Number of seconds that the switch waits for a response to an EAP-request/identity
frame from the client before retransmitting the request

start-period - Number of seconds that the supplicant waits between successive retries to the
authenticator

held-period - Number of seconds that the supplicant waits before trying to acquire the
authenticator

auth-period - Number of seconds that the supplicant waits before timing-out the authenticator

Mode
Interface Configuration Mode

Defaults

quiet-period - 60 seconds
reauth-period - 3600 seconds
server-timeout - 30 seconds
supp-timeout - 30 seconds

tx-period - 30 seconds
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start-period - 30 seconds
held-period - 60 seconds

auth-period - 30 seconds

Example:

SMIS (config-if)# dotlx timeout quiet-period 30
SMIS (config-if)# dotlx timeout supp-timeout 25

Only one timer can be configured using this command, that is, the user can configure either the

quiet-period or tx-period, but not both.

Related Commands

dotlx default - Configures dotlx with default values for this port

dotlx max-req - Setsthe maximum number of EAP retries to the client before restarting
authentication process

dotlx reauthentication - Enables periodic re-authentication of the client

show dotlx - Displays dotlx information
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10.10 dotlx port-control

This command configures the authenticator port control parameter and the no form of the

command sets the authenticator port control state to force authorized.
dotlx port-control {auto|force-authorized|force-unauthorized}
no dotlx port-control

Syntax Description

force-authorized - All the traffic will be allowed without any restrictions
forceunauthorized - All the traffic over the interface will be blocked

auto - Enables 802.1x authentication on the interface and cause the port to transition to the
authorized or unauthorized state based on the 802.1x authentication exchange between the

server and the client

Mode
Interface Configuration Mode

Defaults

force-authorized

Example:

SMIS (config-if)# dotlx port-control auto
The auto keyword can be used only if the port is not configured.

The 802.1x protocol is supported on both Layer 2 static-access ports and Layer 3 routed ports.

Related Commands
dotlx default - Configures dotlx with default values for this port

show dotlx - Displays dotlx information
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10.11 dotlx access-control

This command configures the supplicant access control and the no form of the command sets the

access control to inactive.
dotlx access-control {active | inactive}

no dotlx access-control

Syntax Description
active - The port status is the combined port status of the authenticator and supplicant

inactive - The port status is the port status of authenticator

Mode
Interface Configuration Mode

Defaults

inactive

Example:

SMIS (config-if)# dotlx access-control active

Related Command

show dotlx - Displays dotlx information

Release : 1.1i 270/ 1035



Supermicro Intelligent Switch Command Line Interface User Guide

10.12 dotlx control-direction

This command configures port control direction and the no form of the command sets the
authenticator port control direction to both.

dotlx control-direction {in | both}

no dotlx control-direction

Syntax Description
in - Authentication control is imposed only on the incoming packets

both - Authentication control is imposed on both incoming and outgoing packets

Mode
Interface Configuration Mode

Defaults
both

Example:

SMIS (config-if)# dotlx control-direction in

Related Command

show dotlx - Displays dotlx information
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10.13 dotlx re-authenticate

This command initiates re-authentication of all dot1x-enabled ports or the specified dot1x-enabled
port.

dotlx re-authenticate [interface <interface-type><interface-id>]

Syntax Description

Interface - Port number of the interface to re-authenticate

Mode
Privileged EXEC Mode

Example:

SMIS# dotlx re-authenticate interface fastethernet 0/1

The command re-authenticates a client without waiting for the configured number of seconds

between re-authentication attempts (re-authperiod) and automatic reauthentication.

If no interface is specified, reauthentication is initiated on all dot1x ports.

Related Command

show dotlx - Displays dotlx information
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10.14 shutdown dotlx

This command shuts down dot1x capability and the no form of the command starts and enables
dotlx capability.

shutdown dotlx

no shutdown dotlx

Mode
Global Configuration Mode

Example:
SMIS (config)# shutdown dotlx

When shutdown, all resources acquired by dotlx Module are released to the system.

Related Commands
dotlx system-auth-control - Enables dotlx in the switch

show dotlx - Displays dotlx information
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10.15 debug dotlx

This command enables debugging of dotlx module and the no form of the command disables
debugging of dotlx module.

debug dotlx {all | errors | events | packets | state-machine |

redundancy}

no debug dotlx {all | errors | events | packets | state-machine |

redundancy}

Syntax Description

all - All dotlx debug messages

errors - dotlx error code debug messages

events - dotlx event debug messages

packets - dotlx packet debug messages

state-machine - State-machine related-event debug messages

redundancy - Redundancy related debug messages

Mode
Privileged EXEC Mode

Defaults

Events Debugging is enabled

Example:
SMIS# debug dotlx all

A four byte integer is used for enabling the level of tracing. Each BIT in the four byte

integer, represents a particular level of Trace.

Related Command

show dotlx - Displays dotlx information
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10.16 show dotlx

This command displays dotlx information.

show dotlx [{ interface <interface-type> <interface-id> | statistics
interface <interface-type> <interface-id> | supplicant-statistics
interface <interfacetype> <interface-id>|local-database | mac-info
[address <aa.aa.aa.aa.aa.aa>] | mac-statistics [address

<aa.aa.aa.aa.aa.aa>] | all }]

Syntax Description

interface - dotlx status for the specified interface

statistics interface - dotlx authenticator statistics for the switch or the specified
interface

supplicantstatistics interface - dotlx supplicant statistics for the switch or the
specified interface

local-database - dotlx authentication server database with user name and password
mac-info - dotlx MAC session

mac-statistics - dotlx MAC statistic

all - dotlx status for all interfaces

Mode
Privileged EXEC Mode

Example:

SMIS# show dotlx

Sysauthcontrol = Enabled

Dotlx Protocol Version = 1

Dotlx Oper Controlled Directions = Both
Dotlx Admin Controlled Directions = Both
Dotlx Authentication Method = Local

Nas ID = fsNasl

SMIS# show dotlx local-database

Pnac Authentication Users Database
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Protocol : 4

Timeout : 0 seconds

Ports : Gi0/1, Gio0/2, Gi0/3, Gi0/4, Gi0/5, Gi0/6, Gi0/7,

Gio/8, Gi0/9,

Gio/10, Gio0/11, Gio/12, Gi0/13, Gi0/14, Gi0/15, GiO/le6, Gi0/17,
Gi0/18, Gi0/19,

Gi0/20, Gi0/21, Gi0/22, Gi0/23, Gi0/24

Permission : Allow

SMIS# show dotlx all

When access-control is made inactive for Gi0/1 and Gi0/2:
Dotlx Info for GiO/1

PortStatus = AUTHORIZED

AccessControl = INACTIVE

AuthSM State

FORCE AUTHORIZED

BendSM State INITIALIZE
AuthPortStatus = AUTHORIZED
ControlDirection = BOTH

MaxReq = 2

Port Control = Force Authorized
QuietPeriod = 60 Seconds
Re-authentication = Disabled

ReAuthPeriod = 3600 Seconds
ServerTimeout = 30 Seconds
SuppTimeout = 30 Seconds

Tx Period = 30 Seconds
Dotlx Info for Gi0/2
PortStatus = AUTHORIZED
AccessControl = INACTIVE
AuthSM State

INITIALIZE
BendSM State = INITIALIZE
AuthPortStatus = AUTHORIZED
ControlDirection = BOTH

MaxReq = 2
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Port Control = Force Authorized

QuietPeriod = 60 Seconds

Re-authentication = Disabled

ReAuthPeriod = 3600 Seconds

ServerTimeout = 30 Seconds

SuppTimeout = 30 Seconds

Tx Period = 30 Seconds

If access-control for only GiO/1 is made active then display will
be as given below:

Dotlx Info for GiO/1

PortStatus = UNAUTHORIZED

AccessControl = ACTIVE

AuthSM State = CONNECTING

SuppSM State = AUTHENTICATED

BendSM State = IDLE

AuthPortStatus

UNAUTHORIZED
SuppPortStatus = AUTHORIZED
ControlDirection = BOTH
MaxReq = 2

Port Control = Auto
QuietPeriod = 60 Seconds
Re-authentication = Disabled
ReAuthPeriod = 3600 Seconds
ServerTimeout = 30 Seconds
SuppTimeout = 30 Seconds

Tx Period = 30 Seconds

Start Period = 30 Seconds
Held Period = 60 Seconds
Auth Period = 30 Seconds
Dotlx Info for Gi0/2
PortStatus = AUTHORIZED
AccessControl = INACTIVE
AuthSM State = INITIALIZE
BendSM State = INITIALIZE
AuthPortStatus = AUTHORIZED
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ControlDirection = BOTH

MaxReq = 2

Port Control = Force Authorized
QuietPeriod = 60 Seconds
Re-authentication = Disabled

ReAuthPeriod = 3600 Seconds
ServerTimeout = 30 Seconds
SuppTimeout = 30 Seconds

Tx Period = 30 Seconds

SMIS# show dotlx statistics interface gigabitethernet 0/1
PortStatistics Parameters for Dotlx

TxReqgId = 1

TxRegq = 0

TxTotal = 1

Il
o

RxStart
RxLogoff = 0
RxRespId = O
RxResp = 0

RxInvalid = 0
RxLenErr = 0
RxTotal = 0

RxVersion = 0

LastRxSrcMac = 00:00:00:00:00:00

SMIS# show dotlx supplicant-statistics interface gigabitethernet 0/1
PortStatistics Parameters for Dotlx-Supplicant

TxStart = 2

TxRespId = 0

TxResp = 0

TxLogoff

Il
o

TxTotal = 2

Il
o

RxReqgId
RxReqg = 0
RxInvalid

Il
o
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RxLenErr = 0
RxTotal = 0
RxVersion = 0

LastRxSrcMac = 00:00:00:00:00:00

If an interface is not specified, global parameters and a summary appear.

Expressions are case sensitive.

If address is not specified for mac-info and mac-statistics, then this command displays the MAC

sessions and MAC statistics of all the supplicant MAC addresses.

Related Command

dotlx default - Configures dotlx with default values for that port.

Release : 1.1i 279 /1035



Supermicro Intelligent Switch Command Line Interface User Guide

11 RADIUS

RADIUS (Remote Authentication Dial-In User Service), widely used in network environments, is a
client/server protocol and software that enables remote access servers to communicate with a
central server to authenticate dial-in users and authorize their access to the requested system or
service. It is commonly used for embedded network devices such as routers, mode

servers, switches, etc. RADIUS

is currently the de-facto standard for remote authentication. It is very prevalent in both new and
legacy systems. It is used for several reasons:
o RADIUS facilitates centralized user administration.

¢ RADIUS consistently provides some level of protection against an active attacker.

The list of CLI commands for the configuration of RADIUS is as follows:

radius-server host

debug radius

show radius server

show radius statistics
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11.1 radius-server host

This command configures the RADIUS client with the parameters (host, timeout, key, retransmit)

and the no form of the command deletes RADIUS server configuration.

radius-server host <ip-address> [timeout <1-120>] [retransmit <1-254>]

key <secret-key-string>
no radius-server host <ip address>

Syntax Description

timeout - The time period in seconds for which a client will wait for a response from the server
before re-transmitting the request.

Retransmit - The maximum number of attempts the client undertakes to contact the server
key - Per-server encryption key. Specifies the authentication and encryption key for all RADIUS

communications between the authenticator and the RADIUS server. The string length is 46.

Mode
Global Configuration Mode

Defaults
Timeout - 3 seconds
Retransmit - 3 attempts

Key - empty string

Example:

SMIS (config)# radius-server host 10.0.0.1 key pass

Related Commands

aaa authentication dotlx default - Enables the dotlx local authentication or RADIUS
server based remote authentication method for all ports

show radius server - Displays RADIUS server configuration

show radius statistics - Displays RADIUS statistics
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11.2 debug radius

This command enables RADIUS debugging options and the no form of the command disables

RADIUS debugging options.

debug radius {all | errors | events | packets |

no debug radius

Syntax Description

all - All the RADIUS server messages

errors - Error code debug messages

events - Events related messages

packets - Packets related messages
responses - Server response related messages

timers - Timer module related messages

Mode
Privileged EXEC Mode

Defaults

Debugging is Disabled

Example:
SMIS# debug radius all

Related Command

show radius server - Displays RADIUS server configuration

responses

timers}
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11.3 show radius server

This command displays RADIUS server configuration.

show radius server

Mode
Privileged EXEC Mode

Example:

SMIS# show radius server
Radius Server Host Information
Index : 1

Server address : 10.0.0.1
Shared secret : adminl23
Radius Server Status : Enabled
Response Time : 20

Maximum Retransmission : 8

Related Command

radius-server host - Configures the RADIUS client with the parameters
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11.4 show radius statistics

This command displays RADIUS Server Statistics.
show radius statistics

Mode
Privileged EXEC Mode

Example:

SMIS# show radius statistics
Radius Server Statistics

Index : 1

Radius Server Address : 10.0.0.1
UDP port number : 1812

Round trip time : O

No of request packets : 8

No of retransmitted packets : 80
No of access-accept packets : O

No of access-reject packets : O

No of access-challenge packets : 0
No of malformed access responses : 0
No of bad authenticators : O

No of pending requests : 97

No of time outs : 89

No of unknown types : O

Related Command

radius-server host - Configures the RADIUS client with the parameters
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12 TACACS

TACACS (Terminal Access Controller Access Control System), widely used in network
environments, is a client/server protocol that enables remote access servers to communicate with
a central server to authenticate dial-in users and authorize their access to the requested system
or service. It is commonly used for providing Network Access Security (NAS). NAS ensures
secure access from remotely connected users. TACACS implements the TACACS Client and

provides the Authentication, Authorization and Accounting (AAA) functionalities.

TACACS is used for several reasons:
e Facilitates centralized user administration.
e Uses TCP for transport to ensure reliable delivery.
e Supports inbound authentication, outbound authentication and change password request
for the

e Authentication service.

e Provides some level of protection against an active attacker.

The list of CLI commands for the configuration of TACACS is as follows:

tacacs-server host

tacacs use-server address

tacacs-server retransmit

aaa authentication tacacs

aaa authorization group tacacs

debug tacacs

show tacacs
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12.1 tacacs-server host

This command configures the TACACS server with the parameters (host, timeout, key). The no

form of the command deletes server entry from the TACACS server table.

tacacs-server host <ip-address> [single-connection] [port <TCP port>]

[timeout <time out in seconds>] [key <secret key>]

no tacacs-server host <ip-address>

Syntax Description

single-connection - Establishes Single TCP connection to communicate with TACACS
Server

port - TCP Port number

timeout - The time period in seconds for which a client will wait for a response from the server
before closing the connection

key - Per-server encryption key. Specifies the authentication and encryption key for all TACACS

communications between the authenticator and the TACACS server. The string length is 64.

Mode
Global Configuration Mode

Defaults
Port - 40

Timeout - 5 seconds

Example:

SMIS (config)# tacacs-server host 10.0.0.100 key SuperMicroTACACS

Related Commands

show tacacs - Displays the statistical log information and server for TACACS client
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12.2 tacacs use-server address

This command selects a server from the list of servers maintained in the TACACS client and
makes the TACACS client to use the specified server. The no form of the command disables the
configured TACACS active server.

tacacs use-server address<ip-address>

no tacacs use-server

Mode
Global Configuration Mode

Example:

SMIS (config)# tacacs use-server address 10.0.0.100

Related Commands

show tacacs - Displays the statistical log information and server for TACACS client
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12.3 tacacs-server retransmit

This command specifies the number of times the client searches the active server from the list of
servers maintained in the TACACS client, when active server is not configured. The no form of
the command sets the default retries.

tacacs-server retransmit <1-100>

no tacacs-server retransmit

Mode
Global Configuration Mode

Example:

SMIS (config)# tacacs-server retransmit 3
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12.4 aaa authentication tacacs

This command selects the authentication method used for transmitting a password to the
TACACS server. The default method used is pap. The “no” form of the command selects the
default method pap.

aaa authentication tacacs { chap | pap }

no aaa authentication tacacs

Mode
Global Configuration Mode

Default
pap

Example:

SMIS (config)# aaa authentication tacacs chap

Related Commands

show running-config - Displays the currently running configuration
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12.5 aaa authorization group tacacs

This command configures the switch to receive and process a privilege level from the TACACS+
server. By default the switch does not request and use the privilege level from TACACS+ server.
The “no” form of this command makes the switch not request and use the privilege level from
TACACS+ server.

aaa authorization group tacacs

no aaa authorization group tacacs

Mode
Global Configuration Mode

Default
No authorization.

Example:

SMIS (config)# aaa authorization group tacacs

Related Commands

show running-config - Displays the currently running configuration
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12.6 debug tacacs

This command sets the debug trace level for TACACS client module. The no form of the

command disables the debug trace level for TACACS client module.
debug tacacs { all | info | errors | dumptx | dumprx }
no debug tacacs

Syntax Description

all - All TACACS debug messages

info - TACACS Server information messages
errors - Error code debug messages
dumptx - Transmitted packet dump messages

dumprx - Received packet dump messages

Mode
Privileged EXEC Mode

Defaults

Debugging is Disabled

Example:
SMIS# debug tacacs all
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12.7 show tacacs

This command displays the statistical log information and server for TACACS+ client.

show tacacs

Mode
Privileged EXEC Mode

Example:

SMIS# show tacacs

Server : 1

Address : 10.0.0.5

Single Connection : no

TCP port : 49

Timeout : 5

Secret Key : SuperMicroTACACS
Server : 2

Address : 12.0.0.5

Single Connection : no

TCP port : 49

Timeout : 5

Secret Key : SuperMicroTACACS
Client uses server: 12.0.0.5
Authen. Starts sent : O
Authen. Continues sent : 0
Authen. Enables sent : 0

Authen. Aborts sent : 0

Authen. Pass rvcd. : O
Authen. Fails rcvd. : O
Authen. Get User rcvd. : O
Authen. Get Pass rcvd. : O
Authen. Get Data rcvd. : O
Authen. Errors rcvd. : O
Authen. Follows rcvd. : O
Authen. Restart rcvd. : O
Authen. Sess. timeouts : 0

Author. Requests sent : 0
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Author.
Author.
Author.
Author.

Author

Author.

Acct.
Acct.
Acct.
Acct.
Acct.
Acct.
Acct.
Malfor
Socket

Connec

Pass Add rcvd. : 0
Pass Repl rcvd : O
Fails rcvd. : O
Errors rcvd. : O
Follows rcvd. : O
Sess. timeouts : 0
start regs. sent : 0
WD regs. sent : O

Stop regs. sent : 0
Success rcvd. : 0
Errors rcvd. : O
Follows rcvd. : O
Sess. timeouts : 0
med Pkts. rcvd. : O
failures : O

tion failures : O

Related Commands

tacacs

-server host - Configures the TACACS server with the parameters

tacacs use-server address - Selects a server from the list of servers maintained in the

TACACS client and makes the TACACS client to use the specified server
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13 Link Aggregation (LA)

Link Aggregation (LA) is a method of combining multiple parallel physical connections into a
single logical connection(trunk), thus allowing increased bandwidth for a particular network path
beyond what a single connection could sustain. By taking multiple LAN connections and treating
them as a unified, aggregated link, practical benefits in many applications can be achieved. For
example, link aggregation provides redundancy in case one of the links fails. Link Aggregation
also provides load balancing so that processing and communication activity is distributed across
several links in a trunk ensuring that no single link is overwhelmed.

Other terms often used to describe this Link Aggregation method include port trunking, link
bundling, bonding, or teaming. These umbrella terms encompass industry standards such as
IEEE 802.1ax Link Aggregation Control Protocol (LACP) for wired Ethernet, or the previous IEEE
802.3ad, as well as various proprietary solutions. In this manual we will also refer to a particular
group of aggregated links as a Port Channel.

Supermicro switches support both static link aggregation and dynamic link aggregation using
IEEE 802.3ad and LACP. Up to 24 Port Channels can be configured on an individual switch and
each Port Channel can contain up to 8 members.

The list of CLI commands for the configuration of LA is as follows:

set port-channel

lacp system-priority

port-channel load-balance

lacp port-priority
channel-group
lacp wait-time
lacp timeout

show etherchannel

show interfaces

show lacp

debug la
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13.1 set port-channel

This command enables/disables link aggregation in the switch.
set port-channel { enable | disable }

Syntax Description

enable - Enables link aggregation in the switch

disable - Disables link aggregation in the switch

Mode
Global Configuration Mode

Defaults
Enable

Example:

SMIS (config)# set port-channel enable

Related Command

show etherchannel - Displays etherchannel information

Release : 1.1i

295/ 1035



Supermicro Intelligent Switch Command Line Interface User Guide

13.2 lacp system-priority

This command sets the LACP priority for the system and the no form of the command sets the
LACP priority for the system to the default value. System Priority represents a 2-octet value

indicating the priority value associated with the system involved in link aggregation.
lacp system-priority <0-65535>
no lacp system-priority

Mode
Global Configuration Mode

Defaults
0x8000 or 32768

Example:

SMIS (config)# lacp system-priority 5

The switch with the lowest system priority value decides the standby and active links

in the aggregation.

Although this is a global configuration command, the priority only takes effect on EtherChannels

that have physical interfaces with LACP enabled.

Related Command

show etherchannel - Displays lacp system-priority value
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13.3 port-channel load-balance

This command sets the load balancing policy and the no form of the command sets the load

balancing policy to the default value.

port-channel load-balance {src-mac | dest-mac | src-dest-mac| src-ip |

dest-ip | src-dest-ip } [ <port-channel-index(1-65535)>]
no port-channel load-balance [ <port-channel-index(1-65535)> ]

Syntax Description

src-mac - Load distribution is based on the source MAC address. Packets from different hosts
use different ports in the channel, but packets from the same host use the same port
dest-mac - Load distribution is based on the destination host MAC address. Packets to the
same destination are sent on the same port, but packets to different destinations are sent on
different ports in the channel

src-dest-mac - Load distribution is based on the source and destination MAC address
src-ip - Load distribution is based on the source IP address

dest-ip - Load distribution is based on the destination IP address

src-dest-ip - Load distribution is based on the source and destination IP address

port-channelindex - Port channel number

Mode
Global Configuration Mode

Defaults

source and destination MAC address based

Example:

SMIS (config)# port-channel load balance dest-mac 28

If the port-channel index is not mentioned in this command the load-balancing must

apply for all port-channels configured in the system.

Initially, the port channel interface must have been configured for this command.

Related Command
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show etherchannel - Displays etherchannel load balance information
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13.4 lacp port-priority

This command sets the LACP port priority and the no form of the command sets the LACP port
priority to the default value. Port priority determines whether the link is an active link or a standby
link, when the number of ports in the aggregation exceeds the maximum number supported by
the hardware

lacp port-priority <0-65535>
no lacp port-priority

Mode
Interface Configuration Mode

Defaults

port-priority - 128

Example:

SMIS (config-if)# lacp port-priority 1

This command takes effect only on EtherChannel interfaces that are already
configured for LACP.

If the number of links in an aggregation exceeds the maximum supported by the

hardware, then the links with lower priority become active links.

Related Commands
lacp system-priority - Globally sets the LACP priority

show etherchannel - Displays etherchannel detailed / port information
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13.5 channel-group

This command configures an Etherchannel and the no form of the command removes an

interface from the Etherchannel.

channel-group <channel-group-number (1-65535)> mode {active | passive |

on}
no channel-group

Syntax Description

channel-group-number - The port channel number to which this interface
is to be added. If there is no port channel configured with the given
channel group number, switch will create a port channel automatically
and add this interface.

mode - mode represents any one of the following:

active - LACP negotiation is started un-conditionally

passive - LACP negotiation is started only when LACP packet is received from peer

on - Force the interface to channel without LACP. This is equivalent to manual aggregation

Mode
Interface Configuration Mode

Example:

SMIS (config-if)# channel-group 1 mode active

Related Command

show etherchannel - Displays etherchannel detailed / port information
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13.6 lacp wait-time

This command sets the LACP wait-time and the no form of the command sets the LACP wait-time

to the default value.
lacp wait-time <0-10>
no lacp wait-time

Mode
Interface Configuration Mode

Defaults
2

Example:

SMIS (config-if)# lacp wait-time 1

Configuring the wait-time value as 0 ensures that links get aggregated immediately.

Related Command

show etherchannel - Displays etherchannel detailed / port information
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13.7 lacp allow-zero-partner-key

This command allows the Supermicro Intelligent Switch to establish a connection with some
particular switch (such as a Cisco Nexus OS) which uses an admin key of zero to negotiate an

LACP connection.
lacp allow-zero-partner-key { enable | disable }

Mode
Interface Configuration Mode

Defaults

Disable

Example:

SMIS (config-if)# lacp allow-zero-partner-key enable

Related Command

show etherchannel - Displays etherchannel detailed / port information
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13.8 lacp timeout

This command sets the LACP timeout period and the no form of the command sets the LACP

timeout period to the default value.
lacp timeout {long | short }

no lacp timeout

Syntax Description
long - Long timeout value

short - Short timeout value

Mode
Interface Configuration Mode

Defaults

long

Example:

SMIS (config-if)# lacp timeout short

The long timeout value means that LACP PDU will be sent every 30 seconds and LACP timeout

value (no packet is received from peer ) is 90 seconds.

The short timeout value means that LACP PDU will be sent every 1 second and
timeout value is 3 seconds.

Related Command

show etherchannel - Displays etherchannel detailed / portinformation
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13.9 show etherchannel

This command displays etherchannel information.

show etherchannel [[channel-group-number] { detail | load-balance |

port | port-channel | summary | protocol}]

Syntax Description

channel-groupnumber - Number of the channel group. Valid numbers range from maximum
number of ports in the system to maximum number of aggregations supported

detail - Detailed EtherChannel information

load-balance - Load-balance or frame-distribution scheme among ports in the port channel
port - EtherChannel port information

port-channel - Port-channel information

summary - Protocol that is being used in the EtherChannel

protocol - One-line summary per channel-group

Mode
Privileged EXEC Mode

Example:

SMIS# show etherchannel

Port-channel is enabled

Max Port Channels is 24 with maximum 8 active ports per port
channel

Channel Group Listing

Protocol : LACP

SMIS# show etherchannel 1 detail

Port-channel is enabled

Max Port Channels is 24 with maximum 8 active ports per port
channel

LACP System Priority: 32768

Channel Group Listing
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Protocol :LACP

Ports in the Group

Port State = Up in Bundle

Channel Group : 1

Mode

Active

Pseudo port-channel = Pol

LACP port-priority = 128

LACP Wait-time = 2 secs

LACP Activity : Active

LACP Timeout : Long

Aggregation State : Aggregation, Sync,
Port : Gi0/2

Port State = Up in Bundle

Channel Group : 1

Mode

Active

Pseudo port-channel = Pol

LACP port-priority = 128

LACP Wait-time = 2 secs

LACP Activity : Active

LACP Timeout : Long

Aggregation State : Aggregation, Sync,

Port-channel : Pol

Collecting,

Collecting,

Distributing,

Distributing
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Number of Ports = 2
HotStandBy port = null
Port state = Port-channel Ag-Inuse

Protocol = LACP

MAC selection = Dynamic

SMIS# show etherchannel 1 port

Channel Group Listing

Protocol :LACP

Ports in the Group

Port State = Up in Bundle

Channel Group : 1

Mode

Active

Pseudo port-channel = Pol

LACP port-priority = 128

LACP Wait-time = 2 secs

LACP Port Identifier = 2

LACP Activity : Active

LACP Timeout : Long

Aggregation State : Aggregation, Sync,
Port : Gi0/2

Port State = Up in Bundle

Channel Group : 1

Mode

Active

Collecting,

Distributing,
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Pseudo port-channel = Pol

LACP port-priority = 128

LACP Wait-time = 2 secs

LACP Activity : Active

LACP Timeout : Long

Aggregation State : Aggregation, Sync, Collecting, Distributing,
LACP Port Admin Oper Port Port

Port State Priority Key Key Number State

Gi0/1 Bundle 128 1 1 0Ox1 Oxbc

Gi0/2 Bundle 128 1 1 0x2 0xbc

SMIS# show etherchannel 1 port-channel

Port-channel is enabled

Max Port Channels is 24 with maximum 8 active ports per port
channel

Channel Group Listing

Number of Ports = 2

HotStandBy port = null

Port state = Port-channel Ag-Inuse
Protocol = LACP

MAC selection = Dynamic

SMIS# show etherchannel 1 summary

Flags:
D - down P - in port-channel
I - stand-alone S - suspended

H - Hot-standby (LACP only)
Port-channel is enabled

Port-channel System Identifier is 00:01:02:03:04:05
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Number of channel-groups in use: 1
Number of aggregators: 1

Group Port-channel Protocol Ports

SMIS# show etherchannel 1 protocol

Channel Group Listing

Protocol : LACP

SMIS# show etherchannel load-balance

Channel Group Listing

Source IP Address

If the channel group number is not specified details on all channels are displayed.

Related Commands

channel-group - Assigns an Ethernet interface to an EtherChannel group
set port-channel - Enables/disables link aggregation in the switch
lacp system-priority - Setsthe LACP priority for the system
port-channel load-balance - Sets the load balancing policy

lacp port-priority - Setsthe LACP port priority

lacp wait-time - Setsthe LACP wait-time

lacp timeout - Setsthe LACP timeout period

show interfaces - Displays interface specific port-channel information
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13.10

This command displays interface specific port-channel information.

show interfaces

show interfaces [<interface-type> <interface-id> ]

Syntax Description

Etherchannel - Interface EtherChannel information

Mode
Privileged EXEC Mode

Example:

etherchannel

SMIS# show interfaces gigabitethernet 0/1 etherchannel

Port Gi0/1

Port State = Up in Bundle

Channel Group : 2

Mode

Active

Po2
128

Pseudo port-channel =

LACP port-priority =

LACP Port Identifier = 2

LACP Wait-time = 2 secs

LACP Activity Passive

LACP Timeout Long

Aggregation State Aggregation, Sync, Collecting,

LACP Port Admin Oper Port Port

Port State Priority Key Key Number State

Gi0/1 Bundle 128 2 2 0x1 0x3c

SMIS# show interfaces etherchannel

Port Gi0/1

Port State = Up in Bundle

Distributing,
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Channel Group : 2

Mode

Active

Pseudo port-channel = Po2

LACP port-priority = 128

LACP Wait-time = 2 secs

LACP Activity : Passive

LACP Timeout : Long

Aggregation State : Aggregation, Sync,
Port : Gi0/2

Port State = Up in Bundle

Channel Group : 2

Mode

Active

Pseudo port-channel = Po2

LACP port-priority = 128

LACP Wait-time = 2 secs

LACP Activity : Passive

LACP Timeout : Long

Aggregation State : Aggregation, Sync,
LACP Port Admin Oper Port Port

Collecting,

Collecting,

Port State Priority Key Key Number State

Distributing,

Distributing,

Gi0/1 Bundle 128 2 2 0x1 0x3c
Gi0/2 Bundle 128 2 2 0x2 0x3c

Port-channel : Po2
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Number of Ports = 2
HotStandBy port = null
Port state = Port-channel Ag-Inuse

Protocol = LACP

MAC selection = Dynamic

Expressions are case sensitive.

The port-channel range is 1 to 64.

Related Commands

set port-channel - Enables/disables link aggregation in the switch
channel-group - Assigns an Ethernet interface to an EtherChannel group
port-channel load-balance - Sets the load balancing policy

lacp port-priority - Setsthe LACP port priority

lacp wait-time - Setsthe LACP wait-time

lacp timeout - Setsthe LACP timeout period

show etherchannel - Displays etherchannel information
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13.11 show lacp

This command displays port-channel traffic/neighbor information.
show lacp [<port-channel (1-65535)>] { counters | neighbor [detail] }

Syntax Description

port-channel - Number of the channel group
counters - Traffic information

neighbor - Neighbor information

detail - Neighbor detail information

Mode
Privileged EXEC Mode

Example:

SMIS# show lacp 1 counters

LACPDUs Marker Market Response LACPDUs

Port Sent Recv Sent Recv Sent Recv Pkts Err

Channel group: 1

Gi0/1 394 352 0 0 0 0 0 O
Gi0/2 318 297 0 0 0 0 0 O

SMIS# show lacp neighbor detail

Flags:
A - Device is in Active mode
P - Device is in Passive mode

Channel group 1 neighbors

Port Gi0/1

Partner System ID : 00:01:02:03:04:21
Flags : P

LACP Partner Port Priority : 128

LACP Partner Oper Key : 2

Release : 1.1i 312 /1035



Supermicro Intelligent Switch Command Line Interface User Guide

LACP Partner Port State : 0x3c

Port State Flags Decode

Activity : Passive

LACP Timeout : Long

Aggregation State : Aggregation, Sync,
Distributing

Port Gi0/2

Partner System ID : 00:01:02:03:04:21
Flags : P

LACP Partner Port Priority : 128

LACP Partner Oper Key : 2

LACP Partner Port State : 0x3c

Port State Flags Decode

Activity : Passive

LACP Timeout : Long

Aggregation State : Aggregation, Sync,
Distributing

Expressions are case sensitive

Related Commands
lacp wait-time - Setsthe LACP wait-time

lacp timeout - Setsthe LACP timeout period

Collecting,

Collecting,

channel-group - Assigns an Ethernet interface to an EtherChannel group

show interfaces - Displays interface specific port-channel information

show etherchannel - Displays etherchannel detailed information
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13.12 debugla

This command enables the display of link aggregation debug messages.

The no form of this command disables the display of link aggregation debug messages.

debug la [{all | [init-shut] [mgmt] [data] [ctrl] [pkt-dump] [resource]
[all-fail] [buf] [sel] [pdu <iftype> <ifnum>] }]

no debug la [{all | [init-shut] [mgmt] [data] [ctrl] [pkt-dump]
[resource] [all-fail] [buf] [sel] [pdu <iftype> <ifnum>] }]

Syntax Description

all - displays all debug messages

init-shut - displays initialization and shutdown messages

mgmt - displays management messages

data — displays all data path messages

ctrl —displays all control messages

pkt-dump - displays the contents of all LACP packets

resource - displays the resources (like memory) utilization debug messages
all-fail - displays all failure events

buf - displays the buf utilization debug messages

sel - displays the selector related debug messages

pdu — displays all the LACP packets received and transmitted on the given interface
iftype - Interface type, can either be a gi, ex or gx ethernet interfaces

ifnum - Physical interface ID including slot and port number

Mode
Privileged/User EXEC Mode

Defaults
Disabled

Example:
SMIS# debug la all

Related Commands
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14 IGMP Snooping

IGMP (Internet Group Multicast Protocol), is the protocol a host uses to inform a router when it
joins (or leaves) an Internet multicast group. IGMP is only used on a local network; a router must
use another multicast routing protocol to inform other routers of group membership. IGS (IGMP
Snooping), is a feature that allows the switch to “listen in” on the IGMP conversation between
hosts and routers. In IGS, a host computer uses IGMP to inform a router that it intends to listen to
a specific multicast address. If another computer snoops such packets, the other computer can
learn the multicast sessions to which other computers on the local network are listening. IGMP
snooping significantly reduces traffic from streaming media and other bandwidth-intensive IP

multicast applications.

The list of CLI commands for the configuration of IGS are common to both Single Instance
and Multiple Instance except for a difference in the prompt that appears for the Switch with
Multiple Instance support.

The prompt for the Global Configuration Mode is,

SMIS (config-switch) #

The parameters specific to Multiple Instance are stated so, against the respective parameter

descriptions in this document.

The output of the Show commands differ for Single Instance and Multiple Instance. Hence

both the output are documented while depicting the show command Example:s.

The list of CLI commands for the configuration of IGS is as follows:

ip igmp snooping

ip igmp snooping proxy-reporting

snooping multicast-forwarding-mode

ip igmp snooping mrouter-time-out

ip igmp snooping port-purge-interval

ip igmp snooping report-suppression interval

ip igmp snooping retry-count

ip igmp snooping group-query-interval
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ip igmp snooping report-forward

ip igmp snooping version

ip igmp snooping fast-leave

ip igmp snooping querier

ip igmp snooping query-interval

ip igmp snooping mrouter

ip_ igmp snooping send-query

ip_igmp snooping clear counters

shutdown snooping

debug ip igmp snooping

show ip igmp snooping mrouter

show ip igmp snooping globals

show ip igmp snooping

show ip igmp snooping groups

show ip igmp snooping forwarding-database

show ip igmp snooping statistics
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14.1 Ip igmp snooping

This command enables IGMP snooping in the switch/a specific VLAN and the no form of the

command disables IGMP snooping in the switch/a specific VLAN.
ip igmp snooping

no ip igmp snooping

Mode
Global Configuration Mode / Config-VLAN Mode

Defaults

IGMP snooping is globally disabled

Example:
SMIS (config)# ip igmp snooping
SMIS (config-vlan)# ip igmp snooping

When IGMP snooping is enabled globally, it is enabled in all the existing VLAN interfaces. When
IGMP snooping is disabled globally, it is disabled in all the existing VLAN interfaces.

GMRP has to be disabled for the IGMP snooping to be enabled.

Related Commands

shutdown snooping - Shuts down IGMP snooping in the switch

show ip igmp snooping - Displays IGMP snooping information for all VLANS or a specific
VLAN

show ip igmp snooping globals - Displays the IGMP snooping information for all VLANs
or a specific VLAN

snooping multicast-forwarding-mode

— Specifies the snooping multicast forwarding mode
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14.2 Ip igmp snooping proxy-

reporting

This command enables proxy reporting in the IGMP snooping switch and the no form of the

command disables proxy reporting in the IGMP snooping switch.
ip igmp snooping proxy-reporting
no ip igmp snooping proxy-reporting

Mode
Global Configuration Mode

Defaults

Proxy-reporting is enabled

Example:

SMIS (config)# ip igmp snooping proxy-reporting

Related Command
show ip igmp snooping globals - Displays the IGMP snooping information for all VLANs
or a specific VLAN

Release : 1.1i 318 /1035



Supermicro Intelligent Switch Command Line Interface User Guide

14.3 snooping multicast-forwarding-

mode

This command specifies the snooping multicast forwarding mode (IP based or MAC based).

snooping multicast-forwarding-mode {ip | mac}

Syntax Description
ip - IP Address based
mac - MAC Address based

Mode
Global Configuration Mode

Defaults
ip
Example:

SMIS (config)# snooping multicast-forwarding-mode mac

Related Command
show ip igmp snooping globals - Displays the IGMP snooping information for all VLANs
or a specific VLAN
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14.4 ip igmp snooping mrouter-time-

out

This command sets the IGMP snooping router port purge time-out after which the port gets
deleted if no IGMP router control packets are received. The no form of the command sets the

IGMP snooping router port purge time-out to default value.
ip igmp snooping mrouter-time-out < (60 - 600) seconds>
no ip igmp snooping mrouter-time-out

Mode
Global Configuration Mode

Defaults
125

Example:

SMIS (config) #ip igmp snooping mrouter-time-out 70

Related Command
show ip igmp snooping mrouter - Displays the router ports for all VLANS or specific
VLAN
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14.5 Ip igmp snooping port-purge-

Interval

This command sets the IGMP snooping port purge time interval after which the port gets deleted
if no IGMP reports are received. The no form of the command sets the IGMP snooping port purge
time to default value.

ip igmp snooping port-purge-interval < (130 - 1225) seconds>
no ip igmp snooping port-purge-interval

Mode
Global Configuration Mode

Defaults
260

Example:

iss (config)# ip igmp snooping port-purge-interval 150

Related Command
show ip igmp snooping globals - Displays the IGMP snooping information for all VLANs
or a specific VLAN
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14.6 Ip igmp snooping report-

suppression interval

This command sets the IGMP snooping report-suppression time interval for which the IGMPv2
report messages for the same group will not get forwarded onto the router ports. The no form of

the command sets the IGMP snooping report-suppression interval time to the default value.
ip igmp snooping report-suppression-interval <(1 - 25) seconds>
no ip igmp snooping report-suppression-interval

Mode
Global Configuration Mode

Defaults
5

Example:

SMIS (config)# ip igmp snooping report-suppression-interval 20

Related Command
show ip igmp snooping globals - Displays the IGMP snooping information for all VLANs
or a specific VLAN
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14.7 Ip igmp snooping retry-count

This command sets the maximum number of group specific queries sent on a port on reception of
a IGMPv2 leave message. The no form of the command sets the number of group specific

gueries sent on a port on reception of leave message to default value.
ip igmp snooping retry-count <1 - 5>
no ip igmp snooping retry-count

Mode
Global Configuration Mode

Defaults
2

Example:

iss (config)# ip igmp snooping retry-count 4

Related Command
show ip igmp snooping globals - Displays the IGMP snooping information for all VLANS
or a specific VLAN

Release : 1.1i 323/1035



Supermicro Intelligent Switch Command Line Interface User Guide

14.8 Ip igmp snooping group-query-

Interval

This command sets the time interval after which the switch sends a group specific query on a

port. The no form of the commands sets the group specific query interval time to default value.
ip igmp snooping group-query-interval <2-5) seconds>
no ip igmp snooping group-query-interval

Mode
Global Configuration Mode

Defaults
2

Example:

SMIS (config)# ip igmp snooping group-query-interval 3

Related Commands

show ip igmp snooping globals - Displays the IGMP snooping information for all VLANs
or a specific VLAN

show ip igmp snooping statistics - Displays IGMP snooping statistics for all VLANs or
a specific VLAN

show ip igmp snooping groups - Displays IGMP group information for all VLANS or a
specific VLAN
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14.9 Ip igmp snooping report-forward
This command specifies if IGMP reports must be forwarded on all ports or router ports of a VLAN
and the no form of the command sets IGMP report-forwarding status to default value.
ip igmp snooping report-forward {all-ports | router-ports}

no ip igmp snooping report-forward

Syntax Description
all-ports - |IGMP reports forwarded on all the ports of a VLAN

router-ports - IGMP reports forwarded on router ports of a VLAN

Mode
Global Configuration Mode

Defaults

router-ports

Example:

SMIS (config)# ip igmp snooping report-forward all-ports

Related Command
show ip igmp snooping globals - Displays the IGMP snooping information for all VLANs
or a specific VLAN
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14.10 ip igmp snooping version

This command sets the operating version of the IGMP snooping switch for a specific VLAN.
ip igmp snooping version { vl |v2 | v3}

Syntax Description

v1l - IGMP snooping Version 1
v2 - IGMP snooping Version 2
v3 - IGMP snooping Version 3

Mode
Config-VLAN Mode

Defaults
v3

Example:

SMIS (config-vlan) #ip igmp snooping version v2

Related Command
show ip igmp snooping - Displays IGMP snooping information for all VLANSs or a specific
VLAN
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14.11 ip igmp snooping fast-leave

This command enables fast leave processing for a specific VLAN and the no form of the

command disables fast leave processing for a specific VLAN.
ip igmp snooping fast-leave
no ip igmp snooping fast-leave

Mode
Config-VLAN Mode

Defaults
Disabled

Example:

iss (config-vlan)# ip igmp snooping fast-leave

Related Command
show ip igmp snooping - Displays IGMP snooping information for all VLANS or a specific
VLAN
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14.12 ip igmp snooping querier

This commands configures the IGMP snooping switch as a querier for a specific VLAN. The no

form of the command configures the IGMP snooping switch as non-querier for a specific VLAN.
ip igmp snooping querier
no ip igmp snooping querier

Mode
Config-VLAN Mode

Defaults

Non-querier

Example:

iss (config-vlan)# ip igmp snooping querier

Related Command
show ip igmp snooping - Displays IGMP snooping information for all VLANS or a specific
VLAN
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14.13 ip igmp snooping query-interval

This command sets the time period with which the general queries are sent by the IGMP
snooping switch when configured as querier on a VLAN. The no form of the command sets the

IGMP querier interval to default value.
ip igmp snooping query-interval <(60 - 600) seconds>
no ip igmp snooping query-interval

Mode
Config-VLAN Mode

Defaults
125

Example:

iss (config-vlan) # ip igmp snooping query-interval 200

Related Command
show ip igmp snooping - Displays IGMP snooping information for all VLANS or a specific
VLAN

Release : 1.1i 329/1035



Supermicro Intelligent Switch Command Line Interface User Guide

14.14 ip igmp snooping mrouter

This command configures statically the router ports for a VLAN and the no form of the command

deletes the statically configured router ports for a VLAN.
ip igmp snooping mrouter <interface-type> <0/a-b, 0/c, ...>

no ip igmp snooping mrouter <interface-type> <0/a-b, 0/c, ...>

Mode
Config-VLAN Mode

Example:

iss (config-vlan)# ip igmp snooping mrouter gigabitethernet 0/1-3

Related Command
show ip igmp snooping mrouter - Displays the router ports for all VLANS or specific
VLAN
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14.15 ip igmp snooping send-query
This command configures IGMP snooping seng-query function. When send-query is enabled,

switch sends IGMP query messages on all the ports when spanning tree topology changes.
ip igmp snooping send-query { enable | disable }

Mode
Global Configuration Mode

Default
Disable

Example:

iss (config)# ip igmp snooping send-query enable

Related Command
show ip igmp snooping globals - Displays IGMP snooping global configuration

parameters
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14.16 ip igmp snooping clear counters

This command clears the IGMP snooping statistics. If any VLAN idenfier is provided it clears the
IGMP snooping statistics for the given VLAN.

ip igmp snooping clear counters [Vlan <vlan-id>]

Syntax
<vlan-id> - Any valid VLAN identifier between 1 to 4069

Mode
Global Configuration Mode

Example:

iss (config)# ip igmp snooping clear counters

Related Command

show ip igmp snooping statistics - Displays IGMP snooping statistics
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14.17 shutdown snooping

This command shuts down snooping in the switch and the no form of the command starts and
enables snooping in the switch.

shutdown snooping

no shutdown snooping

Mode
Global Configuration Mode

Defaults

no shutdown snooping

Example:

SMIS (config)# shutdown snooping

When shutdown, all resources acquired by the Snooping Module are released to

the system.

For the IGS feature to be functional on the switch, the 'system-control' status must

be set as 'start' and the 'state' must be ‘enabled'

Related Command

ip igmp snooping - Enables IGMP snooping in the switch/a specific VLAN
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14.18 debug ip igmp snooping

This command specifies the debug levels for IGMP snooping module and the no form of the

command resets debug options for IGMP snooping module.

debug ip igmp snooping {[init] [resources] [tmr] [src] [grp] [gry]
[vlian] [pkt] [fwd] [mgmt] [redundancy] | all }

no debug ip igmp snooping {[init] [resources] [tmr] [src] [grp] [gry]
[vlian] [pkt] [fwd] [mgmt] [redundancy] | all }

Syntax Description

Init - Init and Shutdown Messages
resources - System Resources management Messages
tmr - Timer Messages

src - Source Information Messages

grp - Group Information Messages

qry - Query Related Messages

vlan - VLAN Information Messages

pkt - Packet Dump Messages

fwd - Forwarding Database Messages

mgmt - Management Related Messages
redundancy - Redundancy Related messages

all - All Messages

Mode
Privileged EXEC Mode

Defaults

Debugging is Disabled.

Example:

SMIS# debug ip igmp snooping fwd

Related Command

show debugging- Displays state of each debugging option
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14.19 show ip igmp snooping mrouter

This command displays the router ports for all VLANS or a specific VLAN.
show ip igmp snooping mrouter [Vlan <vlan index>]

Syntax Description

Vlan - Vlan ID value

Mode
Privileged EXEC Mode

Example:

Single Instance

SMIS# show ip igmp snooping mrouter
Vlan Ports

1 Gi0/1 (dynamic), Gi0/2 (static)

2 Gi0/1 (static), Gi0/2 (dynamic)

Multiple Instance

SMIS# show ip igmp snooping mrouter
Switch custl

Vlan Ports

1 Gi0/1 (static)

2 Gi0/1 (static)

Switch cust2

Vlan Ports

1 Gi0/9 (static)

2 Gi0/9(static)

Related Command

ip igmp snooping mrouter - Configures statically the router ports for a VLAN
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14.20 show ip igmp snooping globals

This command displays the IGMP snooping information for all VLANS or a specific VLAN.

show ip igmp snooping globals

Syntax

Mode
Privileged EXEC Mode

Example:

Single Instance

SMIS# show ip igmp snooping globals
IGMP Snooping Configuration

IGMP Snooping globally enabled
Proxy reporting globally enabled
Multicast forwarding mode

is MAC based

Router port purge interval is 125 seconds
Port purge interval is 260 seconds

Report forward interval is 5 seconds

Group specific query interval is 2 seconds
IGMP reports are forwarded to router ports

Group specific query retry count is 2

Multiple Instance

SMIS# show ip igmp snooping globals
Switch default

Snooping Configuration

IGMP Snooping globally disabled

IGMP Snooping is operationally disabled
Multicast forwarding mode

is MAC based

Proxy reporting globally enabled
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Router port purge interval is 125 seconds
Port purge interval is 260 seconds

Report forward interval is 5 seconds
Group specific query interval is 2 seconds
Reports are forwarded on router ports
Group specific query retry count is 2
Switch custl

Snooping Configuration

IGMP Snooping globally enabled

IGMP Snooping is operationally enabled
Multicast forwarding mode

is MAC based

IGMP Snooping is operationally enabled
Multicast forwarding mode

is MAC based

Proxy reporting globally enabled

Router port purge interval is 125 seconds
Port purge interval is 260 seconds

Report forward interval is 5 seconds
Group specific query interval is 2 seconds
Reports are forwarded on router ports
Group specific query retry count is 2
Switch cust2

Snooping Configuration

IGMP Snooping globally enabled

IGMP Snooping is operationally enabled
Multicast forwarding mode

is MAC based

Proxy reporting globally enabled
Router port purge interval is 125 seconds
Port purge interval is 260 seconds

Report forward interval is 5 seconds
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Group specific query interval is 2 seconds
Reports are forwarded on router ports

Group specific query retry count is 2

Related Commands

ip igmp snooping - Enables IGMP snooping in the switch/a specific VLAN

ip igmp snooping proxy-reporting - Enables proxy reporting in the IGMP snooping
switch

snooping multicast-forwarding-mode - Specifies the forwarding mode (IP based or
MAC based) that will be effective on switch restart

ip igmp snooping port-purge-interval - Setsthe IGMP snooping port purge time
interval after which the port gets deleted if no IGMP reports are received

ip igmp snooping report-suppression interval - Setsthe IGMP report-suppression
interval

ip igmp snooping retry-count - Setsthe maximum number of group specific queries
sent on a port on reception of a IGMPV2 leave message

ip igmp snooping version - Specifies the IGMP snooping operating mode

of the switch

ip igmp snooping report-forward - Specifies if IGMP reports must be forwarded on all

ports or router ports of a VLAN
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14.21 show ip igmp snooping

This command displays IGMP snooping information for all VLANS or a specific VLAN.
show ip igmp snooping [Vlan <vlan id>]

Syntax Description
vlan - VLANID

Mode
Privileged EXEC Mode

Example:

Single Instance

SMIS# show ip igmp snooping vlan 2

IGMP Snooping VLAN Configuration for VLAN 2
IGMP Snooping enabled

IGMP Operating version is V3

Fast leave 1is disabled

IGMP snooping switch is Non-Querier

Query interval is 125 seconds

Multiple Instance

SMIS# show ip igmp snooping

Switch custl

Snooping VLAN Configuration for the VLAN 1
IGMP Snooping enabled

IGMP configured version is V2

IGMP Operating version is V2

Fast leave is disabled

Snooping switch is acting as Non-Querier
Query interval is 125 seconds

Snooping VLAN Configuration for the VLAN 2
IGMP Snooping enabled

IGMP configured version is V2

IGMP Operating version is V2

Fast leave is disabled

Snooping switch is acting as Non-Querier

Query interval is 125 seconds
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Switch cust2

Snooping VLAN Configuration for the VLAN 1
IGMP Snooping enabled

IGMP configured version is V2

IGMP Operating version is V2

Fast leave is disabled

Snooping switch is acting as Non-Querier
Query interval is 125 seconds

Snooping VLAN Configuration for the VLAN 2
IGMP Snooping enabled

IGMP configured version is V2

IGMP Operating version is V2

Fast leave 1is disabled

Snooping switch is acting as Non-Querier

Query interval is 125 seconds

Related Commands

ip igmp snooping - Enables IGMP snooping in the switch/a specific VLAN
ip igmp snooping version - Specifies the IGMP snooping operating mode

of switch

ip igmp snooping fast-leave - Enables fast leave processing for a specific VLAN

ip igmp snooping querier - Configures the IGMP snooping switch as a querier
specific VLAN

for a

ip igmp snooping query-interval - Sets the time period with which the general queries

are sent by the IGMP snooping switch when configured as querier on a VLAN
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14.22 show ip igmp snooping groups

This command displays IGMP group information for all VLANS or a specific VLAN or a specific

VLAN and

group address.

show ip igmp snooping groups [Vlan <vlan id> [Group <Address>]]

Syntax Description
Vlan - VLAN index value

Group - Group Address of the VLAN ID

Mode
Privileged EXEC Mode

Example:

Single Instance

/* IP based */

SMIS# show ip igmp snooping groups
IGMP Snooping Group information

VLAN ID:2 Group Address:

Filter Mode

EXCLUDE

Exclude sources: None
V1/V2 Receiver Ports:
Gi0/4

V3 Receiver Ports:
Port Number: Gi0/2
Include sources: None
Exclude sources:
12.0.0.10, 12.0.0.20
Port Number: Gi0/3
Include sources: None
Exclude sources:

12.0.0.40, 12.0.0.30

227.1.1.1
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/* MAC based */
SMIS# show ip igmp snooping groups
IGMP Snooping Group information

VLAN ID:2 Group Address: 227.1.1.1

Filter Mode
EXCLUDE

Exclude sources: None
Receiver Ports:

Gio/2, Gi0/3, GiO0/4, Gi0/5

Multiple Instance
SMIS# show ip igmp snooping groups
Switch custl

Snooping Group information

VLAN ID:2 Group Address: 227.2.2.2

Filter Mode
EXCLUDE

Exclude sources: None
Receiver Ports:

Gi0/3, Gi0/5, Gi0/6

Switch cust2

Snooping Group information

VLAN ID:2 Group Address: 227.2.2.2

Filter Mode
EXCLUDE

Exclude sources: None

Receiver Ports:
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Gi0/10

Related Command

ip igmp snooping - Enables IGMP snooping in the switch/a specific VLAN
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14.23 show ip igmp snooping

forwarding-database

This command displays the multicast forwarding entries for all VLANSs or a specific VLAN.
show ip igmp snooping forwarding-database [Vlan <vlan id>]

Syntax Description
Vlan - VLANID

Mode
Privileged EXEC Mode

Example:

Single Instance
/* IP based */
SMIS# show ip igmp snooping forwarding-database

Vlan Source Address Group Address Ports

2 12.0.0.10 227.1.1.1 Gi0/1, Gi0/3, Gio0/4
2 12.0.0.20 227.1.1.1 Gi0/1, Gi0/3, Gio0/4
2 12.0.0.30 227.1.1.1 Gi0/1, Gi0/2, Gi0/4
2 12.0.0.40 227.1.1.1 Gi0/1, Gi0/2, GiO0/

/* MAC based */

SMIS# show ip igmp snooping forwarding-database
Vlan MAC-Address Ports

2 01:00:5e:01:01:01 Gi0/2, Gi0/3, Gi0/4, Gi0/5
2 01:00:5e:02:02:02 Gi0/2, Gi0/3

Multiple Instance

SMIS# show ip igmp snooping forwarding-database
Switch custl

Vlan MAC-Address Ports

2 01:00:5e:02:02:02 Gi0/2, Gi0/3, Gi0/5, Gi0/6
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Switch cust?2
Vlan MAC-Address Ports

2 01:00:5e:02:02:02 Gi0/9, Gi0/10

IGS must be enabled in the switch prior to the execution of this command.

Related Command

ip igmp snooping - Enables IGMP snooping in the switch/a specific VLAN
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This command displays IGMP snooping statistics for all VLANS or a specific VLAN.

show ip igmp snooping statistics [Vlan <vlan id>]

Syntax Description

Vlan - VLAN index

Mode

Privileged EXEC Mode

Example:

Single Instance

SMIS# show ip

IGMP
IGMP
IGMP
IGMP
IGMP
IGMP
IGMP
IGMP
IGMP
IGMP
IGMP
IGMP
IGMP
IGMP
IGMP
IGMP
IGMP
IGMP
IGMP

Snooping
Snooping
Snooping
Snooping
Snooping
Snooping
Snooping
Snooping
Snooping
Snooping
Snooping
Snooping
Snooping
Snooping
Snooping
Snooping
Snooping
Snooping

Snooping

igmp snooping statistics

Statistics for VLAN 1

General queries received : 3
Group specific queries received : 0
Group and source specific queries received

V1/V2 reports received : 10

V3 reports received : 0

V3 IS INCLUDE messages received
V3 IS EXCLUDE messages received

V3 TO INCLUDE messages received

o o o O

V3 TO EXCLUDE messages received

V3 ALLOW messages received : 0

V3 Block messages received : 0
V2 Leave messages received : 0
General queries transmitted : O
Group specific queries transmitted : 2

V1/V2 reports transmitted : 0
V3 reports transmitted : 3
V2 leaves transmitted : O

Packets dropped : 1

Multiple Instance

SMIS# show ip igmp snooping statistics

Switch custl

14.24 show ip igmp snooping statistics
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Snooping Statistics for VLAN 1
General queries received : O
Group specific queries received : O

Group and source specific queries received
ASM reports received : 20
SSM reports received : O

IS INCLUDE messages received
IS EXCLUDE messages received
TO INCLUDE messages received

o o o O

TO EXCLUDE messages received
ALLOW messages received : O
Block messages received : O
Leave messages received : 0
General queries transmitted : O
Group specific queries transmitted : O

ASM reports transmitted : 1

SSM reports transmitted : O

Leaves transmitted : O

Packets dropped : 0

Snooping Statistics for VLAN 2

General queries received : 0

Group specific queries received : O

Group and source specific queries received
ASM reports received : 19
SSM reports received : 18

IS INCLUDE messages received
IS EXCLUDE messages received
TO INCLUDE messages received

o o o O

TO EXCLUDE messages received
ALLOW messages received : 0
Block messages received : O
Leave messages received : O
General queries transmitted : 0
Group specific queries transmitted : O
ASM reports transmitted : 2

SSM reports transmitted : O

Leaves transmitted : O
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Packets dropped : O

Switch cust2

Snooping Statistics for VLAN 1
General queries received : O

Group specific queries received : 0

Group and source specific queries received

ASM reports received : O

SSM reports received : O

IS INCLUDE messages received 0

IS EXCLUDE messages received 0

TO INCLUDE messages received 0

TO EXCLUDE messages received 0
ALLOW messages received : O

Block messages received : O

Leave messages received : O

General queries transmitted : 0
Group specific queries transmitted : O
ASM reports transmitted : O

SSM reports transmitted : O

Leaves transmitted : O

Packets dropped : 0

Snooping Statistics for VLAN 2
General queries received : O

Group specific queries received : 0

Group and source specific queries received
ASM reports received : O
SSM reports received : 0
IS INCLUDE messages received
IS EXCLUDE messages received

TO INCLUDE messages received

o o o O

TO EXCLUDE messages received
ALLOW messages received : 0
Block messages received : O
Leave messages received : O
General queries transmitted : O
Group specific queries transmitted : O

ASM reports transmitted : O
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SSM reports transmitted : O
Leaves transmitted : O

Packets dropped : O

Related Command

ip igmp snooping - Enables IGMP snooping in the switch/a specific VLAN

Release : 1.1i 349 /1035



Supermicro Intelligent Switch Command Line Interface User Guide

15 VLAN

VLANSs (Virtual LANs) can be viewed as a group of devices on different physical LAN segments

which can communicate with each other as if they were all on the same physical LAN segment,

i.e. a network of computers that behave as if they are connected to the same wire even though

they may actually be physically located on different segments of a LAN. VLANSs are configured

through software rather than hardware, which makes them extremely flexible.

VLAN provides the following benefits for switched LANs: Improved administration efficiency

Optimized Broadcast/Multicast Activity Enhanced network security

The list of commands to configure VLAN are:

vian

protocol-vlan
map protocol
set gvrp
set port gvrp
set gmrp

set port gmrp
mac-vian

mac-address-table static unicast

mac-address-table static multicast

mac-address-table aging-time

wildcard mac-address

ports
name

vlan active

switchport pvid
switchport access vian

switchport trunk native vian

switchport trunk allowed vian

switchport acceptable-frame-type

switchport ingress-filter

port protocol-vlan

switchport map protocols-group

switchport priority default
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switchport mode

switchport protected

set garp timer
vlan restricted

group restricted
vlan map-priority
shutdown garp
debug vlan

debug garp
show vlan

show vlan device info

show vlan device capabilities

show vlan traffic-classes

show garp timer
show vlan port config

show vlan protocols-group

show switchport protected

show protocol-vlan

show mac-vian

show mac-address-table

show mac-address-table count

show mac-address-table static unicast

show mac-address-table static multicast

show mac-address-table dynamic unicast

show mac-address-table dynamic multicast

show mac-address-table aging-time

show wildcard
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15.1 vian

This command configures a VLAN in the switch and is also used to enter into the config-VLAN

mode. The no form of the command deletes a VLAN from the switch.

vlan <vlan-list>

no vlan <vlan-list>

Syntax
vlan-1list — may be any VLAN number between 1 to 4069 or list of VLAN numbers. Multiple
VLAN numbers can be provided as comma separated values. Consecutive VLAN numbers can

be provided as ranges such as 5-10.

Mode
Global Configuration Mode

Defaults

vlan-id - 1

Example:
SMIS (config)# vlan 4

Related Command

show vlan - Displays VLAN information in the database
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15.2 protocol-vlian

This command enables Protocol-VLAN based classification on all the ports. The no form of the

command disables Protocol-VLAN based classification on all ports.
protocol-vlan

no protocol-vlan

Mode
Global Configuration Mode

Defaults
Enabled

Example:

SMIS (config)# protocol-vlan

Related Commands

show vlan device info - Displays the VLAN related global status variables

show protocol-vlan - Displays the entries in the protocol-VLAN database
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15.3 map protocol

This command configures the group ID for a specific encapsulation and protocol value
combination. This command adds a protocol to a protocol group for protocol based VLAN

learning. The no form of the command removes the protocol from the entire group.

map protocol {ip | novell | netbios | appletalk | other <aa:aa or
aa:aa:aa:aa:aa>} {enet-v2 | snap | llcOther | snap8021H | snapOther}

protocols-group <Group id>

no map protocol {ip | novell | netbios | appletalk | other <aa:aa or

aa:aa:aa:aa:aa>} {enet-v2 | snap | llcOther | snap8021H | snapOther}

Syntax Description

ip | novell | netbios | appletalk | - Protocol types

other - MAC address of any other protocol type not included in the list

enet-v2 | snap | llcOther | snap8021H | snapOther - Encapsulation Frame Types
protocols-group - Group ID

Mode
Global Configuration Mode

Example:

SMIS (config)# map protocol ip enet-v2 protocols-group 1

Related Command

show vlan protocols-group - Displays the protocol group database

Release : 1.1i 354 /1035



Supermicro Intelligent Switch Command Line Interface User Guide

15.4 set gvrp

This command enables or disables GVRP on a global basis.

set gvrp { enable | disable }

Syntax Description
enable - Enables GVRP in the switch

disable - Disables GVRP in the switch

Mode
Global Configuration Mode

Defaults
disable

Example:

SMIS (config)# set gvrp disable
GVRP needs to be explicitly enabled even after GARP is enabled.

Related Commands

show vlan - Displays VLAN information in the database

show vlan device info - Displays the VLAN related global status variables
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15.5 set port gvrp

This command enables or disables GVRP on the interface.

set port gvrp <interface-type> <interface-id> { enable | disable }

Syntax Description

interface-type - Interface type
interface-id - Interface Id

enable - Enables GVRP on the interface

disable - Disables GVRP on the interface

Mode
Global Configuration Mode

Defaults
disable

Example:

SMIS (config)# set port gvrp gigabitethernet 0/1 disable

® The value enable indicates that GVRP is enabled on the current port, as long as global
GVRP status is also enabled for the device.
If port GVRP state is disabled, but global GVRP status is still enabled, then GVRP is
disabled on current port. Any GVRP packet received will be discarded and no GVRP
registrations will be propagated from other ports

Related Command

show vlan port config - Displays the vlan related parameters specific for ports
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15.6 set gmrp

This command enables or disables GMRP globally on the device.
set gmrp { enable | disable }

Syntax Description
enable - Enables GMRP on the device

disable - Disables GMRP on the device

Mode
Global Configuration Mode

Defaults
disable

Example:

SMIS (config)# set gmrp disable

GMRP needs to be explicitly enabled even after GARP is enabled.

Related Commands

show vlan - Displays VLAN information in the database

show vlan device info - Displays the VLAN related global status variables
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15.7 set port gmrp

This command enables or disables GMRP on the port.
set port gmrp <interface-type> <interface-id> { enable | disable }

Syntax Description

interface-type - Interface type
interface-id - Interface ID

enable - Enables GMRP on the interface

disable - Disables GMRP on the interface

Mode
Global Configuration Mode

Defaults
disable

Example:

SMIS (config)# set port gmrp gigabitethernet 0/1 disable

® The value enable indicates that GMRP is enabled on this port in all VLANs as long as

GMRP Status is also enabled globally.

® The value disable indicates that GMRP is disabled on this port in all VLANs; any GMRP
packet received will be silently discarded and no GMRP registrations will be propagated
from other ports

Related Command

show vlan port config - Displays the vlan related parameters specific for ports
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15.8 mac-vlan

This command configures the VLAN-MAC address mapping. The no form of this command is
used to delete the specific vlan mac mapping entry. User also need to configure port
membership for the mapped VLAN to allow MAC-Based Vlan to work properly.

mac-vlan <aa:aa:aa:aa:aa:aa> vlan <vlan-id(1-4069)>

no mac-vlan <aa:aa:aa:aa:aa:aa>

Syntax Description

aa:aa:aa:aa:aa:aa - MAC address

vlan - VLAN ldentifier

Mode
Global Configuration Mode

Example:
SMIS (config)# mac-vlan 00:11:22:33:44:55 vlan 2

Related Commands
show mac-vlan - Displays the entries in the MAC-VLAN database
vlan — Create or access a vilan.

ports — Configure a port membership for a VLAN.

Release : 1.1i 359/1035



Supermicro Intelligent Switch Command Line Interface User Guide

15.9 mac-address-table static unicast

This command configures a static unicast MAC address in the forwarding database. The no form

of the command deletes a configured static Unicast MAC address from the forwarding database.

mac-address-table static unicast <aa:aa:aa:aa:aa:aa> vlan <vlan-id(1l-
4069)> [recv-port <interface-type> <interface-id>] interface
([<interface-type> <0/ab, 0/c, ...>] [<interface-type> <0/a-b, 0/c,
...>] [port-channel <a,b,c-d>]) [status { permanent | deleteOnReset |
deleteOnTimeout }]

no mac-address-table static unicast <aa:aa:aa:aa:aa:aa> vlan <vlan-

id(1-4069)> [recv-port <interface-type> <interface-id>]

Syntax Description

aa:aa:aa:aa:aa:aa - Destination MAC address

vlan - VLAN Identifier

recv-port - Received port's Interface type and ID

interface - Member Ports Interface type and ID. Interface can be of fastethernet type [or
gigabitethernet type]

<interface-type> <0/a-b, 0/c, ...> - Member Ports Interface type and ID. Interface
can be of gigabitethernet type [or fastethernet type]

port-channel - Port-channel ID

status - Status of the Static unicast entry

Mode
Global Configuration Mode

Defaults
status

- permanent

Example:

SMIS (config)# mac-address-table static unicast 00:11:22:33:44:55
vlan 3 recv-port gigabitethernet 0/2 interface gigabitethernet
0/1 status deleteOnTimeout
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®  VLAN must have been configured and member ports must have been configured for
® the specified VLAN.

Related Commands
show mac-address-table static unicast - Displays the statically configured unicast

address from the MAC address table
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15.10 mac-address-table static

multicast

This command configures a static multicast MAC address in the forwarding database.

mac-address-table static multicast <aa:aa:aa:aa:aa:aa> vlan <vlan-id(1l-
4069)> [recv-port <interface-type> <interface-id>] interface
([<interface-type> <0/ab, 0/c, ...>] [<interface-type> <0/a-b, 0/c,
...>] [port-channel <a,b,c-d>]]) [forbidden-ports ([<interface-type>
<0/a-b, 0/c, ...>] [<interface-type> <0/ab, 0/c, ...>] [port-channel
<a,b,c-d>]]) [status { permanent | deleteOnReset | deleteOnTimeout }]

no mac-address-table static multicast <aa:aa:aa:aa:aa:aa> vlan <vlan-

id(1- 4069)> [recv-port <interface-type> <interface-id>]

Syntax Description

aa:aa:aa:aa:aa:aa - Multicast MAC address

vlan - VLAN Identifier

recv-port - Received port's Interface type and ID

interface - Member Ports Interface type and ID. Interface can be of fastethernet type [or
gigabitethernet type]

<interface-type> <0/a-b, 0/c, ...> - Member Ports Interface type and ID. Interface
can be of gigabitethernet type [or fastethernet type]

port-channel - Portchannel ID

forbidden-ports - Forbidden ports interface type and ID. Interface can be of fastethernet
type [or gigabitethernet type]

<interface-type> <0/a-b, 0/c, ...> - Forbidden ports interface type and ID. Interface
can be of gigabitethernet type [or fastethernet type]

port-channel - Port-channel ID

status - Status of the static multicast entry

Mode
Global Configuration Mode

Defaults

Status - permanent
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Example:
SMIS (config)# mac-address-table static multicast

01:02:03:04:05:06 vlan 2 interface gigabitethernet 0/1

®»  VLAN must have been configured and member ports must have been configured for the
specified VLAN.

Related Command
show mac-address-table static multicast - Displays the statically configured

multicast entries
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15.11 mac-address-table aging-time

This command sets the maximum age of a dynamically learnt entry in the MAC address table.
The no form of the command sets the maximum age of an entry in the MAC address table to its
default value.

mac-address-table aging-time <10-1000000 seconds>

no mac-address-table aging-time

Mode
Global Configuration Mode

Defaults
300

Example:

SMIS (config)# mac-address-table aging-time 200

® [f traffic on an interface is not very frequent, then the aging time must be increased to
record the dynamic entries for a longer time. Increasing the time can reduce the
possibility of flooding.

Related Command

show mac-address-table aging-time - Displays the MAC address-table with ageing time
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15.12 wildcard mac-address

This command adds wildcard or broadcast MAC address to layer 2 MAC table with the given
interfaces.

The no form of this command removes the wildcard MAC addresses from layer 2 MAC table.

wildcard {mac-adddress <mac_addr> | broadcast} interface
([<interface-type> <0/a-b, 0/c, ...>] [<interface-type> <0/a-b, 0/c,
...>] [port-channel <a,b,c-d>])

no wildcard {mac-adddress <mac_addr> | broadcast}

Mode
Global Configuration Mode

Example:
SMIS (config) # wildcard mac-address 03:04:06 int gi 0/1

Related Command

show wildcard - Displays the wildcard entries from layer 2 MAC table.
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15.13 ports

This command configures a static VLAN entry with the required member ports, untagged ports
and forbidden ports.

ports <ports-list> {tagged | untagged | forbidden}
no ports [<ports-list>] {tagged | untagged | forbidden}

Syntax Description

<ports-list> - List of member ports — up to three ranges or ports separated by spaces. The
range of ports is provided in a format like gi 0/1-10, which refer to ports from gi 0/1 to gi 0/10. The
ports can be gigabit ethernet, extreme-ethernet, gx-ethernet or port channel interfaces.

Note: All of ports in <ports-list> must be in hybrid mode. If any port in list is not a hybrid mode
port, use switchport mode command to set the port to hybrid mode.

tagged - The given ports will be configured as tagged ports to the vlan.

untagged — The given ports will be configured as untagged ports to the vian.

forbidden - The given ports will be configured as forbidden ports to the vlan.

Mode
Config-VLAN Mode

Example:

SMIS (config-vlan)# ports gigabitethernet 0/1 untagged

Related Command

show vlan - Displays VLAN information in the database
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15.14 name

This command configures name to static VLANs. The no form of this command removes the

configured name from static VLANS.

name <string(32)>

no name

Syntax Description

<string> - Alphanumerical string up to 32 characters long

Mode
Config-VLAN Mode

Example:

SMIS (config-vlan)# name devstack vlan

Related Command

show vlan - Displays VLAN information in the database
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15.15 switchport pvid

This command configures the PVID (VLAN ldentifier) that would be assigned to untagged/priority-
tagged frames. The no form of this command sets the PVID to the default value. Usually the
default PVID is 1. Note: This command only work when the port is in hybrid mode. Ifitis not a
hybrid port, the command only set the configuration value without changing hardware setup.

The no form of this command resets the PVID to default PVID.

switchport pvid <vlan-id(1-4069)>
no switchport pvid

Mode
Interface Configuration Mode

Defaults

vlan-id - 1

Example:
SMIS (config-if)# switchport pvid 3

Related Command

show vlan port config - Displays the VLAN related parameters specific for ports
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15.16 switchport access vlan

This command configures the access vlan for the port. The no form of this command resets the

access vlan to the default management vlan 1.
switchport access vlan <vlan-id(1-4069)>

no switchport access vlan

Mode
Interface Configuration Mode

Defaults

vlan-id - 1

Example:

SMIS (config-if)# switchport access vlan 3

Related Command

show vlan port config - Displays the VLAN related parameters specific for ports
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15.17 Switchport trunk native vlan

This command configures the trunk native vlan for the port. The no form of this command resets
the trunk native vlan to the default vlan 1.

switchport trunk native vlan <vlan-id(1-4069)>

no switchport trunk native vlan

Mode
Interface Configuration Mode

Defaults
Vian 1

Example:

SMIS (config-if)# switchport trunk native vlan 3

Related Command

show vlan port config - Displays the VLAN related parameters specific for ports
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15.18 switchport trunk allowed vlan

This command configures the allowed vlans for trunk ports. By default, all the VLANSs configured
on a switch are allowed on the trunk interfaces. User can limit the allowed vlans on the trunk ports
using this command.

switchport trunk allowed vlan { <vlan-list> | add <vlan-list> | all |

none | except <vlan-list> | remove <vlan-list> }

Syntax

<vlan-1list> - This can be any VLAN number or list of VLAN numbers. Multiple VLAN
numbers can be provided as comma-separated values. Consecutive VLAN numbers can be
provided as a range, such as 5-10.

add — Adds the given vlans to the allowed vlans list

all — Configures all the vlans on the switches as the allowed vlans on this port

none — Removes the all the allowed vlans configured on this port

except — Configures all the vlans of the switch except the given vlans as the allowed vlan on this
port

remove — Removes the given vlans from the allowed vlans list configured on this port

Mode
Interface Configuration Mode

Defaults

All vlans

Example:

SMIS (config-if)# switchport trunk allowed vlan 3-10

Related Command

show vlan port config - Displays the VLAN related parameters specific for ports

Release : 1.1i 371/1035



Supermicro Intelligent Switch Command Line Interface User Guide

15.19 switchport acceptable-frame-type

This command configures the acceptable frame type for the port. The no form of this command

sets the default value of acceptable frame type - “all” where all frames will be accepted.

switchport acceptable-frame-type {all | tagged |
untaggedAndPrioritytagged }

no switchport acceptable-frame-type

Syntax Description

all - All frames

tagged - Tagged frames

untaggedAndPrioritytagged - Untagged and priority tagged frames

Mode
Interface Configuration Mode

Defaults

all

Example:

SMIS (config-if)# switchport acceptable-frame-type tagged

®»  When set to "tagged" the device will discard untagged and priority tagged frames
received on the port and will process only the VLAN tagged frames.
When set to "all" untagged frames or priority-tagged frames received on the port are also
accepted.
When set to “untaggedAndPrioritytagged”, untagged and priority tagged frames alone are
accepted and tagged frames are dropped.

Related Command

show vlan port config - Displays the VLAN related parameters specific for ports
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15.20 switchport ingress-filter

This command enables ingress filtering on the port. The no form of this command disables
ingress filtering on the port.

switchport ingress-filter

no switchport ingress-filter

Mode
Interface Configuration Mode

Defaults
Disabled

Example:

SMIS (config-if)# switchport ingress-filter

®  When ingress-filtering is enabled, the device discards those incoming frames for VLANs
which do not include this port in its member set.
When the ingress filtering is disabled using the no form of the command, the device
accepts all incoming frames.

Related Command

show vlan port config - Displays the VLAN related parameters specific for ports
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15.21 port protocol-vlan

This command enables port protocol based VLANS. The no form of the command disables port
Protocol based VLANS.

port protocol-vlan

no port protocol-vlan

Mode
Interface Configuration Mode

Defaults
Enabled

Example:

SMIS (config-if)# port protocol-vlan

® The value enable indicates that the VLAN classification on this port is port and protocol
based as long as the port and protocol based classification is enabled globally for the
device.

Related Command

show vlan port config - Displays the VLAN related parameters specific for ports
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15.22 switchport map protocols-group

This command maps the protocol group configured to a particular VLAN identifier for the specified

interface. The no form of the command un-maps the VLAN identifier to group Id mapping.
switchport map protocols-group <Group id> vlan <vlan-id(1-4069)>

no switchport map protocols-group <Group id>

Syntax Description
Group id - Group ID
Vlan - VLANID

Mode
Interface Configuration Mode

Example:
SMIS (config-if)# switchport map protocols-group 1 vlan 2

Protocol group must have been configured.

Related Commands
map protocol - Adds a protocol to a protocol group for protocol based VLAN learning
show protocol-vlan - Displays the entries in protocol-VLAN database

show vlan protocols-group - Displays the protocol group database

Release : 1.1i 375/1035



Supermicro Intelligent Switch Command Line Interface User Guide

15.23 switchport priority default

This command sets the default user priority for the port. The no form of the command sets the

default user priority for the port to the default value.
switchport priority default <priority wvalue (0-7)>
no switchport priority default

Mode
Interface Configuration Mode

Defaults
0

Example:

SMIS (config-if)# switchport priority default 5

Related Command

show vlan port config - Displays the VLAN related parameters specific for ports
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15.24 switchport mode

This command configures the VLAN port mode. The no form of the command configures the
default VLAN port mode

switchport mode { access | trunk | hybrid }
no switchport mode

Syntax Description

access - Access port Mode
trunk - Trunk port Mode
hybrid - Hybrid VLAN port Mode

Mode - Interface Configuration Mode

Defaults
Hybrid Mode

Example:

SMIS (config-if)# switchport mode access

Related Commands

switchport mode
dotlqg-tunnel - Enables dotlg-tunneling on the specified interface

show vlan port config - Displays the VLAN related parameters specific for ports
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15.25 switchport protected

This command configures the given port as the protected port. If the group option is provided, it
configures the given port as a community port. The “no” form of this command configures the
given port as an unprotected port.

The unprotected port can communicate with all the unprotected ports, protected ports and
community ports. The protected port can communicate only with unprotected ports. The protected
port is also called an isolated port. The community port can communicate with other ports in

same community as well as with unprotected ports.
switchport protected [ group <integer (1-10000000)>]
no switchport protected

Syntax Description

group — Community group number

Defaults

Unprotected

Example:

SMIS (config-if)# switchport protected group 10

Related Commands

show switchport protected - Displays the protected ports configuration

Note:
This command is supported only for the physical interfaces. It is not supported for port channel
and layer 3 VLAN interfaces.
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15.26 set garp timer

This command configures the GARP join time, leave time, and leave all time in milli-seconds.

set garp timer {join |

Syntax Description
join -Join Time
leave - Leave Time

leaveall - Leaveall Time

Mode
Interface Configuration Mode

Defaults

Join - 20
leave - 60
leaveall - 1000

Example:

leave

leaveall} <time in milli seconds>

SMIS (config-if)# set garp timer join 500

®» Leave Timer must be greater than 2 times Join Timer and Leaveall Timer must be greater

than Leave Timer.

Timer values cannot be set to zero.

The GARP timer configuration will be applied to the GARP applications (GMRP and

GVRP) on the specified interface.

Related Command

show garp timer - Displays the GARP timer information of the available interfaces
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15.27 vlan restricted

This command enables/disables restricted VLAN registration on the port.
vlan restricted {enable | disable}

Syntax Description

enable - Enables restricted VLAN registration

disable - Disables restricted VLAN registration

Mode
Interface Configuration Mode

Defaults

disable

Example:

SMIS (config-if)# vlan restricted enable

® If restricted VLAN registration rules are enabled, then a VLAN is learnt dynamically from
the GVRP frame only if the specific VLAN is statically configured in the switch. If
restricted VLAN registration rules are disabled, then GVRP packets are processed
normally and the VLANSs are learnt dynamically even if they are not statically configured

in the switch.

Related Command

show vlan port config - Displays the VLAN related parameters specific for ports
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15.28 group restricted

This command enables or disables restricted group registration on a port.
group restricted {enable | disable }

Syntax Description
enable - Enables restricted group registration

Disable - Disables restricted group registration

Mode
Interface Configuration Mode

Defaults

disable

Example:

SMIS (config-if)# group restricted enable

® If restricted group registration rules are enabled, then a multicast group attribu

requirement attribute is learnt dynamically from the GMRP frame only if the sp

te/service

ecific

multicast group attribute/service requirement attribute is statically configured in the

switch. If restricted group registration rules are disabled, then GMRP packets are

processed normally and the multicast group attribute/service requirement attribute are

learnt dynamically even if they are not statically configured in the switch.

Related Command

show vlan port config - Displays the VLAN related parameters specific for ports
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15.29 vlan map-priority

This command maps a priority to a traffic class. The frame received with the configured priority
will be processed in the configured traffic class..

The no form of the command maps the default priority to traffic class value.

vlan map-priority <priority wvalue(0-7)> traffic-class <Traffic class

value (0-7)>
no vlan map-priority <priority wvalue (0-7)>

Syntax Description

traffic-class - Traffic class value

Mode
Global Configuration Mode

Example:

SMIS (config)# vlan map-priority 2 traffic-class 2

The default traffic class value depends upon the configured priority value.
Following is the list of default traffic class values for different priority values

Priority Default traffic class

N o oA W N P O
N o oA W N P O

Related Command

show vlan traffic-classes - Displays the traffic classes information
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15.30 shutdown garp

This command shuts down the GARP Module. The no form of the command starts and enables
the GARP Module.

shutdown garp

no shutdown garp

Mode
Global Configuration Mode

Defaults
GARP Module is Started and enabled by default

Example:

SMIS (config)# shutdown garp

B GARP cannot be started if VLAN is shutdown.
GARP cannot be shutdown if GVRP and/or GMRP are enabled

Related Command

shutdown vlan - Shuts down VLAN switching
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15.31 debug vian

This command enables module-wise debug traces, which can be any of the following: Forwarding
or Priority .

debug vlan { global | [{fwd | priority | | redundancy} [initshut]
[mgmt] [data] [ctpl] [dump] [os] [failall] [buffer] [all]] }

no debug vlan { global | [{fwd | priority | | redundancy} [initshut]
[mgmt] [data] [ctpl] [dump] [os] [failall] [buffer] [all]] }

Syntax Description

global - Global related debug messages

fwd - Forwarding Module

priority - VLAN Priority Module

redundancy - Redundancy related debug messages
initshut - Init and Shutdown

mgmt - Management

data - Data path

ctpl - Control Plane

dump - Packet dump

os - Traces related to all Resources except Buffer
failall - All Failures

buffer - Buffer

all - All Traces

Mode
Privileged Exec Mode

Defaults
Disabled

Example:
SMIS# debug vlan fwd all

Related Command

show debugging - Displays state of each debugging option
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15.32 debug garp

This command enables module-wise debug traces, which can be GARP, GVRP or GMRP.

debug garp { global | [{protocol | gmrp | gvrp | redundancy} [initshut]
[mgmt] [data] [ctpl] [dump] [os] [failall] [buffer] [all]] }

no debug garp { global | [{protocol | gmrp | gvrp | redundancy}
[initshut] [mgmt] [data] [ctpl] [dump] [os] [failall] [buffer] [all]] }

Syntax Description

global - Global related debug messages
protocol - Protocol related traces

gmrp - GMRP related traces

gvrp - GVRP related traces

redundancy Redundancy related debug messages
initshut - Init and Shutdown

mgmt - Management

data - Data path

ctpl - Control Plane

dump - Packet dump

os - Traces related to all Resources except Buffer
failall - All Failures

buffer - Buffer

all - All Traces

Mode
Privileged Exec Mode

Defaults
Disabled

Example:

SMIS# debug garp fwd all

Related Command

show debugging - Displays state of each debugging option
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15.33 show vlan

This command displays the VLAN information in the database.
show vlan [brief | id <vlan-id(1-4069)> | summary]

Syntax Description
brief - Information about all the VLANS in brief
id - Information specific to the VLAN Id

summary - Summary of the VLAN

Mode
Privileged EXEC Mode

Example:

Single Instance:
SMIS# show vlan brief
Vlan database

Vlan ID HE

Member Ports : gi 0/1-48 ex 0/1-4
Tagged Ports : None

Untagged Ports : gi 0/1-48 ex 0/1-4
Forbidden Ports : None

Access Ports : None

Trunk Ports : None

Name

Status : Permanent

SMIS# show vlan summary

Number of vlans : 1

Multiple Instance:
SMIS# show vlan
Switch - default
Vlan database
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Vlian ID : 1

Member Ports : Gi0/49Untagged Ports

Forbidden Ports None
Name
Status : Permanent

Switch - custl

Vlan database

Vlan ID : 1

Member Ports

Gi0/1-6Tagged Ports

Untagged Ports Gi0/1-6
Forbidden Ports None
Access Ports None
Trunk Ports None
Name

Status : Permanent

Vlan ID : 20

Member Ports : Gi0/1

Tagged Ports None
Untagged Ports Gi0/1
Forbidden Ports None
Access Ports None
Trunk Ports None
Name

Status : Permanent

Vlan ID : 30

Member Ports : Gi0/2

Gi0/49

None

Tagged Ports None

Untagged Ports None

Forbidden Ports None

Access Ports None

Trunk Ports None

Name

Status : Dynamic Gvrp

Release : 1.1i 387 /1035



Supermicro Intelligent Switch Command Line Interface User Guide

® If the optional parameter is not specified then this command displays the VLAN

information of all the available interfaces.

Related Commands

shutdown vlan - Shuts down VLAN switching. The no form of the command starts and
enables

VLAN switching

set vlan - Enables/disables VLAN in the switch

vlan - Configures a VLAN in the switch and is also used to enter in to the config-VLAN mode

ports - Configures a static VLAN entry with the required member ports, untagged ports and

forbidden ports
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15.34 show vlan device info

This command displays the VLAN related global status variables.

show vlan device info

Syntax Description

Mode
Privileged EXEC Mode

Example:

Single Instance:

SMIS# show vlan device info
Vlan device configurations
Vlan Status : Enabled

Vlan Oper status : Enabled
Gvrp status : Enabled

Gmrp status : Disabled

Gvrp Oper status : Enabled
Gmrp Oper status : Disabled
Mac-Vlan Status : Disabled
Protocol-Vlan Status : Enabled

Bridge Mode

Provider Edge

Bridge

Traffic Classes : Enabled

Vlan Operational Learning Mode

IVL

Version number : 1
Max Vlan id : 4069

Max supported vlans : 1024
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Multiple Instance:

SMIS# show vlan device info
Switch default

Vlan device configurations
Vlan Status : Enabled

Vlan Oper status : Enabled
Gvrp status : Enabled

Gmrp status : Disabled

Gvrp Oper status : Enabled
Gmrp Oper status : Disabled
Mac-Vlan Status : Disabled
Protocol-Vlan Status : Enabled

Bridge Mode

Provider Edge

Bridge
Traffic Classes : Enabled

Vlan Operational Learning Mode

IVL

Version number : 1
Max Vlan id : 4069

Max supported vlans : 1024

Related Commands

shutdown vlan - Shuts down VLAN switching. The no form of the command starts and
enables

VLAN switching

set vlan - Enables/disables VLAN in the switch

vlan - Configures a VLAN in the switch and is also used to enter in to the config-VLAN mode
ports - Configures a static VLAN entry with the required member ports, untagged ports and
forbidden ports

set gvrp - Enables or disables GVRP on a global basis

set port gvrp - Enables or disables GVRP on the interface
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set gmrp - Enables or disables GMRP on a global basis

set port gmrp - Enables or disables GMRP on the interface

set vlan traffic-classes - Enables or disables traffic classes
port protocol-vlan - Enables port protocol based VLANs

vlan learning mode - Configures the VLAN learning mode

show vlan traffic-classes - Displays the traffic classes information of all the available

interfaces.

show protocol-vlan - Displays the entries in the protocol-VLAN database.
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15.35 show vlan device capabilities

This command displays VLAN capabilities of the device.

show vlan device capabilities

Syntax Description

Mode
Privileged EXEC Mode

Example:

Single Instance:

SMIS# show vlan device capabilities
Vlan device capabilities
Extended filtering services
Traffic classes

Static Entry Individual port
IVL capable

SVL capable

Hybrid capable

Configurable Pvid Tagging

Multiple Instance:

SMIS# show vlan device capabilities
Switch - default

Vlan device capabilities
Extended filtering services
Traffic classes

Static Entry Individual port
IVL capable

SVL capable

Hybrid capable

Configurable Pvid Tagging
Switch - custl

Vlan device capabilities
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Extended filtering services
Traffic classes

Static Entry Individual port
IVL capable

SVL capable

Hybrid capable

Configurable Pvid Tagging
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15.36 show vlan traffic-classes

This command displays the VLAN traffic classes mapping.
show vlan traffic-classes

Syntax Description

Mode
Privileged EXEC Mode

Example:

SMIS# show vlan traffic-classes

Related Commands

vlan - Configures a VLAN in the switch and is used to enter into the VLAN mode

ports - Configures a static VLAN entry with the required member ports, untagged ports and
forbidden ports

set vlan traffic-classes - Enables/ disables traffic classes
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15.37 show garp timer

This command displays the GARP timer information of the available interfaces.
show garp timer [{ port <interface-type> <interface-id>}]

Syntax Description

Port - Interface type and ID of the port

Mode
Privileged EXEC Mode

Example:

Single Instance:
SMIS# show garp timer port gigabitethernet 0/1

Garp Port Timer Info (in milli seconds)

Gi0/1 200 600 10000

Multiple Instance:
SMIS# show garp timer
Switch - default

Garp Port Timer Info (in milli seconds)

G10/49 200 600 10000
Switch - custl

Garp Port Timer Info (in milli seconds)

Gi0/1 200 600 10000
Gi0/2 200 600 10000
Gi0/3 200 600 10000
Gi0/4 200 600 10000
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Gi0/5 200 600 10000
Gi0/6 200 600 10000

® The timer information is the same for GVRP and GMRP.

Related Commands

ports - Configures a static VLAN entry with the required member ports, untagged ports and
forbidden ports

show vlan device info - Displays the VLAN related global status variables

set garp timer - Configures the GARP join time, leave time, and leave all time in milli-

seconds

Release : 1.1i 396 /1035



Supermicro Intelligent Switch Command Line Interface User Guide

15.38 show vlan port config

This command displays the VLAN related parameters specific for ports..
show vlan port config [{port <interface-type> <interface-id> }]

Syntax Description

Port - Interface type and ID of the port

Mode
Privileged EXEC Mode

Example:
SMIS# show vlan port config port gi 0/1

Vlan Port configuration table

Port Gi0/1

Port Vlan ID 1

Port Access Vlan ID HE

Port Acceptable Frame Type : Admit All
Port Ingress Filtering : Enabled
Port Mode : Hybrid Port
Gvrp Status : Enabled
Port Gmrp Status : Enabled
Port Gvrp Failed Registrations HE)

Gvrp last pdu origin : 00:01:02:03:04:21
Port Restricted Vlan Registration : Disabled

Port Restricted Group Registration : Disabled

Mac Based Support : Enabled
Port-and-Protocol Based Support : Enabled
Default Priority : 0

Allowed Vlans on Trunk : 1-4069
Trunk Native Vlan Id 1

Port Gi0/2

Port Vlan ID 1

Port Access Vlan ID HE

Port Acceptable Frame Type : Admit All
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Port Ingress Filtering

Port Mode

Port Gvrp Status

Port Gmrp Status

Port Gvrp Failed Registrations
Gvrp last pdu origin

Port Restricted Vlan Registration
Port Restricted Group Registration
Mac Based Support
Port-and-Protocol Based Support
Default Priority

Allowed Vlans on Trunk

Trunk Native Vlan Id

Enabled

Hybrid

Enabled

Enabled

0
01:02:03:04:05:06
Disabled
Disabled

Disabled

Enabled

® If executed without the optional parameter this command displays the port information of

all the available ports.

Related Commands

set port gvrp - Enables or disables GVRP on the interface

set port gmrp - Enables or disables GMRP on the interface

switchport pvid - Configures the PVID (VLAN ID) that would be assigned to

untagged/prioritytagged frames/VLAN tagged frames

switchport acceptable-frame-type - Configures the acceptable frame type for the port

switchport ingress-filter - Enables ingress filtering on the port

port mac-vlan - Enables MAC-based VLAN on the port

port protocol-vlan - Enables port protocol based VLANs

vlan restricted - Enables/disables restricted VLAN registration on the port
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15.39 show vlan protocols-group

This command displays the protocol group database.
show vlan protocols-group

Syntax Description

Mode
Privileged EXEC Mode

Example:

Single Instance:
SMIS# show vlan protocols-group
Protocol Group Table

Enet-v2 IP 1

Snap Novell 2

Multiple Instance:
SMIS# show vlan protocols-group
Switch - default

Protocol Group Table

Enet-v2 IP 1

Snap Novell 2

Related Commands
map protocol - Configures the group ID for a specific encapsulation and protocol value

combination
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show protocol-vlan - Displays the entries in the protocol-VLAN database
switchport map protocols-group - Maps the protocol group configured to a particular

VLAN identifier for the specified interface
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15.40 show switchport protected

This command displays the protected port configuration. If the group number is provided, it

displays the protected port configuration for the given community group number.
show switchport protected [group <integer (1-10000000)>]

Syntax Description

group — community humber

Mode
Privileged EXEC Mode

Example:

SMIS# show switchport protected

Related Commands

switchport protected — Configures the protected port parameters for the given port.
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15.41 show protocol-vian

This command displays the entries in protocol-VLAN database.

show protocol-vlan

Syntax Description

Mode
Privileged EXEC Mode

Example:

Single Instance:

SMIS# show protocol-vlan
Port Protocol Table

Gio/2 1 2
Gio/1 2 3

Multiple Instance:
SMIS# show protocol-vlan
Switch - default

Port Protocol Table

Gio/2 1 2
Gi0o/1 2 3

Related Command

switchport map protocols-group - Maps the protocol group configured to a particular

VLAN identifier for the specified interface
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15.42 show mac-vlan

This command displays the entries in the MAC-VLAN database.
show mac-vlan

Syntax Description

Mode
Privileged EXEC Mode

Example:

SMIS# show mac-vlan

Mac Address Vlan ID
00:25:90:13:6a:15 10
00:25:90:13:6a:8c 10
00:25:90:13:6a:9 10

Related Commands
mac-vlan - Enables MAC-based VLAN for all the available interfaces of the VLAN

show vlan device info - Displays the VLAN global status variables
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15.43 show mac-address-table

This command displays the static and dynamic unicast and multicast MAC address table.

show mac-address-table [vlan <vlan-id(1-4069)>] [address

<aa:aa:aa:aa:aa:aa>] [{interface <interface-type> <interface-id> }]

Syntax Description
vlan - VLANID
address - MAC address

interface - Interface type and ID

Mode
Privileged EXEC Mode

Example:
Single Instance:
SMIS# show mac-address-table vlan 2

Vlan Mac Address Type Ports

2 00:01:02:03:04:21 Learnt Gi0/1
Total Mac Addresses displayed: 1

SMIS# show mac-address-table interface gigabitethernet 0/1
Vlan Mac Address Type Ports

2 00:01:02:03:04:21 Learnt Gi0/1
1 01:02:03:04:05:06 Static Gi0/1
Total Mac Addresses displayed: 2

® |f executed without the optional parameters this command displays all the static and

dynamic MAC entries.

Related Commands

vlan - Configures a VLAN in the switch and is also used to enter in to the config-VLAN mode
ports - Configures a static VLAN entry with the required member ports, untagged ports and
forbidden ports

mac-address-table static unicast - Configures a static unicast MAC address in the
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forwarding database
mac-address-table static multicast - Configures a static multicast MAC address in the

forwarding database
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15.44 show mac-address-table count

This command displays the number of MAC addresses present on all the VLANS or on the
specified VLAN.

show mac-address-table count [vlan <vlan-id(1-4069)>]

Syntax Description
vlan - VLANID

Mode
Privileged EXEC Mode

Example:

Single Instance:

SMIS# show mac-address-table count
Mac Entries for Vlan 1:

Dynamic Unicast Address Count : 1
Dynamic Multicast Address Count : 0
Static Unicast Address Count : 1
Static Multicast Address Count : 1

Dynamic Unicast Address Count : 1
Dynamic Multicast Address Count : O
Static Unicast Address Count : 1

Static Multicast Address Count : 0

Multiple Instance:

SMIS# show mac-address-table count switch custl
Switch - custl

Mac Entries for Vlan 1:

Dynamic Unicast Address Count : 1

Dynamic Multicast Address Count : O
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Static Unicast Address Count : O
Static Multicast Address Count : 0

Dynamic Unicast Address Count : 0
Dynamic Multicast Address Count : O
Static Unicast Address Count : O
Static Multicast Address Count : O

Dynamic Unicast Address Count : 0
Dynamic Multicast Address Count : 0
Static Unicast Address Count : O
Static Multicast Address Count : O

® |If executed without the optional parameter this command displays the MAC addresses

present on all the VLANS.

Related Commands
vlan - Configures a VLAN in the switch and is also used to enter in to the config-VLAN mode

ports - Configures a static VLAN entry with the required member ports, untagged ports and

forbidden ports
mac-address-table static unicast - Configures a static unicast MAC address in the

forwarding database
mac-address-table static multicast - Configures a static multicast MAC address in the

forwarding database
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15.45 show mac-address-table static
unicast

This command displays the statically configured unicast addresses from the MAC address table.

show mac-address-table static unicast [vlan <vlan-id(1-4069)>] [address

<aa:aa:aa:aa:aa:aa>] [{interface <interface-type> <interface-id> }]

Syntax Description
Vlan - VLAN Id
Address - MAC address

interface - Interface type and ID

Mode
Privileged EXEC Mode

Example:

Single Instance:
SMIS# show mac-address-table static unicast

Vlan Mac Address RecvPort Status Ports

2 00:11:22:33:44:55 Gi10/2 Del-OnTimeout Gi0/3

Multiple Instance:
SMIS# sh mac-address-table static unicast switch custl
Switch - custl

Vlan Mac Address RecvPort Status Ports

1 00:11:22:33:44:55 Gi0/2 Permanent Gi0/3
Total Mac Addresses displayed: 1

® |f executed without the optional parameters this command displays the MAC address

table for all the available interfaces.

Related Commands
vlan - Configures a VLAN in the switch and is also used to enter in to the config-VLAN mode
ports - Configures a static VLAN entry with the required member ports, untagged ports and

forbidden ports
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mac-address-table static unicast - Configures a static unicast MAC address in the
forwarding database

show mac-address-table dynamic unicast - Displays the dynamic MAC address table
for the specified address or for all the addresses
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15.46 show mac-address-table static
multicast

This command displays the statically configured multicast entries.

show mac-address-table static multicast [vlan <vlan-id(1-4069)>]
[address <aa:aa:aa:aa:aa:aa>] [{interface <interface-type> <interface-

id>]

Syntax Description
vlan - VLAN Id
address - MAC address

interface - Interface type and ID

Mode
Privileged EXEC Mode

Example:

Single Instance:

SMIS# show mac-address-table static multicast
Static Multicast Table

Vlian : 1

Mac Address : 01:02:03:04:05:06

Receive Port : GiO/1

Member Ports : GiO/1

Forbidden Ports : Gi0/2

Status : Permanent

Total Mac Addresses displayed: 1

Multiple Instance:

SMIS# sh mac-address-table static multicast switch custl
Switch - custl

Static Multicast Table

Vlian : 1

Mac Address : 01:02:03:04:05:06
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Receive Port : Gi0/2
Member Ports : Gi0/3

Status : Permanent

Total Mac Addresses displayed: 1

Related Commands

vlan - Configures a VLAN in the switch and is also used to enter in to the config-VLAN mode
ports - Configures a static VLAN entry with the required member ports, untagged ports and
forbidden ports

mac-address-table static multicast - Configures a static multicast MAC address in the
forwarding database

show mac-address-table dynamic multicast - Displays the dynamic MAC address

table for the specified address or for all the addresses
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15.47 show mac-address-table
dynamic unicast

This command displays the dynamically learnt unicast entries from the MAC address table.

show mac-address-table dynamic unicast [vlan <vlan-id(1-4069)>]
[address <aa:aa:aa:aa:aa:aa>] [{interface <interface-type> <interface-

id> }]

Syntax Description
vlan - VLAN Id
address - MAC address

interface - Interface type and ID

Mode
Privileged EXEC Mode

Example:

Single Instance:

SMIS# show mac-address-table dynamic unicast vlan 2
Vlan Mac Address Type Ports

2 00:01:02:03:04:21 Learnt Gi0/1

Total Mac Addresses displayed: 1

Multiple Instance:

SMIS# show mac-address-table dynamic unicast
Switch - default

Vlan Mac Address Type Ports

1 00:02:02:03:04:04 Learnt Gi0/2

1 00:03:02:03:04:04 Learnt Gi0/3

2 00:02:02:03:04:04 Learnt Gi0/2

2 00:03:02:03:04:04 Learnt Gi0/3

3 00:02:02:03:04:04 Learnt Gi0/2

3 00:03:02:03:04:04 Learnt Gi0/3
Total Mac Addresses displayed: 6
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® If executed without the optional parameters this command displays the MAC address
table of all the available interfaces

Related Commands

vlan - Configures a VLAN in the switch and is also used to enter in to the config-VLAN mode
ports - Configures a static VLAN entry with the required member ports, untagged ports and

forbidden ports

mac-address-table static unicast - Configures a static unicast MAC address in the

forwarding database

show mac-address-table static unicast - Displays the statically configured unicast

address from the MAC address table
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15.48 show mac-address-table
dynamic multicast

This command displays the dynamically learnt multicast MAC address.

show mac-address-table dynamic multicast [vlan <vlan-id(1-4069)>]
[address <aa:aa:aa:aa:aa:aa>] [{interface <interface-type> <interface-

id> }]

Syntax Description
vlan - VLAN Id
address - MAC address

interface - Interface type and ID

Mode
Privileged EXEC Mode

Example:

Single Instance:

SMIS# show mac-address-table dynamic multicast
Vlan Mac Address Type Ports

2 01:03:05:07:09:04 Learnt GiO0O/1

Total Mac Addresses displayed: 1

Multiple Instance:

SMIS# show mac-address-table dynamic multicast
Switch - default

Vlan Mac Address Type Ports

2 01:02:02:02:02:02 Learnt Gi0/2, Gi0/3

3 01:02:02:02:02:02 Learnt Gi0/2

3 01:03:03:03:03:03 Learnt Gi0/3

Total Mac Addresses displayed: 3

® |If executed without the optional parameters this command displays the MAC address

table of all the available interfaces.
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Related Commands

vlan - Configures a VLAN in the switch and is also used to enter into the config-VLAN mode
ports - Configures a static VLAN entry with the required member ports, untagged ports and
forbidden ports

mac-address-table static multicast - Configures a static multicast MAC address in the
forwarding database

show mac-address-table static multicast - Displays the statically configured

multicast entries
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15.49 show mac-address-table aging-
time

This command displays the MAC address-table ageing time.
show mac-address-table aging-time

Syntax Description

Mode
Privileged EXEC Mode

Example:

Single Instance:
SMIS# show mac-address-table aging-time
Mac Address Aging Time: 300

Related Commands
show mac-address-table - Displays the static and dynamic MAC entries

mac-address-table aging-time - Configures the MAC address table entry maximum age
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15.50 show wildcard

This command displays the wildcard MAC address entries from MAC table.

show wildcard {mac-address <mac_addr> | broadcast}

Syntax Description
<mac_addr> - MAC address

Mode
Privileged EXEC Mode

Example:
SMIS# show wildcard mac-address 03:04:06
Wild Card Entries:

Mac Address Ports

00:03:00:04:00:06 Gi0/1

Related Commands

wildcard mac-address — Add wildcard MAC address entries to MAC address table.
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16 DHCP

DHCP (Dynamic Host Configuration Protocol) allows dynamic configuration of a host computer.
When a DHCP client is turned on, it initially does not have an IP address assigned to it. It issues
a broadcast message to any DCHP servers which are on the network. An exchange takes place
during which the DHCP server assigns an IP address to the client and tells the client certain key
network configuration parameters.

Many Internet service providers (ISPs) require that their customers use a DHCP client so the ISP
may dynamically assign IP addresses and control other network settings. Another use is for
laptop computers which may be connected to more than one network. For example: a laptop
may be connected to a network in the office and also at home. This is an ideal use for DHCP as
the laptop doesn't need to be manually reconfigured for use in the 2 different networks. In this
case, there needs to be a DHCP server both on the office network and the home network and the

laptop needs a DHCP client.

The list of CLI commands for the configuration of DHCP is as follows:
DHCP Client

release
renew

debug ip dhcp client

show ip dhcp client stats

DHCP Relay

service dhcp-relay

ip dhcp server

ip dhcp relay information option

ip dhcp relay circuit-id

ip dhcp relay remote-id

debug ip dhcp relay

show ip dhcp relay information

show dhcp server
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DHCP Server

service dhcp-server

ip dhcp pool

ip dhcp next-server

ip dhcp bootfile
ip dhcp

ip dhcp option
network

excluded-address

domain-name
dns-server

netbios-name-server

netbios-node-type

default-router
option
lease

utilization threshold

host hardware-type

host hardware-type mac binding

interface ip binding

debug ip dhcp server

show ip dhcp server information

show ip dhcp server pools

show ip dhcp server binding

show ip dhcp server statistics
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16.1 DHCP Client
16.1.1 release

This command immediately releases the DHCP lease on the interface specified.

release dhcp [{ vlan <short (1-4069)> | <iftype> <ifnum> }]

Syntax Description
vlan - VLAN Identifier

iftype - Interface type, can either be a gi, ex or gx ethernet interfaces

ifnum - Physical interface ID including slot and port number

Mode
Privileged EXEC Mode

Defaults
Disabled by default

Example:
SMIS# release dhcp vlan 1

® VLAN interface must have an IP address assigned by the DHCP server.

® [f the router interface was not assigned a DHCP IP address by the DHCP server, the

release dhcp command fails and displays the following error message: Interface does not

have a DHCP originated address

Related Commands

ip address - Configures the current VLAN interface to dynamically acquire an IP address from

the DHCP server

show ip dhcp client stats - Displays the DHCP client statistics information

show ip interface - Displays the IP interface statistics and configuration
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16.1.2 renew

This command immediately renews the DHCP lease for the interface specified.

renew dhcp [{ vlan <short (1-4069)> | <iftype> <ifnum> }]

Syntax Description
vlan-id - VLAN Identifier
iftype - Interface type, can either be a gi, ex or gx ethernet interfaces

ifnum - Physical interface ID including slot and port number

Mode
Privileged EXEC Mode

Defaults
Disabled

Example:

SMIS# renew dhcp vlan 1

®  VLAN interface must have an IP address assigned by the DHCP server

® | the router interface was not assigned an IP address by the DHCP server, the renew
DHCP command fails and displays the following error message:

Interface does not have a DHCP originated address

Related Commands
ip address - Configures the current VLAN interface to dynamically acquire an IP address from
the DHCP server

show ip dhcp client stats - Displays the DHCP client statistics information
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16.1.3  debug ip dhcp client

This command sets the debug level for tracing the DHCP client module. The no form of the

command disables the debug level for the DHCP client.
debug ip dhcp client { all | event | packets | errors | bind }

no debug ip dhcp client { all | event | packets | errors | bind }

Syntax Description

all - All trace messages

event - Trace management messages
packets - Packets related messages
errors - Trace error code debug messages

bind - Trace bind messages

Mode
Privileged EXEC Mode

Defaults

Debugging is Disabled

Example:

SMIS# debug ip dhcp client all

Related Command

show ip dhcp client stats - Displays the DHCP client statistics information
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16.1.4  show ip dhcp client stats

This command displays the DHCP client statistics.

show ip dhcp client stats

Mode
Privileged EXEC Mode

Example:

SMIS# show ip dhcp client stats
Dhcp Client Statistics
Interface : vlan3

Client IP Address : 0.0.0.0
Client Lease Time : O

Client Remain Lease Time : 0
Message Statistics

DHCP DISCOVER : 1

DHCP REQUEST : O

DHCP DECLINE : O

DHCP RELEASE : O

DHCP INFORM : O

DHCP OFFER : 1

Related Commands

ip address - Configures the current VLAN interface to dynamically acquire an IP address from
the DHCP server

release - Releases the DHCP lease on the interface specified

renew - Renews the DHCP lease for the interface specified

Release : 1.1i 425 /1035



Supermicro Intelligent Switch Command Line Interface User Guide

16.2 DHCP Relay
16.2.1  service dhcp-relay

This command enables the DHCP Relay agent in the switch. The no form of the command

disables the DHCP relay agent.

service dhcp-relay

no service dhcp-relay

Mode
Global Configuration Mode

Defaults
Disabled

Example:

SMIS (config)# service dhcp-relay

The relay agent becomes active only after it is enabled

Related Commands

show dhcp server - Displays the DHCP server information

show ip dhcp relay information - Displays the DHCP relay information
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16.2.2  ip dhcp server

This command set the IP address of the DHCP server. The Relay Agent will now start forwarding
the packets from the client to a specific DHCP server. The no form of the command deletes the
DHCP server IP address.

ip dhcp server <ip address>

no ip dhcp server <ip address>

Mode
Global Configuration Mode

Defaults
Disabled

Example:
SMIS (config)# ip dhcp server 12.0.0.1

Only when the relay agent is enabled, the Relay Agent shall forward the packets from the client to

a specific DHCP server.

Related Commands
show ip dhcp relay information - Displays the DHCP relay information

show dhcp server - Displays the DHCP server information
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16.2.3  ip dhcp relay information option

This command enables the Relay Agent to perform any processing related to relay agent
Information Options. When this option is enabled, the agent will insert and remove DHCP relay
information in forwarded DHCP request messages to the DHCP server. The no form of this

command disables the insertion of relay information.
ip dhcp relay information option
no ip dhcp relay information option

Mode
Global Configuration Mode

Defaults
Disabled

Example:

SMIS (config)# ip dhcp relay information option

®  Only when enabled, the Relay Agent does any processing related to Relay Agent
Information Options - like inserting the necessary options while relaying a packet from a
client to a server and examining/stripping of options when relaying a packet from a server
to a client.

Related Commands
show ip dhcp relay information - Displays the DHCP relay information

show dhcp server - Displays the DHCP server information
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16.2.4  ip dhcp relay circuit-id

This command configures circuit identifier value to be used by the relay agent on the sub option 1
of the relay information option 82 to DHCP servers. The no form of this command clears the

circuit identifier configuration. This is interface specific configuration.
ip dhcp relay circuit-id <id>
no ip dhcp relay circuit-id

Syntax
<id> - Any number between 1 to 2147483647

Mode
Interface Configuration Mode

Defaults

No circuit id option sent

Example:
SMIS (config-if)# ip dhcp relay circuit-id 1000

Related Commands
show ip dhcp relay information - Displays the DHCP relay information

show dhcp server - Displays the DHCP server information
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16.2.5 ip dhcp relay remote-id

This command configures remote identifier string to be used by the relay agent on the sub option
1 of the relay information option 82 to DHCP servers. The no form of this command clears the

remote identifier configuration. This is interface specific configuration.
ip dhcp relay remote-id <name>
no ip dhcp relay remote-id

Syntax
<name> - Any alphanumerical string up to 32 characters length

Mode
Interface Configuration Mode

Defaults

None

Example:

SMIS (config-if)# ip dhcp relay remote-id dhc rell

Related Commands
show ip dhcp relay information - Displays the DHCP relay information

show dhcp server - Displays the DHCP server information
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16.2.6  debug ip dhcp relay

This command enables the debug level for tracing the DHCP Relay Module. The no form of the

command disables the debug level for tracing the DHCP relay Module.

debug ip dhcp relay {all | errors}

no debug ip dhcp relay {all | errors}

Syntax Description

all - All trace messages

errors - Trace error code debug messages

Mode
Privileged EXEC Mode

Defaults

Debugging is disabled

Example:
SMIS# debug ip dhcp relay all

Related Commands
show ip dhcp relay information - Displays the DHCP relay information

show dhcp server - Displays the DHCP server information
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16.2.7  show ip dhcp relay information

This command displays the DHCP Relay Information.

show ip dhcp relay information [vlan <integer (1-4069)>] [<iftype>

<ifnum>]

Syntax Description
Vlan - VLANID
iftype - Interface type, can either be a gi, ex or gx ethernet interfaces

ifnum - Physical interface ID including slot and port number

Mode
Privileged EXEC Mode

Example:

SMIS# show ip dhcp relay information

Dhcp Relay : Enabled

Dhcp Relay Servers only : Enabled

Server Ip Address : 40.0.0.4

Dhcp Relay RAI option : Enabled

Debug Level : 0x1

No of Packets inserted RAI option : 0

No of Packets inserted circuit ID suboption : 0
No of Packets inserted remote ID suboption : O
No of Packets inserted subnet mask suboption : 0
No of Packets dropped : O

No of Packets which did not inserted RAI option : 0

Related Commands

service dhcp-relay - Enablesthe DHCP relay agent in the switch

ip dhcp server - Sets the IP address of the DHCP server

ip dhcp relay information option - Enables the Relay Agent to perform any

processing related to relay agent Information Options
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16.2.8  show dhcp server

This command displays the DHCP server information.
show dhcp server

Mode
Privileged EXEC Mode

Example:
SMIS# show dhcp server
DHCP server: 40.0.0.4

Related Commands

service dhcp-relay - Enables the DHCP relay agent in the switch
ip dhcp server - Sets the IP address of the DHCP server
ip dhcp relay information option - Enables the Relay Agent to perform any

processing related to relay agent Information Options
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16.3 DHCP Server
16.3.1  service dhcp-server

This command enables the DHCP server. The no form of this command disables the DHCP

server.
service dhcp-server

no service dhcp-server

Mode
Global Configuration Mode

Defaults
Disabled

Example:

iss (config)# service dhcp-server

® DHCP Relay must be disabled before enabling the DHCP server.

Related Command

show ip dhcp server information - Displays the DHCP server information
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16.3.2  ip dhcp pool

This command creates a DHCP server address pool and places the user in the DHCP pool
configuration mode.

The no form of the command deletes the DHCP server address pool.
ip dhcp pool <index (1-2147483647)>

no ip dhcp pool <index (1-2147483647)>

Syntax Description

Index - Pool Number

Mode
Global Configuration Mode

Defaults

Address pools are not created by default

Example:

iss (config)# ip dhcp pool 1

® On execution of this command, the configuration mode changes to DHCP pool
configuration mode identified by the (config-dhcp) # prompt. In this mode, the

administrator can configure pool parameters.

Related Commands

network - Sets the network number and mask in DHCP server configuration parameters
excluded-address - Creates an excluded pool to prevent DHCP from assigning certain
addresses

domain-name - Sets the domain name in the DHCP server configuration parameters
dns-server - Specifies the IP address of a DNS server

netbios-name-server - Setsthe NetBIOS (WINS) name servers in the DHCP server
configuration parameters

netbios-node-type - Setsthe NetBios node type in the DHCP server configuration
parameters

default-router - Sets the default router in the DHCP server configuration parameters
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option - Sets the pool specific DHCP server option

lease - Sets the lease period

host hardware-type - Specifies the hardware address of a Dynamic Host Configuration
Protocol (DHCP) client

show ip dhcp server information - Displays the DHCP server information

show ip dhcp server pools - Displays the DHCP server pools
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16.3.3 ip dhcp next-server

This command sets the next boot server in the DHCP server configuration parameters. The no
form of this command deletes the next boot server from the DHCP server configuration

parameters.
ip dhcp next-server <ip address>

no ip dhcp next-server

Syntax Description

ip address - IP address of the server (TFTP server)

Mode
Global Configuration Mode

Example:

iss (config)# ip dhcp next-server 12.0.0.1

Related Commands

service dhcp-server - Enablesthe DHCP server

show ip dhcp server information - Displays the DHCP server information
show ip dhcp server binding - Displays the DHCP server bin