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Firmware Fixes to Common Vulnerabilities and Exposures

Supermicro pro-actively works with security community to identify and strengthen security
across our product line. Please find solutions to CVEs published on Supermicro firmware.

For other resolved security issues, please refer to release notes of each product.
Document Last Update: 7/26/2021

BMC Firmware Security Fixes:

SMT X11 138, SMT X10 352, SMT X9 354
NTP Control Mode (CVE-2016-9310)

SMT X11 128, SMT X10 347, SMT X9 353
Dropbear-SSH (CVE-2016-7407)

SMT X10 213, SMT X9 and X8 (Custom Firmware)
GHOST: glibc vulnerability (CVE-2015-0235)

SMT X10 176, SMT X9 335, SMM X9 259, SMT X8 320,
POODLE SSLv3 (CVE-2014-3566)

SMT X9 319, SMT_X8_320
Weak hash for RAKP (CVE-2013-4786)

SMT X9 317, SMT X8 312
Static Encryption Keys (CVE-2013-3619)
CGl: logout.cgi (CVE-2013-3622)

SMT X9 315, SMT X8 312

Hardcoded WSMan Credentials (CVE-2013-3620)
CGl: login.cgi (CVE-2013-3621)

CGl: close_window.cgi (CVE-2013-3623)
Stack-based Buffer Overflow (CVE-2013-3607)
Improper Input Validation (CVE-2013-3608)
Improper Privilege Management (CVE-2013-3609)
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Check the following FAQ link for CVE-2013-4782
http://www.supermicro.com/support/fags/faq.cfm?fag=16536

BIOS Firmware Security Fixes:
NVRAM Protection (CVE-2014-8271): Not Affected

Romley - BIOS Rev 3.2, Denlow, SharkBay, Bromolow - BIOS Rev 2.2, Avoton,

BayTrail, HSW-DT — BIOS Rev 1.2, Grantley BIOS Rev 1.0

Capsule Overflow (CVE-2014-4859, CVE-2014-4860)

Proper Flash Protection (CVE-2014-8273)

S3 Boot Script protection (CVE-2014-8274)- [Affected Grantley models with build date later
than 01/13/2015]

UEFI Variable Security (CVE-2014-2961)

Intel AMT Escalation of Privilege Vulnerability (CVE-2017-5689)

Product ME version BIOS
Version
(Or later)

C7Q270-CB-ML 11.6.27.3264 1.0b

X11SSQ 11.6.27.3264 2.0a

X11SSZ-TF/TLN4F/QF | 11.6.27.3264 2.0a

X11SSV-M4 11.0.25.3001 | 1.0a
X11SSV-Q/LVDS 11.6.27.3264 | 2.0a
X11SAT 11.6.27.3264 | 2.0b
X11SAE(-F) 11.6.27.3264 |  2.0c
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X11SAE-M 11.6.27.3264 2.0b
X10SAT 9.1.41.3024 3.0a
X10SAE 9.1.41.3024 3.0a
X10sLQ/-L 9.1.41.3024 2.2c
X9SAE/-V 8.1.71.3608 2.2c
X9SPV-M4 8.1.71.3608 2.1b
X9sSCv-Qv4 8.1.71.3608 2.0b
X9SCV-Q 7.1.91.3272 1.1b
C7Q67-H 7.1.91.3272 2.0B
C7Q67 7.1.91.3272 2.1B
C75IM-Q 6.2.61.3535 1.2a

For further questions, please contact support@supermicro.com
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