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1 Introduction

1.1 Purpose

This document is designed to provide Supermicro Switch module MBM-GEM-004 users with the

information required to configure the switch through the Web interface. The web pages have

been presented as screenshots in this document to make the information more accessible.

1.2 Scope

This document explains in detail about all web pages and fields that are useful to configure the
MBM-GEM-004 switch product.

1.3 Definitions and Acronyms

ACL
ARP
BPDU
CIST
CRC
DHCP
DLF
FDB
GARP
GMRP
GVRP
IGMP
IGS

IP

LA
LACP
LAN
LLDP
MAC
MIB
MSTP
MTU
PDU
QoS
RMON
RSTP
SNMP
STP
TCP
TLV
TOS
UDP
VLAN

Access Control Lists

Address Resolution Protocol

Bridge Protocol Data Unit

Common Internal Spanning Tree
Cyclic Redundancy Check

Dynamic Host Configuration Protocol
Destination Lookup Failure
Forwarding Database

General Attribute Registration Protocol
GARP Multicast Registration Protocol
GARP VLAN Registration Protocol
Internet Group Management Protocol
IGMP Snooping

Internet Protocol

Link Aggregation

Link Aggregation Control Protocol
Local Area Network

Link Layer Discovery Protocol

Media Access Control

Management Information Base
Multiple Spanning Tree Protocol
Maximum Transmission Unit
Protocol Data Unit

Quality of Service

Remote Monitoring

Rapid Spanning Tree Protocol
Simple Network Management Protocol
Spanning Tree Protocol
Transmission Control Protocol

Type Length Value

Type Of Service

User Datagram Protocol

Virtual LAN

Release: 1.0
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2 Overview

MBM-GEM-004 can be configured through Web browsers like the Chrome, Firefox, Safari or
Internet Explorer. For managing the switch through web browsers, type in the management IP
address to start accessing the switch in browser address bar. For example, if the management IP
address of the switch is 192.168.100.102, the switch can be accessed through the Web browser
by typing http://192.168.100.102 in the address bar of the web browser.

2.1 Management IP Address

MBM-GEM-004 comes with default DHCP settings for management IP address.

This default IP address can be changed to static in Management IP page in System Management

section.

User can access switch management IP through CMM Ethernet connections. The internal
management Ethernet ports of blade switches are connected with CMM Ethernet ports internally.
Switch management IP is not reachable from the front panel of ports of switch module.
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2.2 Login Page

Type in the switch IP address in the browser. The following Login page appears.

Fig: login page

Enter the User Name and Password and click the Login button. This User Name and
Password are both used for accessing the Switch through the web for switch configuration. The
user name and password entered are validated by Switch.

Release: 1.0 9/164
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2.3 Home page

The Home page is displayed on successful validation of the user name and password. This page
presents links to configurations of all the features of Switch. It has the following main

components.
« Dashboard
« Page Top Links
% Top LED Display
% Menu - Configuration links for all sections

ol R, G10/9 1G] ) ) | | kol

nr DASHBOARD SYSTEM~- LAYER-2~ MULTICAST~ STATISTICS ~ SUPPORT  HELP REFRESHC

Switch Information ‘ Reload Switch | | Reset To Factory Defaults * ‘ ‘ Save Config |

Recent Syslogs

Port Utilization Chart

Fig: Homepage
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Port Utilization Chart

Unicast
027
0 PO RRRPOORDVYIRAOROOOORRRRROQCOOROR@ROOO®

Packets Per Second

GOV B K S 6 T 8 T AT AN AT B AR AS A8 T AB A9 18 AN T 7318 115196 1T 18 119 a8 AR AT A3 R a8 RUR R NN A HONURT R ety

Interface

Broadcast [l Multicast Unicast

Disable Auto Refresh

© 2016 Supermicro

Fig: Homepage Port Utilization

2.3.1 Dashboard

Dashboard page displays Switch information, Memory, Port and CPU utilization, System logs.
The Switch Information displays following details of Switch.

Device name - Displays the Switch name.

Management IP - Management IP Address of the Switch.

Switch Base MAC Address - The start address of MAC address block used in this switch.
Device Up Time - Displays the current duration of the Switch has been used.

Start Up file - Displays the name of the startup file while booting the switch.

Firmware Version - Displays the current version of firmware used in switch.

Switch model - Displays the model of the Switch.
Memory Utilization - Displays the current usage of the memory used by the Switch in a gauge
metre.

CPU Utilization - Displays the current usage the CPU used by the switch in a gauge metre.

Recent Syslogs - This table displays recent syslog messages from syslog buffers in memory.
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Following buttons are used for quick configuration:

Reload Switch - Use this button to reload the switch.

Reset To Factory Defaults - This will set the switch to factory defaults. All stored configurations
will be lost. Also all user names and passwords will be lost. Do necessary backups before
resetting to factory defaults.

Write Startup Config - Use this button to write the configurations made in switch to the startup

file.

Port Utilization - Displays the traffic rate of all the ports graphically. The chart displays
Broadcast, Multicast and Unicast rates in packets/second. The displayed rate is the sum of the
receive rate and transmit rate. It is refreshed every 10 seconds. User can disable refresh by using
'Disable Auto Refresh’ button.

Port Utilization Chart

Broadcast
143

Packets Per Second
=

il
0 [oRoRoNONoNONoRoNoRORORoRoN0RoRoRCRoNUNORORORURORURO RO NoRURONONCR0NoRoNORORORORORURoRoNoNONORONORURORORO0)

B I T I I U AV ORI U ‘L‘d‘l'\'-’l."""ﬂ"l“'-’lﬁ-’lﬁ"ﬂ"1.%‘-'19'-'5““'&'\"“-ﬂl"a'!‘"5""5‘2"“:«6-'51‘a‘!‘ﬁ“‘-aﬁ.a\"ﬂl‘x’i.a&'.a‘i‘.ﬁ‘.{T.QQ‘E}QQ‘Q%QQ&M

Interface

Broadcast [l Multicast Unicast

Enable Auto Refresh

I -
Fig : Port Utilization Chart

2.3.2 Page Top Links

This section provides the following links.
Refresh

Help

Support

Logout
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Refresh link helps refreshing contents of the page. Unlike browser provided refresh button and
refresh icon, these are refreshes only the contents of middle page which has active data.

Help link provides context specific help texts. This link opens a new help text page relevant to the
configurations of current configuration page displayed.

Support link provides link to customer support help of Supermicro.

Logout link helps signing out of management web application. This link takes the user back to

login screen requesting user name and password for login.

2.3.3 Top LED Display

This part of the screen displays the port status of Switch. It displays Speed and Link status for

every port.

2.3.4 Menu

The menu displays the dropdown list to access configuration pages. This menu is organized
based on the features supported in Switch. The main features are categorized in following

groups.

% System Management — System based configurations

% Layer 2 Management — Layer 2 Protocols including VLAN, RSTP, MSTP, ...

% Multicast Management — Multicast Protocols including IGMP Snooping and Dynamic
Multicast.

+ Statistics — Statistics and Counters for all the features.

This makes user to choose any configuration page directly without going back to home page

every time.
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(’é\ DASHBOARD SYSTEM~ LAYER2~ MULTICAST~ STATISTICS~ SUPPORT HELP REFRESH
System Settings Firmware Upgrade VLAN COS SNMP-AGENT
System Settings Firmware Upgrade Queue Mapping Global Settings Community Settings
System Version Queue Scheduling And Bandwidth Control Group Settings
Management Security
i Gi Access Setti
Mﬂlﬂﬂmﬂ P Basic Settings ACL piia o ik ad
Management IP Settings e e oy MAC ACL Config ViewTres Settings
Radius Server Confi IP Standard ACL Confi Targst Address Settings
File Management ? = d
File Management Tacacs+ Global Settings IP Extended ACL Config Target Parameter Settings
Tacacs+ Server Config Security Settings
RMON Web Settings
Eri IP Authorized Manager Web GUI Settings Trap Settings
SSH Confi
Ereationta & Time Management
Alarm Config SSL Config Qo8 NTP Settings
QoS Basic Settings
Ethemnet Statistics Config Clock Settings
Syslog QOS Classmap Setti
History Control Config i i s
Sysiog Conty QoS Policymap Settings

Fig: Menu List
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3 System Management

System Management covers the following features of Switch.

% System Settings

% Management IP

% File Management
% RMON

% Firmware Upgrade
% Management Security
% Syslog

% ACL

% Web Settings
QoS

% SNMP AGENT

% Time Management

Blade Server Gi Uplink Gi

S i\ 1357911131517 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47 Uplmk Ex
UFERMI o o o ol |k
e 0 JE NI TG ME I I E N IC I N I T

24681012 14 16 18 20 22 24 26 28 30 32 34 36 38 40 |[ 42 44 46 48

@DASHB()ARD SYSTEM~ LAYER2~ MULTICAST~ STATISTICS~ SUPPORT HELP REFRESHG

System Settings Firmware Upgrade VLAN COS SNMP-AGENT

System Settings Firmware Upgrade Queue Mapping Global Settings Community Settings

System Version Queue Scheduling And Bandwidth Control Group Settings

Management Security
Group Access Settings

N E Basic Settings e p g
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3.1 System Settings

System Settings covers basic System Settings and System Version information.

3.1.1 System Settings Page

Basic System Settings page provides system related information and also helps configuration
system specific parameters.

(@) DASHBOARD SYSTEM~ LAYER2+ MULTICAST~ STATISTICS ~ SUPPORT HELP REFRESH 3

Fig: Basic System Settings

User can configure the below listed parameters in System Settings.

Device name - configure the device name

SNMP Engine ID - SNMP Engine Identifier

Device contact - change device contact

Device Location - change device location

System MTU - Configure MTU value. The allowed value ranges between 1500 to

9216. The default value is 1500.
ZTP Config Restore Option - User can configure ZTP Enable or Disable option.
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Boot-up Flash Area - User can specify whether the switch boots up from Normal firmware
image or Fallback firmware image. The default is boot up from Normal firmware image.

User can view the below listed parameters.

Switch Base MAC address

Serial Number

Configuration Restore Option

Configuration Restore Status

Configuration Restore ZTP File Name

Configuration Restore ZTP TFTP IP Address

Device Up Time

HTTP Server Status

HTTP Port Number

This page also has control to “Reset To Factory Defaults”. This will clear all Switch configurations
and local user accounts information. Make sure to have all necessary configurations backed up

before doing “Reset To Factory Defaults.”. This reset requires reboot of the switch.

This page also provides control to reboot the switch.
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3.1.2 System Version Page

System Version page displays hardware,firmware, OS and bootloader version of the Switch.

(a)DASHBOARD SYSTEM~ LAYER2~ MULTICAST~ STATISTICS~ SUPPORT HELP REFRESH{
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Fig: System Version Page
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3.2 Management IP

The Management IP Settings page allows user to configure switch Management IP address

details.

The default static management IP address for Supermicro Switch product is 192.168.100.102.
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IP Address Mode Manual *
IP Address 192.168.2.22
Subnet Mask 255.255.255.0

Default Mgmt Gateway 0.0.0.0

Apply

Fig: Management IP settings

User can configure the below listed parameters in Management IP Settings.

IP address mode - This can be either manual or dynamic. If manual mode is selected, then the
management interface takes the configured IP address as Default IP Address. If dynamic mode is
selected, the management interface gets the IP address through DHCP.

IP address - Configures the management IP address. This is configurable only if IP Address
Mode is manual

Subnet Mask - Configures the management IP subnet mask. This is configurable only if IP
Address Mode is manual

Default Mgmt Gateway - Configures the default gateway IP address in blade switches.
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3.3 File Management

File Management page helps user to manage the configuration files in Switch.
This page provides the below three main features.
< Save Configuration

% File Upload
% File Lists

§)) DASHBOARD SYSTEM~ LAYER2- MULTICAST~ STATISTICS - SUPPORT HELP REFRESH S

Choose File | No file chosen

Upload

W | File Name Last modified Startup Config
|

u .

Set As Startup Config || No Startup Config

Fig: File Management

Save Configuration
User can save currently running switch configuration in following three ways.
Save Startup Config — This option saves the current running configuration in local flash with the

file name configured as “startup configuration” file.
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Save Flash File — This option saves the current running configuration in a local flash with user
specified file name.
Save Remotely — This option saves the current running configuration in remote TFTP server.

User needs to provide IP address and file name of TFTP server.

The total configuration memory space and available free space are displayed.

File Upload
File upload can be used to uploading any configuration file to switch. This file will be saved in a

switch. TFTP or FTP is not required for file upload from this page.

File List

This section displays the information about configuration files stored in switch. User can select
one or more files and delete them.

User can also choose “Startup Configuration” file from this file list.

User can also choose “No Restore” option for not to load any configuration on next reboot of the
switch.

Files can be downloaded from the list. Onclick download option is not available. User can
download file from switch to any other location by right click option. Hence TFTP or FTP is not

required for file download from this page.

Release: 1.0 21/164



MBM-GEM-004 Switch Web User Guide

3.4 RMON Basic Settings

RMON Basic Settings page helps enabling disabling RMON feature.
RMON Status - Enable or disable RMON feature.
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Fig: RMON Basic Settings
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3.4.1 RMON Event Configuration

Event Configuration page helps configuring RMON events.

Index - Specifies the index to the Events table. This value must be in the range from 1 to 65535.
Description - Specifies a brief description of the event.

Type - Specifies the event configured can be a Log, or an SNMP trap, or both, or none. For event
type TRAP and Log and TRAP community must be configured.

Community - Specifies the SNMP community string used for this trap. This is relevant when an
SNMP trap is requested for an event. For event type TRAP and Log and TRAP community must
be configured. Also make sure the configured community is active before adding event on that
community.

Owner - Indicates the owner of this event.

Last Time Sent - Denotes the time this event entry last generated an event.
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Fig: Event Configuration
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3.4.2 RMON Alarm Configuration

RMON Alarm Configuration page helps configuring RMON Alarm parameters.

Index - Specifies the table index. This value must be in the range from 1 to 65535.

Interval - Specifies the time interval for which the alarm monitors the variable. This value must be
in the range from 1 and 4294967296.

Variable - Specifies the MIB object on which the alarm is set.

Sample type - User can set this to an absolute value or as just incremental values of the timer.
Rising Threshold - If the startup alarm is set as rising alarm and this threshold is reached, an
alarm is raised. This value ranges between 0 and 2147483647.

Falling Threshold - If the startup alarm is set as Falling alarm and this threshold is reached, an
alarm is raised. This value ranges between 0 and 2147483647. The falling threshold must be less
than the rising threshold.

Rising Event Index - Indicates the index of the event to be raised when the Rising threshold is
reached. This value must be in the range from 0 to 65535.

Falling Event Index - Indicates the index of the event to be raised when the Falling threshold is
reached. This value must be in the range from 1 to 65535.

Owner - Specifies the owner of the alarm.
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Fig: RMON Alarm Settings
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3.4.3 Ethernet statistics Configuration

Ethernet Statistics monitoring page helps configuring RMON Ethernet statistics parameters.
Index - Specifies the index to the table. This value must be in the range from 1 to 65535.

Port - Specifies the Ethernet Port.

Owner - Specifies the owner string.

Bytes — Displays the total number of bytes received from the network.

Packets - Displays the total number of packets received from the network.

Broadcast Packets - Displays the total number of broadcast packets received from the network.
Multicast Packets - Displays the total number of multicast packets received from the network.
Undersized Packets — Displays the number of undersized packets received from the network.
Oversized Packets — Displays the number of oversized packets received from the network.
Fragments - Displays the number of fragments received from the network.

Jabbers — Displays the number of jabbers in the network.

CRC - Displays the number of packets received with CRC errors from the network.

Collisions — Displays the number of Collisions in the network.

64 Octets - Displays the number of Ethernet packets received with size 64 octets or less.

65-127 Octets - Displays the number of Ethernet packets received with size between 65 to 127
octets.

128-255 Octets - Display