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1 Introduction

This document explains the switch configuration for Supermicro switch mode3 SEFB548Sand its
companion modelthe SSH-3548SRIhe SSH-3548SR modé&aturesa datacenterfriendly reverse air

flow techniquefor improved cooling when installed in the rear of a rack.
N\t o

Regular Airflow (front to back)

SSH-3548S

“ 4 N Reverse Airflow (back to front)
SSH-3548SR

The SSE3548%nd SSH-3548SRayer 2+ Ethernetwitchesboth offer 48 25Gb Etherne{GbE)ports

allowing connectivity to 250 servers. These 48 ports can also run in 10Gb onid@eto connect to

existing lowspeed network deviceheSSH-3548S/R also offer six ports running at 100Gbps for access to
high-speed backbone networks or storage servers. These 100Gbscpartlso operatat 40Gbps or

each can be split into four different ports to ran25Gbps or 10&ps.

This document explains the configuration for Supermicro switch modetS SHB54&R.

1.1Features
Other major features of the S$FB548S/R include:

1 Layer 2 Features
- 4K VLANS
- Spanning Tree (802.1D)
- Rapid Spanning Tree (802.1w)
- Multiple Spanning Trees (802.1s)
- IEEE 802.1Q VLANSs/ pbdased VLANs
- IEEE 802.3ad with LACP
- |[EEE 802.1AB Link Layer Discovery Protocol (LLDP)

1 Advanced Layer 2 Features
- Storm control
- Flow control
- Port mirroring
- Uplink Failure Detection (UFD)
- MLAG

1 System Management
- Industry Standard CLI
- Context Sensitive Help
- Command Conlption
- SNMP v1/iv2/v3
- SSH
- Syslog



- DHCP (Client)

- Web-based management interface
-NTP

-RMON

f Multicast:
- IGMP Snooping

1 Ethernet frame
- Jumbo frames up to 9KB

1 Power
- Redundant Hopluggable 500W Power Supplies
- AC Input: 10€.27/200240 V, 50/60 Hz
- Power Consumption: 410 Watts

1 Physical/Environmental
- 1U form factor for flexible installation
- Net weight: 8.9 Kg (19.6 Ib) with 2 PSUs
- Size (W x D x H):
445 x 510 x 44 mm (17.52 x 20.1 x 1.73 inches)
- OperatingTemperature 0°C to 45°C (32°F to 113°F)
- OperatingHumidity: 0% to 95% RH

Mountingrails are included for ease of installatitma rack.

1.2Cables

The following cables and transceivers are supported:

Item ‘ Supermicro Part Number Description

SFP28 Copper Cable CBL-NTWK-0944-MS28C05M 0.5m 25GbE SFP28 to SFP28, Passive
SFP28 Copper Cable CBL-NTWK-0944-MS28C10M 1m 25GbE SFP28 to SFP28, Passive
SFP28 Copper Cable CBL-NTWK-0944-MS28C15M 1.5m 25GbE SFP28 to SFP28, Passive
SFP28 Copper Cable CBL-NTWK-0944-MS28C20M 2m 25GbE SFP28 to SFP28, Passive
SFP28 Copper Cable CBL-NTWK-0944-MS28C25M 2.5m 25GbE SFP28 to SFP28, Passive
SFP28 Copper Cable CBL-NTWK-0944-MS28C30M 3m 25GbE SFP28 to SFP28, Passive
SFP28 Transceiver Module AOM-SFP28-25GbE-SR-1-MLN SFP28 Transceiver module 25G, 850nm, MMF, LC
Ethernet CBL-NTWK-0942-MQ28C05M Ethernet, QSFP28, 100GbE, Passive, 0.5M
Ethernet CBL-NTWK-0942-MQ28C10M Ethernet, QSFP28, 100GbE, Passive, 1M
Ethernet CBL-NTWK-0942-MQ28C15M Ethernet, QSFP28, 100GbE, Passive, 1.5M
Ethernet CBL-NTWK-0942-MQ28C20M Ethernet, QSFP28, 100GbE, Passive, 2M
Ethernet CBL-NTWK-0942-MQ28C25M Ethernet, QSFP28, 100GbE, Passive, 2.5M
Ethernet CBL-NTWK-0942-MQ28C30M Ethernet, QSFP28, 100GbE, Passive, 3M
Ethernet CBL-NTWK-0943-SQ28C10M Ethernet, QSFP28, 100GbE, Passive, 1M

QSFP28 transceiver module for short rage fiber

QSFP28 Transceiver Module AOM-100GBE-SR4-FT cables (up to 100m), 100G, 850nm, MMF

1.3Management Interface

TheSupermicroswitch command line interfac€CLI)s accessible through an RS232 console port, or
via'TeInetvand SVSH coAnne(;tior‘l'sh(-:-A CLI is de§ignedv to follow i_ndustry §ta\1\n@ard Cl_l comm,ands,. A
{U0FYRINR FSI ddz2NBa AyOf dzRA ¥anpl@i@ngritahkay aré sbppartédu A S &
Log into the swich with the following default ID and Password:
ID: ADMIN
PW: ADMIN

[Note: ADMIN/ADMIN are default login ID apdssword for all Supermicro switches.]

After you log irto the switch CLI, you are automaticafiiacedin the user EXEC mode. This mode
SWIL2 NI a aakK2gé O2YYFYRA YR YAYAYFE O2y FAIdzNI GA
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SMIS# configure terminal
SMIS(config)#

To exit to EXEC mode, use the commexitior end

1.3.1 Console Port
TheSSH-3548&/Rhas an RJ45 connector fadhe RS232 console port.

Use the serial cable provided with the switch to connect the RS232 port to any computer.
The computer COM port settings should be as follows:

Baudrate:115200
Data:8 bit

Parity: none
Stop:1 bit

Flow Control:none

Further information on Management Access can be found in Section 2.2 of this manual.



2 System Configuration

2.1 Management IP

TheSSH-3548&/Rcomes with DHCP [P settings for defdBlinanagement.

2.1.1 Static Management IP Address
ThelPaddresssommand can be used to manually configure the management interface IP address.

Follow the steps below to manually configuhe management interface IP address.

Step Command Description

Step 1| configure terminal Enters the configuration mode

Step 2| ip address [<iaddress> | <ipaddress>/prefix Configure the management interface |
length] [<subnetmask>] address manually.

ip-address; A valid IPv4 Address

ip-addres#prefix-length- A valid IPv4
Addresswith a prefix length of 132.

subret-maskg A valid IP subnet mask
Step 3| end Exits the configuration mode.

Step 4| show ip interface Displays the management interface IF
configuration.

@ The manualP addressonfiguration is saved automatically as partlod start-up config.

— ¢KS ay2 AL I RRNBaa¢ O2YYlIYyR NBaSda GKS

The example below shows the commands used to confitheenanagement interface IP address
manually.

SMIS# condureterminal
SMIS(configt ip address 192.168.1.10

SMIS(config)# end

2.1.2 DHCP

Supermicro switches can be configured to obt&i@ management IP address through DHCP protocol. In
this casethe switch acts as a DHCP client and obtami> address for any DHCP server on the LAN.

DHCP is the default management IP address mode.

Follow the steps below to obtaithe management interface IP address dynamically from a DHCP server.

Step | Command Description

Step 1| configure terminal Enters the configuration mode

Step 2| ip address dhcp Configures the management interface
IP addresshrough DHCP server.




Step 3| End Exits the configuration mode.
Step 4| show ip interface Displays the Management interface IF
configuration.

@ ThelP address dhogonfiguration is saved automatically as part of stastconfig.

— ¢KS ay2 AL I RRNBaa RK OLlhenBayembenyiRerfaald | 0
address through DHCP server.

The example below shows the commands used to confitheenanagement interface IP address through
DHCP.

SMIS# comdureterminal
SMIS(config)# address dhcp
SMIS(config)#nd

2.1.3 Default IP Gateway
To configure default gatewayn the switchfollow the steps below.

Step Command Description
Step 1| configure terminal Enters the configuration mode
Step 2 | ip gateway <ippddress> Configure IP gateway.

ip-address; IP addressf a directly
connected router.

Step 3| End Exits the configuration mode.

Step 4 | show ip interface Displays the interface IP configuration

@ ThelP Gatewayonfiguration is saved automatically as part of stgstconfig.

—= ¢KS ay2 AL ILiSsreé O2YYFHYR NBasSia GKS

The example below shows the commands used to confithedP gateway.
SMIS# condureterminal

SMIS(configt ip gateway 10.1.1.1

SMIS(config)# end

2.2 Management Access

Supermicro switches enable access control of the switch by various mechanisms:

1 User name and password
1 Enable password
1 Authorized Managers



Defaultsg Management Access

Parameter DefaultVValue

User Name/Password/Privilege ADMIN/ADMIN/15
1

Privilege (For configured users) 1

Enable Password ADMIN

IP Authorized Managers None

2.2.1 User Login

User accounts can be configured for switch access. Each username can be associated with a password and
privilege level. Users configured with a password are authenticated while accessing the switch to the
configured privilege level.

'ASNBE SAGK LINAGAE SIS tSPSt m 2N o2@S OFy SESOdz S
commands, access with privije level 15 is required

Follow the steps below to configutbe username.

Step  Command Description
Step 1| configure terminal Enters the configuration mode
Step 2| username <usename> [password <passwd>] Configure username arhssword.

[privilege <115>]
username;Alphanumericharacters of
length 120

password; Alphanumericharacters of
length 120

privilege- Specify 115, any of the
privilege levels

Step 3| End Exits the configuration mode.
Step 4| list users Displays theisers available in the
switch.
show users Displays users that are currently logge
in.

Theusernameconfiguration is saved automatically as part of sigptconfig. Configured
o dzZaSNE FNB y20 RAALI I @SR Ay WaK2g NHzyyA®
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The example below shows the commands used to configure users.

SMIS# configure terminal
SMIS(config)tisername userl password pwd1l privilege 15

SMIS(config)# end

SMIS# list users



userl 15
SMIS#how users

Line User P&ddress
0 con userl Local Peer
2.2.2 Enable

Supermicro switches provide support for configuring access to various CLI commands. This is achieved by
Enablepassword angbrivilege levelsFifteenprivilege levels can be specified.

Follow the steps below to enable a privilege level.

Step Command Desciption
Step 1| configure terminal Enters the configuration mode
Step 2| enable [<115> Enable Level] Enable a privilege level.

EnablelLevel; Specify 115, any of the
privilege levels
Step 3| End Exits the configuration mode.

The example below shows the command used to enable a particular privilege level.

SMIStenablel5

2.2.3 Enable Password
Passwords for different enable levels can be configured by the switch administrator usieggtble
passwordcommand.

Follow the steps below to enable password for any privilege level.

Step Command Description

Step 1| configure terminal Enters the configuration mode

Step 2| enable password [level {15)] <LINE ‘enable’ Configure password for a particular
password> privilege level.

Level; Specify 115, any of the privilege
levels

LINE enable passwocdAlphanumeric
Step 3| End Exits the configuration mode.

Theenable passworebnfiguration is saved automatically as part of sigptconfig.Enable
o password confjuration is not displayed ihe Wa K2 ¢ NXzyyAy 3 O2Yy FTA:

¢KS ay2 SylofSwvphB8agPRRYOLYEI&A abmt Sa
parameters.




The example below shows the commands used to confignadle password

SMI& configure terminal
SMIS(config)#nable password level 10 pwdl

2.2.4 |IP Authorized Manager
Supermicro switches allow configuration of IP authorized managéris featureenhances security on the
switch by using IP addresses to authorize computers are allowed to:

T Accesstheswitchs web browser interface
T Telnet into the switchés console interface
 Use SNMP or SSH

Follow the steps below to configure authorized managers for the switch.

Step  Command Description
Step 1| configure terminal Enters the configuration mode
Step 2| authorizedmanager ipsource <ip Configue the authorized manager

address>[{<subnatask> | / <prefixength(1
-32)>}] [interface [<interfacgype <0/ab, O/c, ...>] | ip-address; ManagerlP address
[<interfacetype <0/ab,

O/c, ...>]] [vlan<a,b or-& or a,b,ed>] [service subnet mask; For a given Authorized
[snmp] [telnet] [http] [http Manager entry, the switch applies the
s] [ssh]] subnet mask to the IP address to

determine a range of authorized IP
addresses for management access.

prefixlength- Prefix lengthof the IP
addressjn range 132.

interfacetype ¢ Specify the interface

typethrough which the IP authorized
manager can access the switetay be
any of the following:

fx-ethernet ¢ fx

cx-ethernetg cx

interfaceid is inslot/port format for all
physical interfaces.

vlan -Specify the vlan ithrough which
the IP authorized manager can acces:
the switch.

serviceg Specify the services that can
be accessed by the authorized manac

Step 3| End Exits the configuration mode.

Step4 | show authorizeemanagers Displays the Authorized Managers
configuration.

Step 5| write startup-config Optional stepg saves this configuratior

to be part of startup configuration.




telnet, sshetc. is possible only by those hosts allowed to access. Other hosts will not bt

@ If IP Authorized Managers are configurediiBupermicro switch, accessttoe switch via
— permitted access.

Thea y 2 | dzinférgadeRigs@iiRe <ipaddress> [{<subnanask> | / <prefixength(%
0 H U Bovhéhand deletes the particular authorized manager.

The example below shows the commands used to configure Authorized Managers.

SMIS# configure terminal
SMIS(configetuthorizedmanager ipsource 200.200.200.10 service telnet

SMIS(config)# authorizedanagerip-source 100.100.100.10 service http
SMIS(config)# end
SMIS# show authorizettanagers

Ip Authorized Manager Table

Ip Address: 100.100.100.10
Ip Mask: 255.255.255.255
Services allowed: HTTP

Ip Address: 200.200.200.10
Ip Mask: 25.255.255.255
Services allowed: TELNET

2.3 Interface Properties
TheSSH-3548S/R supports the following physical interface types.

25G Fx Ports
TheSSH-3548S/R has 48 Fx ports by default. The Fx ports operate at 25G speed byatefeait be
configured to operatet 10G or 1G speed.

100G Cx Ports

TheSSH-3548S/R has six 100G capable Cx ports by default.

The Cx ports caalsooperateat 40G speed.

Additionally;, each Cx ports can be split in to four ports that can opesa@bG or 1 speed.
Use the speed command in interface mode to split the ports.

The below table shows the port names in the split cases.

Interface Interface Speed Comments

Name Numbers

Fx 1¢48 25G default Default Physical interfaces
Can operate in 10G/1G

Cx 1¢6 100G default Default Physical interfaces
Can operate in 40G




Or can be split into 4 portg

Fx 49¢51 25G /110G When Cx 0/1 splitted it becomes
Cx 0/1, Fx 49, Fx 50 and Fx 51

Fx 52¢ 54 25G /110G When Cx 0/2 splitted it becomes
Cx 0/2, Fx 52, B3 and Fx 54

Fx 55¢ 57 25G /110G When Cx 0/3 splitted it becomes
Cx 0/3, Fx 55, Fx 56 and Fx 57

Fx 58¢ 60 25G /110G When Cx 0/4 splitted it becomes
Cx 0/4, Fx 58, Fx 59 and Fx 60

Fx 61¢ 63 25G /110G When Cx 0/5 splitted it becomes
Cx 0/5, Fx 61, Fx 62 and Fx 63

Fx 64¢ 66 25G /110G When Cx 0/6 splitted it becomes
Cx 0/6, Fx 64, Fx 65 and Fx 66

Supermicreswitches also suppogort channel interfacesEach interfag has differentharacteristics
some of which are configurable.

Parameter Default Value
MTU 1500 bytes
Negotiation Enabled
Storm-control Disabled
Description None

Duplex Operation Full

Flow Control Off

FEC Mode Enabled

2.3.1 Description
Supermicro switches allousersto configure a description string to the interfaces. Tdescriptionstring
will be useful to identify the interfaces easily.

Follow the steps below to configure interface description string.

Step Command Description
Step 1| configure terminal Enters the configuration mode
Step 2| interface<interfacetype><interfaceid> Enters the interface configuration

or

interface range<interfacetype><interfaceA R f

mode.

interfacetype ¢ may be any of the
following:

fx-ethernet ¢ fx

cxethernet¢ cx

interfaceid is inslot/port format for all
physical interfaces.

To configure multiple interfaces, use
0 K Bterface rangeX ¢ 02 Y Y Iy
provide a range use a hyphe (




between the start and end interface
numbers. E.gint rangefx 0/1-10

To providemultiple interfaces or
ranges, separate with a comma ().
E.g.int rangefx 0/1-10,fx 0/20

If multiple interfaces are provided, the
next step will perform the particular
configuration on all these interfaces.

Step 3| description<string> Configure thenterface description

Stringq alphanumeric characters of

length 164.

Step 4| End Exits the configuration mode.

Step 5| show interface description Displays the interface description
configuration.

Step 6 | write startup-config Optional stepg saves thizonfiguration

to be part of startup configuration.

The example below shows the commands used to configure interface description.

SMIS# configure terminal

SMIS(config)# interfadex0/22

SMIS(configf)# descriptionServer_Cluster_0100
SMIS(configf)# end

SMIS

# sh int description

Interface Status Protocol Description

Fx0/1 up down
Fx0/2 up down
Fx0/3 up down
Fx0/4 up down
Fx0/5 up down
Fx0/6 up down
Fx0/7 up down
Fx0/8 up down
Fx0/9 up down

Fx0/10 up down



Fx0/11
Fx0/12
Fx0/13
Fx0/14
Fx0/15
Fx0/16
Fx0/17
Fx0/18
Fx0/19
Fx0/20
Fx0/21
Fx0/22
Fx0/23
Fx0/24
Fx0/25
Fx0/26
Fx0/27
Fx0/28
Fx0/29
Fx0/30
Fx0/31
Fx0/32
Fx0/33
Fx0/34
Fx0/35
Fx0/36
Fx0/37
Fx0/38
Fx0/39
Fx0/40

Fx0/41

up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down

down

Server_Cluster_0100



Fx0/42 up down
Fx0/43 up down
Fx0/44 up down
Fx0/45 up down
Fx0/46 up down
Fx0/47 up down
Fx0/48 up down
Cx0/1 up down
Cx0/2 up down
Cx0/3 up down
Cx0/4  up down
Cx0/5 up down
Cx0/6 up down
pol up down

po6 up down

2.3.2 Negotiation
Interface speed can be negotiated between connected devices, if both ends support negotiation.

Auto negotiation is enabt by default on all the Fx and Cx ports. It can be disabled if needed byhesing
Yy 2 yS3z2iAl Aat@nggtiatdR iy nét-syppoted for 40G speedBurn off auto negotiation to
set the Cx port speed to 40G.

Follow the steps below to configure Interface Negotiation.

Step Command Description

Step 1| configure terminal Enters the configuration mode

Step 2| interface<interfacetype><interfaceid> Enters theinterface configuration
or mode.

interface range<interfacetype><interfaceA R h
interfacetype ¢ may be any of the
following:

cx-ethernet

interfaceid is in slot/port format for all
physical interfaces.

To configure multiple interfaces, use
(KS GAYGISNFIFOS NI
provide a range use a higpn ¢)
between the start and end intéace
numbers. E.g.: int range cx G21




To provide multiple interfaces or
ranges, separate with a comma ().
E.g.: int range cx 0/2, cx 0/3

If multiple interfaces are provided, the
next step will perform the partidar
configuration on all these interfaces.

Step3 | Negotiation

Enable Interface Negotiation

Step 4| End

Exits the configuration mode.

Step 5| show interface status

Displays the interface configuration.

Step 6 | write startup-config

Optional stepg saveghis configuration
to be part of startup configuration.

@ Thed y 2 VS 3 gointhanddisadlgsdnterface negotiation.

The example below shows the commands used to configure Interface Negotiation.

SMIS# configure terminal
SMIS(config)# interfad&x0/2
SMIS(configf)# no negotiation

SMIS(configf)# end
SMIS

# sh int status
Port Status

Duplex Speed Negotiation

Fx0/1 not connected Full 25 Gbpsto Au
Fx0/2 not connected Full 25 Gbps Auto
Fx0/3 not connected Full 25 Gbps Auto
Fx0/4 not connected Full 25 Gbps Auto
Fx0/5 not connected Full 25 Gbps Auto
Fx0/6 not connected FulRk5 Gbps  Auto
Fx0/7 not connected Full 25 Gbps Auto
Fx0/8 not connected Full 25 Gbps Auto
Fx0/9 not connected Full 25 Gbps Auto
Fx0/10  not connected Full 25 Gbps Auto

Fx0/11  nobconnected Full 25Gbps Auto



Fx0/12
Fx0/13
Fx0/14
Fx0/15
Fx0/16
Fx0/17
Fx0/18
Fx0/19
Fx0/20
Fx0/21
Fx0/22
Fx0/23
Fx0/24
Fx0/25
Fx0/26
Fx0/27
Fx0/28
Fx0/29
Fx0/30
Fx0/31
Fx0/32
Fx0/33
Fx0/34
Fx0/35
Fx0/36
Fx0/37
Fx0/38
Fx0/39
Fx0/40
Fx0/41

Fx0/42

not connected
not connected
not connected
not connected
not connected
not connected
not connected
not connected
not connected
not connected
not connected
not connected
not connected
not connected
not connected
not connected
not connected
not connected
not connected
not connected
not connected

not connected

Full
Full
Full
Full
Full
Full
Full

Full

25 Gbps Auto
25 Gbps Auto
25 Gbps Auto
25 Gbpsauto

25 Gbps Auto
25 Gbps Auto
25 Gbps Auto
25 Gbps Auto

IFu 25 Gbps Auto

Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full

Full

not connectedFull

not connected
not connected
not connected
not connected
not connected
not connected
not connected

not connected

Full
Full
Full
Full
Full
Full
Full

Full

25 Gbps Auto
25 Gbps Auto
25 Gbps Auto
25 Gbps Auto
25 Gbps Auto

25 Gbps Auto
25 Gbps Auto
25 Gbps Auto
25 Gbhpsuto

25 Gbps Auto
25 Gbps Auto
25 Gbps Auto

25 Gbps Auto

25 Ghps Auto

25 Gbps Auto
25 Gbps Auto
25 Gbps Auto
25 Gbps Auto
25 Gbps Auto
25 Gbps Auto
25 Gbps Auto

25 Gbps Auto



Fx0/43  not connected Full
Fx0/44  not connected Full
Fx0/45  not connected Full
Fx0/46  not connected Full
Fx0/47  not connected Full
Fx0/48  not connectedFull
Cx0/1 not connected  Full
Cx0/2 not connected Full
Cx0/3 not connected Full
Cx0/4 not connected Full
Cx0/5 not connected Full
Cx0/6 not connected Full
2.3.3 Speed

25 Gbpaito
25 Gbps Auto
25 Gbps Auto
25 Gbps Auto
25 Gbps Auto

25 Gbps Auto

100 Gbps Auto

100 Gbps-Négmtiation
100 Gbps Auto

100 Gbps o Aut

100 Gbps Auto

100 Gbps Auto

Interface speed can be configured for physical interfaces when auto negotiation is disabled.

25G FX ports can be configured to operat@5G, 10Gr 1Gspeeds

100G CX ports can be configured to operait&00Gor 40G or it can be split to operatat 25G/10G. The
split can be done using the speed command to set the interface sjpe2siG or 10G fothe Cx ports.

Follow the steps below toonfigurethe Interface speed.

Step Command Description
Step 1| configure terminal Enters the configuration mode
Step 2| interface<interfacetype><interfaceid> Enters the interface configuration

or

interface range<interfacetype><interfaceA R h

mode.

interfacetype ¢ may be any of the

following:
fx-ethernet ¢ fx
cx-ethernetg cx

interfaceid is inslot/port format for all

physical interfaces.

To configure multiple interfaces, use

0 K Bterface rangeX ¢

O2YYlI y

provide a range use a hyphei (
between the start and end interface
numbers. E.gnt range x0/1-10

To provide multiple interfaces or
ranges, separate with a comma ().
E.g.nt range fx 0/210, fx0/20




If multiple interfaces are provided, the
next step will perform the particular
configuration on all these interfaces.

Step

3| speed {L000 | 10000] 25000 | 40000 | 10000}

Configureinterfacespeed as 10100,
1000 or 10000 Mbps.

Step

4| End

Exits the configuration mode.

Step

5| show interface status

Displays the interfaceonfiguration.

Step

6 | write startup-config

Optional stepg saves this configuratior
to be part of startup configuration.

@ ¢tKS ay2 &aLISSR¢ O2YYIFIYR NBalz2NBa GKS RS

The example below shows the commands used to confithednterfacespeed.

SMIS#

configure terminal

SMIS(config)# interfadex0/44
SMIS(configf)# speed 100
SMIS(configf)# end

SMI& show interface status

Port
Fx0/1
Fx0/2
Fx0/3
Fx0/4
Fx0/5
Fx0/6
Fx0/7
Fx0/8
Fx0/9
Fx0/10
Fx0/11
Fx0/12

Fx0/13

Status Duplex Speed Negotiation
not connected Full 25 Gbps Auto
not connected Full 25 Gbps Auto
not connected Full 25 Gbps Auto
not connected Full 25 Gbps Auto

not connected Full 25 Gbps Auto
not connected Full 25 Gbps Auto
not connected Full 25 Gbps Auto
not connected Full 25 Gbps Auto
not connected Full 25 Gbpsito
not connected Full 25 Gbps Auto
not connected Full 25 Gbps Auto
not connected Full 25 Gbps Auto

not connected Full 25 Gbps Auto



Fx0/14
Fx0/15
Fx0/16
Fx0/17
Fx0/18
Fx0/19
Fx0/20
Fx0/21
Fx0/22
Fx0/23
Fx0/24
Fx0/25
Fx0/26
Fx0/27
Fx0/28
Fx0/29
Fx0/30
Fx0/31
Fx0/32
Fx0/33
Fx0/34
Fx0/35
Fx0/36
Fx0/37
Fx0/38
Fx0/39
Fx0/40
Fx0/41
Fx0/42
Fx0/43

Fx0/44

not connectedFull

not connected
not connected
not connected
not connected
not connected
not connected
not connected
not connected
not connected
not connected
not connected
not connected

not connected

Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full

Full

not connectedFull

not connected
not connected
not connected
not connected
not connected
not connected
not connected
not connected
not connected
not connected
not connected
not connected

not connected

Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full

Full

not connectedrull

not connected

not connected

Full

Full

25 Gbps  Auto

25 Gbps Auto
25 Gbps Auto
25 Gbps Auto
25 Gbps Auto
25 Gbps Auto

25 Gbps Auto
25 Gbps Auto
25 Gbps Auto
25 Gbpsuto

25 Gbps Auto
25 Gbps Auto
25 Gbps Auto
25 Gbps Auto

25 Gbps Auto

25 Gbps Auto
25 Gbps Auto
25 Gbps Auto
25 Gbps Auto
25 Gbps Auto

25 Gbps Auto
25 Gbps Auto
25 Gbps Auto
25 &bpAuto

25 Gbps Auto
25 Gbps Auto
25 Gbps Auto

25 Gbps Auto

25 Gbps Auto

25 Gbps Auto

1 Gbps Auto



Fx0/45  not connected Full 25 Gbps Auto
Fx0/46  notconnected Full 25 Gbps Auto
Fx0/47 not connected Full 25 Gbps Auto
Fx0/48 notconnected Full 25Gbps Auto
Cx0/1 not connected Full 100 Gbps Auto
Cx0/2 not connected Full 100 Gbps Auto
Cx0/3 not connected Full 1@p& Auto
Cx0/4 not connected Full 100 Gbps Auto
Cx0/5 not connected Full 100 Gbps Auto

Cx0/6 not connected Full 100 Gbps Auto

2.3.4 Duplex Operation
TheSupermicrd=3548switchR 2 S &uypgbithalf-duplex operaion on itsphysical interfaces.

2.3.5 MTU
The default maximum transmission unit (MTU) size for frames received and transmitted is 1500Hytes.
MTU sizecan be increasetbr an interface.

Follow the steps below to configutbe interface MTU.

Step Command Description

Step 1| configure terminal Enters the configuration mode

Step 2| interface<interfacetype><interfaceid> Enters the interface configuration
or mode.

interface range<interface-type><interfaceA R
interfacetype ¢ may be any of the

following:
fx-ethernet ¢ fx
cx-ethernetg cx
port-channel- po

interfaceid is inslot/port format for all
physical interfaces.

To configure multiple interfaces, use
0 K Bterface rangeX ¢ 02 Y Y I y
provide a range use a hyphet (
between the start and end interface
numbers. E.gint rangefx 0/1-10

To provide multiple interfaces or
ranges, separate with a comma ().
E.g.int rangefx 0/1-10,x 0/20




If multiple interfaces are pndded, the
next step will perform the particular
configuration on all these interfaces.

Step 3| mtu<framesize(15060216)>

Configure interface MTU in the range
15009216

Step 4| End

Exits the configuration mode.

Step 5| show interfacestatus

Displays thenterface configuration.

Step 6 | write startup-config

Optional stepg saves this configuratior
to be part of startup configuration.

6 Thed y 2  ¥oiha@ndrestores theinterface MTU to its default of 1500 bytes.

— To changeéhe MTU for all the interfaceshed a @ aGSY YiddzZ O02YYl yR

The example below shows the commands used to confitheénterface MTU.

SMIS# configure terminal
SMIS(config)# interfade 0/22
SMIS(configf)# mtu 9000
SMIS(configf)# end

SMIS

# show interface fx 0/22

Fx0/22 up, line protocol is down (not connect)

Bridge Port Type: Customer Bridge Port

Hardware Address is Oc:c4:7a:2c:1f:33

MTU 9000 bytes, Full duplex, 25 Gbps, FEC is on;Nagttiation
HOL Block Prevention enabled.

Input flow-control is off,output flow-control is off

DCBX is Disalule

PFC is Disalle

Link Up/Down Trap is enabled

Reception Counters
Octets: 0
Unicast Packets: 0

Unicast Packets Rate: 0/Sec



Broadcast Packets: 0
Broadcast Packets Rate: 0/Sec
Multicast Packets: O

Multicast Packets Rate: 0/Sec
Pause Frames: 0

Undersize Frames: 0

Oversize Frames: 0

CRC Error Frames: 0
Discarded Packets: 0

Error Packets: 0

Unknown Protocol: 0

Transmission Counters
Octets: 0
Unicas Packets: 0
Unicast Packets Rate: 0/Sec
Broadcast Packets: 0
Broadcast Packets Rate: 0/Sec
Multicast Packets: 0
Multicast Packets Rate: 0/Sec
Pause Frames: 0
Discarded Packets: 0

Error Packets:#show interface mtu bethernet0/22

Fx0/22 MTU size is 9000

2.3.6 Flow Control

Flow control enables Ethernet ports to control traffic during congestion to avoid packet loss.

If aport experiences congestion and cannotreceive any more traffic, it notifies othes [ppdending a
pause frameo stop sending until theondition clears. Upon receipt of a pause frame, the sending device
stops sending any data packetsprevent any loss of data packets during the congestion period.

Follow the steps below to configure Flow Control.

Step | Command Description




Step 1| configure terminal Enters the configuration mode
Step 2| interface<interfacetype><interfaceid> Enters the interface configuration
or mode.

interface range<interfacetype><interfaceA R f

interfacetype ¢ may be any of the
following:

fx-ethernet ¢ fx

cx-ethernet¢ cx

interfaceid is inslot/port format for all
physical interfaces.

To configure multiple interfaces, use
0 K Bterfacerangex ¢ 02 Y Y Iy
provide a range use a hyphet (
between the sart and end interface
numbers. E.gint rangefx 0/1-10

To provide multiple interfaces or
ranges, separate with a comma (,).
E.g.int rangefx 0/1-10,fx 0/20

If multiple interfaces are provided, the
next step will perform the particular
configurationon all these interfaces.
Step 3| flowcontrol { send | receive} { on | off } Configure flow control

Send; The port can send pause frame
but cannot receive pause frames from
connected device.

Receive; The port cannot send pause
frames but can receive pause frames
from a connected device.

Onc Enable flow control

Off - Disable flow control

Step 4| End Exits the configuration mode.

Step 5| show flowcontrol [ interface <interface Displays the Interface Flow control
type><interfaceid>] configuration.

Step 6 | write startup-config Optional stepg saves this configuratior

to be part of startup configuration.

The example below shows the commands used to configure Flow Control.

SMIS# configure terminal
MIS(config)# interfacé 0/22
SMIS(configf)# flowcontrol send on
SMIS(configf)# end

SMIS# show flowgontrol interfacefx 0/22

Port TxFlowControl Rx FlowControlPdxse Rx Pause



F0/22 on off 0 0

2.3.7 Storm Control

Storm control prevents traffic on a LAN from being disrupted by a broadcast, multicast, or unicasbstorm
one of the physical interfaces. A LAN storm occurs when packets flood th@uleAbl errorsor mistakesin
network configurationsetc. LAN storrmdegrade network performance.

StormQontrol monitors packets passing from an interface to the switchingamasdetermines if the
packet is unicast, multicast, or broadcast. The switaint®the number of packetsf a specified type
received within the isecond time interval and compares the measurement wighiedefined suppression
level threshold. The port blocks traffic when the rising threshold is reaahddemains blocked until the
traffic rate drops below the falling thresholmefore resuming normalforwarding.

Follow the steps below to configure Storm control.

Step  Command Description

Step 1| configure terminal Enters the configuration mode

Step 2| interface<interfacetype><interfaceid> Enters the interface configuration
or mode.

interface range<interfacetype><interfaceA R f
interfacetype ¢ may be any of the
following:

fx-ethernet ¢ fx

cxethernet¢ cx

interfaceid is inslot/port format for all
physical interfaces.

To configure multiple interfaces, use
0 K Bterface rangeX ¢ 02 Y Y Iy
provide a range use a hyphei (
between the start and end interface
numbers. E.gint rangefx 0/1-10

To provide multiple interfaces or
ranges, separate with a comma ().
E.g.int rangefx 0/1-10,fx 0/20

If multiple interfaces are provided, the
next step will perform the particular
configuration on all these interfaces.
Step 3| storm-control { broadcast |multicast | dif } level Configure Storm control fdsroadcast

<kbps(1-10000000)> or multicast or DLF packets.
Levelg Threshold level ikbps in range
1-10000000.
Step 4| End Exits the configuration mode.
Step 5| show interfaces storatontrol Displays the interface Storm control
configuration.
Step 6 | write startup-config Optional stepg saves this configuratior

to be part of startup configuration.




@ CKS ayD2¥iARNY 9 oNRI ROF&G pYdzZ GA O @ftroly

The example below shows the commands used to configure Stontrol.

SMIS#onfigure terminal

SMIS(config)# interfad& 0/22
SMIS(configf)#storm-control broadcast level 50000
SMIS(configf)# end

SMIS#how interfaces$x 0/22 storm-control
F0/22

DLF Storm Control : Disabled
Broadcast Storm Control : Enabled

Broadcast Storm Control : 50000

Multicast Storm Control : Disabled

2.3.8 Forward Error Correction (  FEQ Mode

Supermicro switches allow users to enabtalisablethe FEC mode on the interfaces configured for 25G
and 100G. FEC is not supported for other speed settingstecommended to turn ON FEC for most
cables ancpeerdevices.

FEC is enabled by default in all Fx and Cx ports. This switch supports RS_FECeaquiinetient to cl91 FEC
in some devices.

Follow the steps below tenable FEC mode dhe interface.

Step Command Description

Step 1| configure terminal Enters the configuration mode

Step 2| interface<interfacetype><interfaceid> Enters the interface configuration
or mode.

interface range<interfacetype><interfaceA R h
interfacetype ¢ may be any of the
following:

fx-ethernet ¢ fx

cx-ethernetg cx

interfaceid is inslot/port format for all
physical interfaces.

To configure multiple interfacesise

0 K Bterface rangeX ¢ 02 Y Y Iy
provide a range use a hyphet (
between the start and end interface
numbers. E.gint rangefx 0/1-10




To provide multiple interfaces or
ranges, separate with a comma ().
E.g.int rangefx 0/1-10, fx 0/20

If multiple interfaces are provided, the
next step will perform the particular
configuration on all these interfaces.

Step 3| Feemode Enable FEC mode on interface.

Step 4| End Exits the configuration mode.

Step 5| show interface Displays thdec mode for thanterface
Step 6 | write startup-config Optional stepg saves this configuratior

to be part of startup configuration.

The example below shows the commands used to confithe@terface description.

SMIS# configure terminal
SMIS(configt interface Fx 0/22
SMIS(configf)# fec-mode
SMIS(configf)# end

SMIS

SMI sh int Fx 0/22
6 It is recommended to turn ON the FEC for most cables and peer devices. This switch

supports FEC type RS (R&mlomon). Make sure the same FEC typeigigured in peer
— devices.

2.4 Time Management

The system time and date on Supermicro switches can be managed by Network Time Protocol (NTP) or
configured manually.

NTP provides synchronization of network resources by a synchronized network timestampniSupe
switches can function as\@NTP client over UDP and recefiae time from an NTP server in the network.

Parameter Default Value
Timezone offset None

NTP status Disabled

NTP operation Unicast

NTP authentication None

NTP server None
NTPBroadcast mode No

2.4.1 NTP Server
Supermicro switches can synchrontkeir time with that of an NTP serveif-ollow the below steps to
configure NTP server parameters.

Step | Command Description
Step 1| configure terminal Enters the configuration mode
Step 2| ntp server <ip_address> [key-65535)] [prefer] Configure the NTP server.




ip_addr¢ IP address of server.

key¢ Authentication Key for server
connectivity in the range-65535.

preferqThis option can be used to
specify a preferred NTP server when
multiple NTP servers are configured ir
the switch.Only 1 server can be

O2y FTAIdzNBER WLINBTFS

Step 3| End Exits the configuration mode.
Step 4 | show ntp Displays the NT€&nfiguration.
Step 5| write startup-config Optional stepg saves this configuratior

to be part of startup configuration.

@ Thed Sy I 6 f SonimaAnSeyiablés the agent. NTP servers can be deleted only when

status is disabled.

If akey is configuredn Supermicro switches acting as NTP client, entwesame key is

configuredon the NTP server(s) as well.

The example below shows the commands used to confignteTP server.

SMIS# configure terminal
SMIS(config)#itp server 200.20.200.10 key 100 prefer

SMIS(config)# ntp server 100.100.100.1 key 500
SMIS(config)# end
SMIS# show ntp

[NTP] ntp is disabled
Server  Key Prefer

200.200.200.10 100 YES

100.100.100.1 500

Time zone offset not set

2.4.2 Enable/Disable NTP

NTP is disabled by default in Supermicro switches.Follow the below steps to enable NTP.

Step | Command Description

Step 1| configure terminal Enters the configuratiomode
Step 2| ntp enable Enable NTP in switch.

Step 3| End Exits the configuration mode.
Step 4| show ntp Displays the NTP configuration.




Step 5| write startup-config Optional stepg saves this configuratior
to be part of startup configuration.

¢CKS daydLl RAalofS¢é O2YYlFIYR RAA&lIO0fS& bt
0 switches only after configuring at leaste NTP server.

The example below shows the commands used to configure NTP.

SMIS#onfigure terminal
SMIS(config)#itp enable
SMIS(config)#end
SMIS# show ntp

[NTP] ntp running unicast mode

Server Key Prefer

200.200.200.10 100 YES
100.100.100.1 500

Key # Key

Time zone offsemnot set

2.4.3 NTP Authentication

Supermico switches support NTP authentication by the NTP seier.authentication data is encrypted
by an MD5 algorithm The NTRwthenticationkey can be configured in the switch and this must be
matched with theNTP authentication key ime NTP servefThe authentication key isndNTP key number

and text pair.

Step Command Description
Step 1| configure terminal Enters the configuration mode
Step 2 | ntp key <key_number (1- 65535)><key_text> Configure NTRuthentication key.

Keynumberckey number in the range
1-65535 used for MD5.

Keytext¢NTP key text to be used alon
with key-number for MD5.

Step 3| End Exits the configuration mode.
Step 4 | show ntp Displays the NTP configuration.
Step 5| write startup-config Optional stepg saves this configuratior

to be part of startup configuration.
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The example below shows the commands used to configure NTP.

SMIS(config)#itp key 200Forserverl
SMIS(config)# show ntp
[NTP] ntp is enabled

Server  Key Prefer

Key # Key

200 Fowserverl

Time zone offset not set

2.4.4 NTP Broadcast

NTP server messagiean be broadcast or unicast. By defaBlipermicro switches receive unicast NTP

messages.

Follow the below steps to configure Supermicro switches to receive NTP broadcast messadbe Ko

Server.

Step Command

Description

Step 1| configureterminal

Enters the configuration mode

Step 2| ntp broadcast [authentication]

Configure NTP broadcast.

authenticationg If specifiedNTP
authentication isenabled for broadcast
mode.

Step 3| End

Exits the configuration mode.

Step 4 | show ntp

Displays theNTP configuration.

Step 5| write startup-config

Optional stepg saves this configuratior
to be part of startup configuration.

@ Thed y 2 Y (L) coMiandRli€ablasiNEBroadcast.

The example below shows the commands used to configureBrxoERIcast

SMIS(config)#tp broadcast authentication
SMIS(config)# show ntp
[NTP] ntp running broadcast mode

Server Key Prefer




Key # Key

Time zone offset not set

2.4.5 System Cock

The system clock in Supermicro switches run from the time the moment the switch starts up and keeps
track of system date and time. The system clock can also be manually configured. The system time
configured manually remains accurate until next restartnMa configuration of system clock is useful
when the system time cannot be obtained from any other source, such as NTP associations.

Follow the steps below to set the system clock.

Step | Comnand Description

Step 1| clock set hh:mm:ss day<1 Configure the system clock.
31>monthganuary|february|march|april|
may|juneljulylaugust|september| hh:mm:ss; Time in

october|november|december> year<2002035> | Hours:Minutes:Seconds format
day¢ Day in £31 format

month ¢ Month in JanuanDecember
format.

year¢ Year in yyyy format
Step 2| show clock Displays the system clock.

The example below shows the commands used to configure system clock.
SMIS#lock set 09:26:15 31 august 2013

Wed Aug 31 09:26:15 2013

SMIS# show clock

Wed Aug 31 09:26:20 2013

2.4.6 Time Zone

The system clock maintains time based on Universal Time Coordinated (UTC), also known as Greenwich
Mean Time (GMT). The local time zone can be specified as an offset from UTC.

Follow the below steps to configutke time zone.

Step | Command Description
Step 1| configure terminal Enters the configuration mode
Step 2| tz posix<std>=<offset>[<dst>] Configure the timezone.

<std>- Standard time text e.g. PST

<offset>- Time zone offset in




[+]- ThH[: mn{: s9] format. This is
the value needed tde added to local
time to get to UST. This value is positi
if the local time zone is in west of the
Prime Merdian, otherwise it is negativi

<dst>- Day light savings time text e.g.
PDT

Step 3| end Exits the configuration mode.
Step 4 | show systemnformation Displays the timgone configuration.
Step 5| write startup-config Optional stepg saves this configuratior

to be part of startup configuration.

The example below shows the commands used to configure thezame offset.

SMIS# configureerminal
SMIS(config)#z posixPST8
SMIS(config)# end

SMIS# show system information

Switch Name: SMIS

Switch Base MAC Address: 00:30:48:e3:70:bc
SNMP EnginelD: &.08.1¢.04.46.53

System Contact: http://www.supermicro.com/support
System LocatiorSupermicro

Logging Option: Console Logging

Login Authentication Mode: Local

Snoop Forward Mode: MAC based

Config Restore Status: Not Initiated

Config Restore Option: No restore

Config Restore Filename: iss.conf

Config Save IP Address: 0.0.0.0

Device Up Tirx 0 days 0 hrs 48 mins 5 secs

Bootup Flash Area: Normal
NTP Broadcast Mode: No
[NTP] ntp is disabled

Server  Key Prefer

Time zone offset valuePST8



2.5 System Management

Supermicro switches can be administered by configuring various operations.

Switch Name
Switch Location
Switch Contact
System MTU
Port mirroring
MAC aging
Reload or reset

=4 =4 =4 = -8 -8 9

Defaultsg System Management

Parameter Default Value

Switch name SMIS

System contact http://www.supermicro.com
System location Supermicro

MAC aging 300 secs

MAC table static entries None

System MTU 1500 bytes

Port mirroring Disabled

Port mirroring direction Both

2.5.1 Switch Name
Supermicro switches can be assigned a name for identification purpose. The default switch name is SMIS.
The switch name is also used as a prompt.

Follow the steps below to configure the Switch Name.

Step Command Description
Step 1| configureterminal Enters the configuration mode
Step 2| device name <devnhame(15)> Configure Switch Name and prompt.

Devname Switch name specified as 1
15 alphanumeric characters.

Step 3| End Exits the configuration mode.

Step 4 | show system information Displayghe system information
configuration.

@ Thedevice nameonfiguration is automatically stored as part of stardegnfig file.

The example below shows the commands used to confitheewvitch name.

SMIS# configure terminal
SMIS(config)device nameswitchl
switchl(config)# end

switch1# show system information


http://www.supermicro.com/

Switch Name: switchl

Serial Number: SSC36SR08200014

Switch Management MAC Address: Oc:c4:7a:2c:1f:1d
Switch Base MAC Address: Oc:c4:7a:2c:1f:1e
SNMP EnginelD: 80.00.08.1¢.04.46.53

System Contachttp://www.supermicro.com/support
System Location: Supermicro

Logging Option: Console Logging

Login Authentication Mode: Local

ZTP Config Restore Option: Arfabled

Config Restore Status: Successful

Config Restore Option: Restore

Config Restore ZTHlename:

Config Restore ZTP TFTP IP Address: 0.0.0.0
Config Restore Local Filename: iss.conf

Config Save IP Address: 0.0.0.0

Device Up Time: 0 days 3 hrs 43 mins 6 secs
Bootup Flash Area: Normal

NTP Broadcast Mode: No

[NTP] ntp is disabled
Server Key Prefer

Time zone offset not set

2.5.2 Switch Contact

Supermicro switches providan option to configure theswitch in chargenf contact details, usually an

emaillD.

Follow the steps below to configuthe switch contact.

Step Command

Description

Step 1| configure terminal

Enters the configuration mode

Step 2| system contact <stringto use more than one
word, provide the string within double quotes>

ConfigureSwitch Contact.

Stringg Contact information entered as
a String of maximum length 256.




Step 3| End Exits the configuration mode.

Step 4 | show system information Displays the System information
configuration.
Step 5| write startup-config Optional stepg saves this configuration

to be part of startup configuration.

@ The System Contaatonfiguration is automatically stored as parttbé startup-config file.

The example below shows the commands used to confitheeawitch contact.

SMIS# configurgerminal
SMIS(config)dda @ aGSY O2yidlF OG b! &SNmM 4G /1 ¢

SMIS(config)# end
SMIS# show system information

Switch Name: SMIS

Serial Number: SSC36SR08200014

Switch Management MAC Address: Oc:c4:7a:2c:1f:1d
Switch Base MAC Address: Oc:c4:7a:2c:1f:1e
SNMP Enginel30.00.08.1¢c.04.46.53

System Contact: Userl at CA

System Location: Supermicro

Logging Option: Console Logging

Login Authentication Mode: Local

ZTP Config Restore Option:; Arfabled

Config Restore Status: Successful

Config Restore Option: Restore

ConfigRestore ZTP Filename:

Config Restore ZTP TFTP IP Address: 0.0.0.0
Config Restore Local Filename: iss.conf
Config Save IP Address: 0.0.0.0

Device Up Time: 0 days 3 hrs 48 mins 33 secs
Bootup Flash Area: Normal

NTP Broadcast Mode: No

[NTP] ntp is disabled

Server Key Prefer

Key # Key

Time zone offset not set

2.5.3 System Location
Supermicro switches provide option to configure gratch location details.

Follow the step®elow to configuraghe systemlocation.



Step  Command Description

Step 1| configure terminal Enters the configuration mode

Step 2| system location <location name> Configure System Location.
location name;Location of the switch
specified as a string of maximum size
256.

Step 3| End Exits the configuration mode.

Step 4 | show system information Displays the System Location
configuration.

Step 5| write startup-config Optional stepg saves this configuratior
to be part of startupconfiguration.

@ TheSystem Locatiooonfiguration is automatically stored as parttbé startup-config file.

The example below shows the commands used to confithe&y/stemlocation.

SMIS# configure terminal
SMIS(configt system location "Santalara"

SMIS(config)# end
SMIS# show system information

Switch Name: SMIS
Serial Number: SSC36SR08200014
Switch Management MAC Address: Oc:c4:7a:2c:1f:1d
Switch Base MAC Address: Oc:c4:7a:2c:1f:1e
SNMP EnginelD: 80.00.08.1¢c.04.46.53
System Contact: http://mww.supermicro.com/support
System Location: Santa Clara
Logging Option: Console Logging
Login Authentication Mode: Local
ZTP Config Restore Option: ZTP Enabled
Config Restore Status: Successful
Config Restore Option: Restore
Config Restore ZTP Filename:
Config Restore ZTP TFTP IP Address: 0.0.0.0
Config Restore Local Filename: iss.conf
Config Save IP Address: 0.0.0.0
Device Up Time: 0 days 3 hrs 55 mins 33 secs
Bootup Flash Area: Normal
NTP Broadcast Mode: No
[NTP] ntp is disabled

Server  KeyPrefer

Key # Key

Time zone offset not set



2.5.4 System MTU

The default maximum transmission unit (MTU) size for frames received and transmitted on all inteffaces
the switch is 180 bytes.TheMTU sizecan be increasetbr all interfaceof the switch at the same time by
usingthe Wystem MT@ O2 YYIl YR ®

Follow the steps below to configuthe system MTU.

Step  Command Description

Step 1| configure terminal Enters the configuratiomode

Step 2| system mtu <framesize(15069216)> Configure System MTU.
frame-sizec Specify MTU of frame in
rangel5009216

Step 3| End Exits the configuration mode.

Step 4 | show interface mtu Displays the interface MTU.

Step 5| write startup-config Optional stepg saves this configuratior

to be part of startup configuration.

@ Thed y 2 & @ & dofMandfdsatzithe system MTU to its default value of 1500 bytes.

The example below shows the commands used to confitheeystem MTU.

SMIS#onfigure terminal
SMIS(config)8ystem mtu 9200
SMIS(config)# end

SMIS
# show interface mtu

Fx0/1 MTU size is 9200
Fx0/2 MTU size is 9200
Fx0/3 MTU size is 9200
Fx0/4 MTU size is 9200
Fx0/5 MTU size is 9200
Fx0/6 MTU size is 9200
Fx0/7 MTU size is 9200
Fx0/8 MTU size is 9200
Fx0/9 MTU size is 9200

Fx0/10 MTU size is 9200



Fx0/11

Fx0/12

Fx0/13

Fx0/14

Fx0/15

Fx0/16

Fx0/17

Fx0/18

Fx0/19

Fx0/20

Fx0/21

Fx0/22

Fx0/23

Fx0/24

Fx0/25

Fx0/26

Fx0/27

Fx0/28

Fx0/29

Fx0/30

Fx0/31

Fx0/32

Fx0/33

Fx0/34

Fx0/35

Fx0/36

Fx0/37

MTU size is 9200

MTU size is 9200

MTU size is 9200

MTU size is 9200

MTU size is 9200

MTU size is 9200

MTU size is 9200

MTU size is 9200

MTU size is 9200

MTU size is 9200

MTU size is 9200

MTU size is 9200

MTU size is 9200

MTU size is 9200

MTU size is 9200

MTU size is 0Q

MTU size is 9200

MTU size is 9200

MTU size is 9200

MTU size is 9200

MTU size is 9200

MTU size is 9200

MTU size is 9200

MTU size is 9200

MTU size is 9200

MTU sizis 9200

MTU size is 9200



Fx0/38 MTU size is 9200
Fx0/39 MTU size is 9200
Fx0/40 MTU size is 9200
Fx0/41 MTU size is 9200
Fx0/42 MTU size is 9200
Fx0/43 MTU size is 9200
Fx0/44 MTU size is 9200
Fx0/45 MTU size is 9200
Fx0/46 MTLsize is 9200

Fx0/47 MTU size is 9200
Fx0/48 MTU size is 9200
Cx0/1 MTU size is 9200
Cx0/2 MTU size is 9200
Cx0/3 MTU size is 9200
Cx0/4 MTU size is 9200
Cx0/5 MTU size is 9200
Cx0/6 MTU size is 9200

SMIS#

2.5.5 Static MAC
The MAC address tab&ores MAGddresgsused by theswitch to forward traffic betweeports.
Supermicro switches allofer static configuration oéntries inMAC addresss

Static MACCharacteristics
1 Static MAC addresses do not age and are autométistdred as part of startuponfig so they are
available after restart.
9 Static MAC addresscan be unicast or multicast.

Forwarding Behavidior Static MAC
1 Supermicro switches provide flexibility to configdoewarding behavior fostatic MACaddresses
i.e.how a port that receives a packet forwards it to another port for transmission.
1 A packet with a static address that arrives on a VaAMNnhicha static MAC address has been
configured,s floodedto all ports and not learned.



1 Astatic addessis createdby specifying the destination MAC unicast address and theVLAN from
which it is received. Packets received with this destination address are forwarded itd¢hace
specified with the interfacéd option.

Follow the steps below to configel static MAC.

Step  Command Description

Step 1| configure terminal Enters the configuration mode

Step 2| macaddresstable static multicast Configure Multicast or unicast static
<aa:aa:aa.aa:aa:aa> vlan <wld(1-4069)> MAC.
interface ([<interfacaype><0/ab,0/c,...>]
[<interfacetype><0/a-b,0/c,...> Vlan¢ Specify the VLAN for which the
] [port-channel <a,b;c>]]) packet with thepecified MAC address

is received. Valid VLAN IDs are 1 to

macaddresstable static unicast 4094.
<aa:aa:aa:aa:aa:aa> vlan <wld(1-4069)>
interface <interfacdype><iface> Interface- specify the interface to

which the received packet is
forwarded. Valid interfaces include
physical ports or port channels.

Interfacetype - may be any of the
following:

fx-ethemet ¢ fx

cx-ethernetg cx

interfaceid is inslot/port format for all
physical interfaces.

Step 3| End Exits the configuration mode.

Step 4| show maeaddresstable static multicast [vlan Displays the static MAC configuration.
<vlanrange>] [address <aa:aa:aa

:aa:aa:aa>] [{interfaceirterfacetype><interface
id>1}]

show maeaddresstable static unicast [vlan <vlan
range>] [address <aa:aa:aa:a

a:aa:aa>] [{interface <interfadype><interfaceid>
1

Step 5| write startup-config Optional stepg sawes this configuration
to be part of startup configuration.

@ Thea y Addrédstéble static multicast <aa:aa:aa:aa:aa:aa> vlan <id@h4069)>

[recw-port <interfacetype><interfaceid>Jandno macaddresstable static unicast
— <aa:aa:aa.aa:aa:aatan <vlaad(1-4069)> [recyort <interfacetype><interfaceh R F 8 £
command deletes the particular static MAC entry.

Thedno macaddresstable static multicast <aa:aa:ga [recvport <interface
type><interfaceid>]¢ command deletes the particular statieticast MAC entry.

The example below shows the commands used to configstatic MAC.



SMIS# configure terminal
SMIS(config)hacaddresstable static unicast 90:4e:e5:0c:03:75 vlan 1 interfbo@/14 status permanent
SMIS(config)# end

SMIS# show ac-addresstable static unicast

Vlan Mac Address Status Ports

1 90:4e:e5:0c:03:75 Permanerf®0/14

Total Mac Addresses displayed: 1

2.5.6 MACAging
Dynamic MA@ddress table entries are addresses leathy the switchthat age when not in use. The
MAC aging time can be configured by sser

Follow the steps below to configure MAGing.

Step  Command Description

Step 1| configure terminal Enters the configuratiomode

Step 2| macaddresstable agingtime <161000000 Configure MAC Aging time in rang@

seconds> 1000000 seconds

Step 3| End Exits the configuration mode.

Step 4| show maeaddresstable agingtime Displays the MAC address table aging
time.

Step 5| write startup-config Optional stepg saves this configuratior
to be part of startup configuration.

¢ KS & yaddredslae agingd A YS¢ O2YYlIYyR NBasSdia al/
o 300 seconds.

The example below shows the commands used to configure MAC Aging.

SMIS# configure terminal
SMIS(config)fhacaddresstable agingtime 50000

SMIS(config)# end
SMIS# show maaddresstable agingtime

Mac Address Aging Time: 50000

SMIS# show maaddresstable

Vlan Mac Address Type Ports

1 90:4c:e5:0b:04:77 LearR0/21
1 94:d7:23:94:88:d8 Lear0/21
Total Mac Addresses displayed: 2



2.6 System Logging (Syslog)
Supermicro switchesesid system message output tdképgging process calleslystem Message Logging
(Syslog)Logging can be done at various locations:

1 Console

1 File

1 Server
Parameter Default Value
Syslog status Enabled
Logging buffer size 50 entries
Console logging Enabled
File Logging Disabled
Trap Logging Critical
MAC Address table update Logging Disabled
Facility Local0

2.6.1 Enable/Disable Syslog

Syslog is enabled by default in Supermicro switches.

Follow the steps below to disableSyslog.

Step Command Description

Stepl | configure terminal Enters the configuration mode

Step 2| logging disable Disable Syslog.

Step 3| End Exits the configuration mode.

Step 4 | show logging Displays the Syslog configuration.

Step 5| write startup-config Optional stepg saves thizonfiguration
to be part of startup configuration.

@ Thedogging enablécommandenables the Syslofgature.

The example below shows the commands used to disable Syslog.

SMIS# configure terminal
SMIS(config)#bgging disable
SMIS(config)# end
SMIS#how logging

System Log Information

Syslog logging: disabled(Number of messages 0)
Console logging: disabled(Number of messages 0)
File logging: disabled(Number of messages 0)



Log File Name:

File Max Entries: 500
TimeStamp option: eabled
Trap logging: Critical

Log server IP: None
Facility: Default (localO)
Buffered size: 50 Entries
LogBuffer (0 Entries)

LogFile(0 Entries)

2.6.2 Syslog Server

In Supermicro switches, Syslog messages can-Uigaeted to a Syslog server.

Follow the steps below to configuthe Syslogserver.

Step Command

Description

Step 1| configure terminal

Enters the configuration mode

Step 2 | logging <ipaddress>

Configure Syslog Server.

ip-address;IP address of Syslog serve

Step 3| End

Exits theconfiguration mode.

Step 4 | show logging

Displays the Syslog configuration.

Step 5| write startup-config

Optional stepg saves this configuratior
to be part of startup configuration.

@ Thed yl@gging <ipaddress® command deletes the Syslsgrver.

The example below shows the commands used to config@yslogerver.

SMIS# configure terminal
SMIS(config)tbgging 192.168.1.3

SMIS(config)# end
SMIS# show logging

System Log Information

Syslog logging: enabled(Numlmdmessages 0)
Console logging: disabled(Number of messages 0)
File logging: disabled(Number of messages 0)

Log File Name:

File Max Entries: 500

TimeStamp option: enabled

Trap logging: Critical

Log server IP: 192.168.1.3

Facility: Default (localO)

Buffered size: 50 Entries



LogBuffer (0 Entries)

LogFile(0 Entries)

2.6.3 Console Log

Systemogging messages can be displayed in switch console.

Follow the steps below to enabthe Syslogronsole.

Step  Command Description

Step 1| configure terminal Entersthe configuration mode

Step 2| logging console Enable Syslog Console.

Step 3| End Exits the configuration mode.

Step 4 | show logging Displays the Syslog configuration.

Step 5| write startup-config Optional stepg saves this configuratior
to be part ofstartup configuration.

@ ¢KS ay2 f233Ay3 O2 yoadleldgging.O0O2 YYIl YR RA&l 6

The example below shows the commands used to enable Symisgle.

SMIS# configure terminal
SMIS(config)# logging console
SMIS(config)# end

SMIS# show logging

System_og Information

Syslog logging: enabled(Number of messages 0)
Console logging: enabled(Number of messages 0)
File logging: disabled(Number of messages 0)
Log File Name:

File Max Entries: 500

TimeStamp option: enabled

Trap logging: @ical

Log server IP: None

Facility: Default (local0)

Buffered size: 50 Entries

LogBuffer (0 Entries)

LogFile (O Entries)

2.6.4 LogFile
Systemogging messages can be stored &sggfile inthe switch NVRAM.

Follow the steps below to enable storitags in dile.

Step | Command Description
Step 1| configure terminal Enters the configuration mode




Step 2| logging file <filename> maantries <short (1 Enable storing Logs in a File.
8000)>

Filenameg, Specify file name of upto 3z
characters.
ShortSpecifyentries that can stored in
file in range 18000.

Step 3| End Exits the configuration mode.

Step 4 | show logging Displays the Syslog configuration.

Step 5| write startup-config Optional stepg saves this configuratior
to be part of startup configuration.

@ ¢KS aqy2 f233Ay3 Fhelbdgging olBpstént inesdagedtiled | 0 f S &

The example below shows the commands used to enable stlgsgin ile.

SMIS# configure terminal
SMIS(configy#gging file logl
SMIS(config)# end

SMIS# show loggirfde

LogFile(2 Entries)
<129> Apr 29 10:11:30 2013:INT#nterfaceF0/22 status changed to UP

<129> Apr 29 10:11:31 2013:INI'fnterface0/22 status changed to UP

SMIS#
SMIS# show logging

System Log Information

Syslog logging:rabled(Number of messages 0)
Console logging: disabled(Number of messages 0)
File logging: enabled(Number of messages 2)

Log File Name: logl

File Max Entries: 500

TimeStamp option: enabled

Trap logging: Critical

Log server IP: None

Facility: DefaulflocalO)

Buffered size: 50 Entries

LogBuffer (11 Entries)

<135> Apr 29 10:11:05 2013:DHAEXitting DHCPC Task Init

<135> Apr 29 10:11:05 2013:DHEntered in DhcpCintSelectTaskMain fn
<135> Apr 29 10:11:05 2013:DHEntered in DhcpCSocketOpen fn
<135> Apr 29 10:11:06 2013:DHCRcvd Event 4

<135> Apr 29 10:11:06 2013:DHGRcvd Msg 13cf2878 type : 1

<135> Apr 29 10:11:06 2013:DMCGRcvd Msg 13cf2890 type : 1



<135> Apr 29 10:11:06 2013:DHRcvd Event 4

<135> Apr 29 10:11:06 2013:DHM@Rcvd Msd 3cf4448 type : 1

<135> Apr 29 10:11:07 2013:DMRcvd Event 4

<135> Apr 29 10:11:07 2013:DHM@Rcvd Msg 13cf4908 type : 1

<129> Apr 29 10:11:31 2013:INTHnterfaceF»0/22 status changed to UP
LogFile(2 Entries)

<129> Apr 29 10:11:30 2013:INTHnterface FX0/22 status changed to UP

<129> Apr 29 10:11:31 2013:INTHnterfaceF»0/22 status changed to UP

2.6.5 Logging Buffer
The log messages are stored in a circular internal buffer in which older messages are overwritten once the
buffer is full. TheSysbg buffer size is configurable in Supermicro switches.

Follow the steps below to configuthe Syslodouffer.

Step Command Description

Step 1| configure terminal Enters the configuration mode

Step 2| logging buffered <size {200)> Configure Syslog Buffaith maximum
size of 200 entries.

Step 3| End Exits the configuration mode.

Step 4 | show logging Displays the Syslog configuration.

Step 5| write startup-config Optional stepg saves this configuratior
to be part of startup configuration.

entries.

@ Thed yl@gging buffered commandresets thelogging buffer to its default value of 50

The example below shows the commands used to configure Syslog Buffer.

SMIS# configure terminal
SMIS(config¥#gging buffered 200
SMIS(config)# end

SMIS# show logging

System Log Information

Syslog logging: enabled(Number of messages 0)
Console logging: disabled(Number of messages 0)
File logging: disabled(Number of messages 0)

Log File Name:

File Max Entries: 500

TimeStamp option: enabled

Trap l@ging: Critical

Log server IP: None

Facility: Default (local0)

Buffered size: 200 Entries



LogBuffer(11 Entries)

<135> Apr 29 10:11:05 2013:DHEXitting DHCPC Task Init

<135> Apr 29 10:11:05 2013:DHEntered in DhcpCintSelectTaskMain fn
<135> Apr 290:11:05 2013:DHZ:Entered in DhcpCSocketOpen fn
<135> Apr 29 10:11:07 2013:DHM®Rcvd Event 4

<135> Apr 29 10:11:07 2013:DM®Rcvd Msg 13cb8128 type: 1

<135> Apr 29 10:11:07 2013:DHM®Rcvd Event 4

<135> Apr 29 10:11:07 2013:DM®cvd Msg 13cb8128 tgpl
<135> Apr 29 10:11:07 2013:DHM®Rcvd Event 4

<135> Apr 29 10:11:07 2013:DM®Rcvd Msg 13cf4258 type: 1
<135> Apr 29 10:11:08 2013:DHM®Rcvd Event 4

<135> Apr 29 10:11:08 2013:DHM®Rcvd Msg 13cf4858 type: 1
LogFile(0 Entries)

2.6.6 Facility
TheSyslodacility provides approximate details regardinwgich part of the system thé&Syslognessage
originatedfrom.

Follow the steps below to configuthe Syslodacility.

Step Command Description

Step 1| configure terminal Enters the configuration mode
Step 2| logging facility {localO | locall | local2 | local3 | | Configure Syslog Facility.
local4 | local5 | local6 | local 7]}

Step 3| End Exits the configuration mode.
Step 4 | show logging Displays the Syslog configuration.
Step 5| write startup-config Optional sep ¢ saves this configuratior

to be part of startup configuration.

o Thed yldyging facilitg commandresets the loggindacility to its default value of LocalO.

The example below shows the commands used to confithe&yslodacility.

SMIS#onfigure terminal
SMIS(configy#gging facility local5
SMIS(config)# end

SMIS# show logging

System Log Information

Syslog logging: enabled(Number of messages 0)
Console logging: disabled(Number of messages 0)
File logging: disableN{(umber of messages 0)

Log File Name:

File Max Entries: 500

TimeStamp option: enabled

Trap logging: Critical



Log server IP: None
Facility: local5

Buffered size: 50 Entries
LogBuffer (0 Entries)

LogFile(0 Entries)

2.6.7 Traps

Supermicro switches providen option for specifying the type of traps that are to be logged.

Follow the steps below to configuteggingtraps.

Step Command

Description

Step 1| configure terminal

Enters the configuration mode

Step 2 | logging trap [{ <level (@)> | alerts | criticall
debugging | emergencies |errors |informational |
notification | warnings }]

Configure Logging Traps.

There are various levels of trafhat
can be logged.

Level @; Emergencies
Used for logging messages that are
equivalent to a panic condition.

Levell cAlerts
Used for logging messages that requit
immediate attention

Level Z; Critical
Used for logging critical errars

Level XErrors
Used for error messages

Level 4 Warning
Used for logging warning messages

Level xxNotification
Used for loggig messages that require
attention but are not errors

Level & Informational
Used for logging informational
messages.

Level & Debugging
Used for logging debug messages

Step 3| End

Exits the configuration mode.

Step 4 | show logging

Displays the Syslampnfiguration.

Step 5| write startup-config

Optional stepg saves this configuratior
to be part of startup configuration.
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The example below shows the commands used to confilpggingtraps.

SMIS# configure terminal
SMIS(config)ibgging trap 5
SMIS# end

SMIS(config)# show logging

System Lo¢nformation

Syslog logging: enabled(Number of messages 0)
Casole logging: disabled(Number of messages 0)
File logging: disabled(Number of messages 0)
Log File Name:

File Max Entries: 500

TimeStamp option: enabled

Trap logging: Notification

Log server IP: None

Facility: Default (local0)

Buffered size: 200 Entries

LogBuffer(11 Entries)

<135> Apr 29 10:11:05 2013:DHRAEXitting DHCPC Task Ini

<135> Apr 29 10:11:05 2013:DHENtered in DhepClintSelectTaskMain fn
<135> Apr 29 10:11:05 2013:DHEnNtered in DhcpCSocketOpen fn
<135> Apr 29 10:11:07 2013:DM®Rcvd Everd

<135> Apr 29 10:11:07 2013:DHA®Rcvd Msg 13cb8128 type : 1
<135> Apr 29 10:11:07 2013:DHA®Rcvd Event 4

<135> Apr 29 10:11:07 2013:DMA®cvd Msg 13ch8128 type : 1
<135> Apr 29 10:11:07 2013:DHA®Rcvd Event 4

<135> Apr 29 10:11:07 2013:DM®Rcvd Mg 13cf4258 type : 1
<135> Apr 29 10:11:08 2013:DHM®Rcvd Event 4

<135> Apr 29 10:11:08 2013:DM®Rcvd Msg 13cf4858 type : 1

LogFile(0 Entries)

2.6.8 Clear Log Buffer

The Syslog buffer can be cleared to endbtefresh logging of messages.

Follow the steps dew to clearthe log buffer.

Step | Command Description

Step 1| configure terminal

Enters the configuration mode

Step 2| clear log buffer

Clear Logging Buffer.

Step 3| End

Exits the configuration mode.

Step 4 | show logging

Displays the Syslog configuration.

Step 5| write startup-config

Optional stepg saves this configuratior
to be part of startup configuration.




The example below shows the commands usedéarthe log buffer.

SMIS# configure terminal
SMIS(config)#lear log buffer
SMIS(config)# end
SMIS#show logging

System Log Information

Syslog logging: enabled(Number of messages 0)
Console logging: disabled(Number of messages 0)
File logging: disabled(Numbef messages 0)

Log File Name:

File Max Entries: 500

TimeStamp option: eabled

Trap logging: Critical

Log server IP: None

Facility: Default (local0)

Buffered size: 50 Entries

LogBuffer (0 Entries)

LogFile(0 Entries)

2.6.9 Clear Log File

The Syslofjle can be cleared to enabthe fresh logging of messages.

Follow the steps belowo clearthe logfile.

Step | Command

Description

Step 1| configure terminal

Enters the configuration mode

Step 2| clear log file

Clear Logging File.

Step 3| End

Exits the configuration mode.

Step 4 | show logging

Displays the Syslog configuration.

Step 5| write startup-config

Optional stepg saves this configuratior
to be part of startup configuration.

The example below shows the commands usedearthe logfile.

SMIS# configure terminal
SMIS(config)#lear log file
SMIS(config)# end
SMIS# show logging

System Log Information

Syslog logging: enabled(Number of messages 0)
Console logging: disabled(Number of messages 0)
File logging: disabled(Number of messages 0)

Log File Name:

File Max Entries: 500

TimeStamp option: enabled

Trap lgging: Critical



Log server IP: None
Facility: Default (localO)
Buffered size: 50 Entries
LogBuffer (0 Entries)

LogFile(0 Entries)

2.7Configuration Management

This section describes the steps to save and manage the configuration files on the switclddsetgmes
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2.7.1 Save Startup-Config
Switch configurations can be saved using the comnvariig startup-config A configuration saved as a

startup configuration will be loaded automatically whemiteh reboots. The default startup configuration
file name is iss.conf. This startup configuration file is stored in the flash memory.

Follow the steps below to write existing switch configuration as stacifig.

Step  Command Description

Step 1| write startup-config Configure Writing of Switch Configuration
to a file or startupconfig.

Step 2| show startupconfig Displays the startup configuration.

The example below shows the command used to write existing switch configuration as stantfigp
SMI& write startupconfig

Building configuration, Please wait. May take a few minutes ...
[OK]
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2.7.2 Save Running Configuration to File
Switch configurations can tsaved to a file either in local flash memory or to a remote TFTP server.

Follow the steps below to writan existing switch configuration to a file.

Step | Command Description

Step 1| write { flash:filenane | tftp://ip -address/filenamg | Configure Writingdf Switch
Configuration to a file in the local flask
memory or in a remote TFTP server.

filename¢ name of the configuration
file.




Step 2| show storedconfigfilename> Displays the stored configuration file
from local flash memory.

filenameg¢ name of the configuration
file.

The example below shows the commands used to vaiitexisting switch configuration to a file.
SMIS#write flash:rlswl.conf

Building configurationplease wait. May take a few minutes ...
[OK]

SMIS# writetftp://192.18.1.100/r1swl.conf

Building configurationplease wait May take a few minutes ...
[OK]

SMIS# show storedonfig rlswl.conf

vlan 1

portsfx 0/1-48 untagged

ports cx0/1-4 untagged

exit

snmp view restricted 1 excluded nonvolatile
setip igmp enable

setippim enable

ip pim component 1

exit

2.7.3 Configuring Startup Config File Name
Supermicro switches providen option to select a file stored in flash memory as the startup configuration
file that gets loaded when the switch is poweredor restarted.

Follow thesteps below to configurthe gartup configuration.

Step Command Description
Step 1| configure terminal Enters the configuration mode
Step 2| set startupconfigfilename> Configure Startuszonfig file name.

filenameg¢ name of the configuration

file.
Step 3| End Exits the configuration mode.
Step 4| show startupconfig Displays the configured startup

configuration file contents.

The example below shows the commands used to confitheawitch startup configuration.
SMIS# configure terminal

SMIS(cofig)# set startupconfig config2.conf

SMIS(config)# end



SMIS# show startuponfig

vlan 1

portsfx 0/1-48 untagged

ports cx0/1-4 untagged

exit

snmp view restricted 1 excluded nonvolatile

setip igmp enable

setip pim enable

ip pim component 1

exit

2.7.4 Copy Startup -config

Supermicro switches support copying the switch startup configuration to a file in flash or remote location.

Follow the steps below toopy startupconfig to a file iraremote location or flash.

Step

Command

Description

Step 1

copystartup-config{flash:filename | tftp://p-
address/filenamég

Copy from startupconfig to a file in
remote location or flash.

filenameg name of the configuration
file.

The example below shows the commands usecbay startupconfig to a file in flash.

SMIS# copy startuponfig flash:config5.txt
Copied startupconfig => flash:/mnt/config5.txt

SMIS#

2.7.5 Copy File
The copy command c@sthe configuration file from flash memory ®remote TFTP server and vice
versa. This command can be used to copy fieslly within the flash memory also.

Follow the steps below toopythe configuratiorfile to aremote site/flash.

Step

Command

Description

Step 1

copyflash:filenametftp://ipaddress/filename

copytftp://ip -addressfilename flash:filename

copy flashfilenameflash:filename

Copies a local flash file to remote TFT
server.

Copies a remote file to local flash.

Makes a copy of the file in the flash
memory.

filename¢ name of the configuration
file.




The example below shows the commands usedbigy a file to another file in remote site/flash.
SMIS# copy flash:configl.txt flash:switchl.conf
Copied flash:/mnt/configl.txt ==> flash:/mnt/switchl1.conf

SMIS#

2.7.6 Deleting a Saved Configuration
Supermicro switche allowfor the deletion ofthe switch startup configuration and other stored
configuration files.

Follow the steps below to delete the startgonfigfile or other configuration files.

Step  Command Description
Step 1| erase startupconfig Removes the startuponfig.
erase flasHilename Deletes the configuration file from loce
flash.

filenameg¢ name of the configuration
file.

The example below shows the commands used to ettasstartup-configfile or anotherfile.

SMIS# erasBash:configl.txt

Do you really want to delete file configl.txt? [y/n]
% Deleted file configl.txt.

SMIS#

SMIS# erase startugonfig

Do you really want to delete startup configuration? [y/n]
% Deleted startup configuration file.
SMIS#

1.1.1 Firmware Upgrade
The switch supports upgrading from both the switch CLI and the ONIE shell. To upgrade from the switch

CLI, use the file withthe 6 s wi 6 e xt e ns i o nthe ONIKE cangplg, use thefilefwithdh@6i nst al | er 6
extension.

@ This command upgrades only theitch firmware. ONIE will not be upgraded.

1.1.1.1 Firmware Upgrade from Switch CLI
Follow the steps below to updatee firmware image fronthe switch CLI:

Step | Command Description

Step 1| firmware upgrade { tftp://ipaddress/filename} Updates the firmware image frotie
remote TFTP server.




The example below shows the commands used to confithedrmware upgrade.

SMIS# firmware upgrade tftp://10000.100.1/SSE3548fw-1.0.1.4.swi

@ Use the file withthe W& 6 A Q S E( Sy & A shg'swiicB CLHZLII NI RS T NR

1.1.1.2 Firmware Upgrade from ONIE Shell
Follow the steps below to updatee firmware image fronthe ONIE shell:

Step  Command Description
Step 1| Boot the switch Boot the switch by poering on. If the
switch is alreadpn, usethe WNEB f 2
command to reboot the switch.
Step 2| From the grub menwchoosethe Wh b L 9 Q 2 | The gub menuremainsfor only 4
press enter. seconds, after 4 secondse switch will
automatically boot fronthe
Bupermicro SSE3548 Switch 2 LJi
so, use the down arrow quick enough
to move the cursor.
Step 3| Fromthe ONIE menuchoosetheWh b L 9 Y L | After 4 secondghe switch will
option and press enter. automatically boot tahe ONIE shell
fromthe Wb LOY Lyadlff
Step 4 | onie-discoverystop This step stops ONfEom discovering
installer files from the network.
Stopping the discovery helps stop the
discovery messages on the console a
prevents the switctirom installing
from the random QIIE source
connected to the network.
Step 5| scp <username>@<hostname>:/<path>/$38B48 | Username is the login user on the
fw-x.x.x.x.installer ./ remote Linux server.
Use the firmware file witlthe
SEGSyaArzy WAyaidl ft
Step6[¢ LIS WeQ |yR LINBaa Syl
prompts
oDo you want to continue connecting? (yényp
Step 7 | onie-nos-install ./SSHE-3548fw-x.x.x.xinstaller The svitch will install the firmware and

reboot with new firmware.

The example below shks the commands used to upgrade the firmware frtira ONIE shell.

ONIE:/ # onialiscoverystop

ONIE:/ # scpdmin@10.10.10.10:/home/tftp/SSE3548fw-1.0.1.4.installer/

ONIE:/ # onieosinstall ./SSE3548fw-1.0.1.4.installer


mailto:admin@10.10.10.10:/home/tftp/SSE-F3548-fw-1.0.1.4.installer%20./

@ Use the file witthe WA ya G f f SN SEGSyaAzy (2 dzJANI

the switch from initiating an installation from rouge ONIE boot sources. Installation fror

A—l After booting tothe ONIE sheltop the ONIE discovery as quickly as possible to prever
the wrong source could damage the switch.

OYGSNAY3A WhbLO9Y Lyail fstanéwin@gewilinéetito NI & S

installed before rebooting the device.

2.7.7 Boot-up Options

Supermicro switches support dual firmware images ( formaldand ffallbacko.)The switch boots up from the
normal firmware image by default. Users can configure the switch to boot from the fallback firmware image.

Follow the steps below to configuthe switch boot-up firmware option.

Step | Command

Description

Step 1| configure terminal

Enters the configuration mode

Step 2 | set bootup {normal |fallback}

Configure Switch Bodtlp options.

Step 3| End

Exits the configuration mode.

Step 4| show system information

Displays the system information
configuration.

@ Theboot-up configuration is automatically stored as parttbé startup-config file.

The example below shows the commands used to confitheawitch boot-up options.

SMIS# configure terminal
SMIS(configt set bootup fallback
SMIS(config)# end

SMIS# show system information

Switch Name: SMIS

Switch Base MAC Address: 00:30:48:e3:70:bc
SNVIP EnginelD: 80.00.08.1¢.04.46.53
System Contact: http://www.supermicro.com/support
System Location: Supermicro

Logging Option: Console Logging

Login Authentication Mode: Local

Snoop Forward Mode: MAC based

Config Restore Status: Not Initiated

Config Reste Option: No restore

Config Restore Filename: iss.conf
ConfigSave IP Address: 0.0.0.0

Device Up Time: 0 days 0 hrs 0 mins 53 secs



Bootup Flash Area: Fallback

NTP Broadcast Mode: No
[NTP] ntp is disabled

Server  Key Prefer

Key # Key

Time zone offset not set

2.7.8 Reset to Factory Defaults

Supermicro switches can be reset to the factory defaults using a CLI command.

Follow the steps below to reset tbe factorydefaults.

Step Command Description
Step 1| configure terminal Enters the configuration mode
Step 2 | resetto-factory-defaults Configure Factory Defaults.

Resetting to factory defaults will remove all stored configurations, files on the flash mer
user accounts anthe management IP address.

After reseting to factory defaultsthe switch can be managedom serial consolevith the
default administratoruser name ADMIldnd password ADMIN.

The example below shows the commandeset tothe factory defaults.
SMIS(config)# resab-factory-defaults

This command will reset settings tioe factory defaults.

After resetting to factory defaultghe switchwill be reloaded immediately.
Do you really want to execute this command and reload the switch? [y/n]

2.8 Zero Touch Provisioning

Zero Touch Provisioning (ZTP) helps to auto provision Supermicro switches without manual intervention.
ZTP also helps to upgrattee switch firmware automatically.

SSH-354&/Rswitches come withhe default management IP address set to DHCP mode. When switches
boot up, the management IP address is received fioeDHCP servelheDHCP server caisobe
configured to supply thewitch configurations and firmware image when assigning IP adebtss
Supermicro switches.

ZTP is enabled by default in Supermicro switches.

When uses prefer to savea configuration locally on the switch usittie @ ¢ N&X (0 S- & (
0 O2yFA3¢ O2YYlI YR 2NJ 2 ih&Svisch ilkphovide b Warnhglzyessig
— and disable the ZTP on user confirmation. This helps to restore the locally saved
configuration without waiting for DHCP IP availability.




2.8.1 ZTP Corfig Restore

This section explains detads using ZTRo automatically configue Supermicro switches.

2.8.1.1 DHCP Server Configuration
Switches expect the following information frothe DHCP server to restore configurations supplied along
with DHCP IP.

1. Configurdion File Name
2. TFTP Server IP Address
Configuration File Name

The onfigurationfile name is sent to switches frothe DHCP server using vendor specific option 43 in sub
option 01.

This isasimple text fieldthat carries the configuration file name withe path in respect tothe TFTP server
root directory. If this file is kept ithe TFTP root directory ithe TFTP server, this fieldasimple file name.

TFTP=rver IP Address

The configuration file needs to be available in a TFTP servasWwitch to download.

TheTFTRerverQ B address is sent to switches frothe DHCP server using standard PHiption 661ftp -
servername. This field needs to be
configured in IP address format (e.g.

option space smop;

option smeop.configfile-name code 1 = text; XXX XXX XXX.XXX).  Switches — cannot
accept server names, as domain name

option smeop-encapsulation code 43 = encapsulate s, resolution is not supported.

# network for Supermicro switches These options cabe added to

dhcpd.conf as shown in the exarapl

subnet 172.31.0.0 netmask 255.255.0.0 { below

range 172.31.30.10 172.31.30; _ _ _
g The lines ibold are newly required,

# the below lines added for automatic restore of configurati| other lines are shown for clarity.

option smeop.configfile-name "smcSwitch.conf"; # Need to add the linelselowto
define option 43.1 for Supermicro
option tftp-servername "172.31.43.59", switches
} 2.8.1.2 Switch Configuration
Restore

AZTP configuration restore feature is enabled in Supermicro switches by d@feuliefault management
IP address configuration is DHCP mode. Hemben switches boot up with DHCP, it gets the configuration
file and applies the configuration.

The diagranbelow shows howa switch restores the configuration in ZTP and 0P case.



Static IP DHCP IP

Failed

Success




2.8.2 ZTP Info
tKS GakKz2g acdaidsSy AyF2N¥YIGA2YyEéE O2YYl idudidgyhe / [ L RA a L3
following:

ZTP Config Resto@ption - Default ZTP Enabled

Config Restore ZTP Filename - The name of the configuration file restored using ZTP. If ZTP restore is
not applied, this field will be empty.

Config Restore ZTP TFTP IP Addrése IP address of ¢hTFTP server from where the ZTP config file is
downloackd. If ZTP restore is not applied, this field will be empty.

¢CKS G/ 2yTAI wIBdaAKRE LAEx S edidedNdRtemptet.

z

This information can be seenftine web interfaceonthed & @ a1 SY a Sithedagaad SN IS Ay
YIEYyF3ISYSydé 3INP dzLid

2.8.3 ZTP Firmware Upgrade

This section explains detais using ZTRo automatically upgrad firmware on Supermicro switches.

2.8.3.1 DHCP Server Configuration
Switches expect the following informatidrom the DHCP server to upgradkie firmware supplied along
with DHCP IP.

1. Firmware Image File Name
2. TFTP Server IP Address

Firmware Imagerile Name

The frmwareimagename is sent to switches fromme DHCP server using vendor specific option 43 in sub
option 04.

This simple text field carries the firmware image file name withpathin respect tothe TFTP server root
directory. If this file is kept ithe TFTP root directory imaTFTP server, this fieldasimple file name.

TFTR=erver IP Address
Theconfiguration file needs to be availabide a TFTP server fire switch to download.

TFTRerver IPaddress is sent to switches frotime DHCP server using standard DHCP optiotftBéserver
name. This field needs to be configured in IP address forat ¢xx.xxx.xxx.xxx). Switches cannot accept
server names, as domain name resolution is not supported.

These options can added to dhcpd.conf as shown in the below example.



The lines irbold are newly required, other lines are shown for clarity.

# Need toadd the below lines to define option 43.1 for Supermicro switches

option space smop;
option smeop.configfile-name code 1 = text;
option smcop.fw-img-file-name code 4 = text;

option smcop-encapsulation code 43 = encapsulate s,

# network forSupermicro switches
subnet 172.31.0.0 netmask 255.255.0.0 {
range 172.31.30.10 172.31.30.79;
# the below lines added for automatic restore of configurati
option smeop.configfile-name "smcSwitch.conf";
option tftp-servername "172.31.43.59"

option smcop.fw-img-file-name "SSH-3548fw-1.0.1.4swi";

2.8.3.2 Switch Firmware Upgrade

TheZTP firmware upgrade feature is enabled in Supermicro switches by défaetiefault management

IP address configuration is DHCP mode. Hamicen switches boot up with DHCP, it gets the firmware image
file and checksvhether anupgradeis needed or not.

The diagranbelow shows howa switch upgradeshe firmware in ZTP.

Static IP DHCP IP

No







2.8.4 Disable ZTP

If a customer prefes not to use ZTP andantsto disable ZTP for any reason, it can be done. When ZTP is
disabled,a switch always loads the local configuration fifeno local configuration files available a switch
comes up witha default configurationSimilarly when ZTP is disablagwitch does not upgrade firmware
automatically.

¢t2 RAAlIOES %et Ay /[LZT LXSI&S daAasS GKS a1 GLI RA&I O
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This option can be enabled or disabledtie web interfaceond a & aiG Sy aSithdyaazi Aw
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2.8.5 DHCP Vendor Class

Supermicro switches advertise its vend rclass [T
. . . v
class information on DHCP (discover ahu

request) packets. The DHCEnuor class|  match option vendorclassidentifier;
option 60 is used for this purpose.
}

option space smop;

The SSH-354&/R switch advertiss the
GSyR2 N SSEHBHB O 4 G option smeop.configfile-name code 1 = text;

option smeop.fw-img-file-name code 4 = text;
_ . _ option smeop-encapsulation code 43 = encapsulate sopg
This vendor class information can be usea

in DHCP servers to send ZTP options only subnet 172.31.0.0 netmask 255.255.0.0 {

the relevant switch models. range 172.31.30.10 172.31.30.79;

The exampleébelow shows eEDHCP server
configuration that uses vendor class
information to send ZTPoptions for option smeop.configfile-name "issl1.conf";
Supermicro switclsSH-3548S/R

subclass "vendoxclass" 'F3548 {

option smeop.fw-img-file-name 'SSE-F3548-fw-1.0.1.4.swi";

option tftp-servername "172.31.33.5";
}

2.9Tracking Uplink
Failure s

The Uplink Failure Tracking Feature (DLE useful foBupermicroswitches.This helps serversawe to
redundant Ethernet ports in case any switch uplink fails.

The user can configure one or more groups for ULFT. Each group can have one or more uplinks and one or
more downstream ports.



Step Command Description

Step 1| configure terminal Enters theconfiguration mode

Step 2/ link-statustracking enable Enabling uplink failure tracking feature

Step 3 link-status-tracking group <id> Creating group

Step 4 link-status-tracking group <id> upstream Adding uplink to group

Step 5 link-status-tracking group <id> downstream Adding downstream ports to group

Step 6| |; . : . . . . .
link-status-tracking disable Disabling uplink failure tracking featur:

Step 7| End Exits the configuration mode.

Step 8| show linkstatus-tracking Displays the linlstatustracking

configuration.
Step 9| write startup-config Optional stepg saves this configuratiol

to be part of startup configuration.

For exampleif it is desired to bringlown all fourteen ports from fx 0/1 to fx 0/14 when uplink interfaces fx
0/15 and x0/16 godown:

SMIS# configure terminal

SMIS(config)# link-status-tracking enable
SMIS(config)# link-status-tracking group 1
SMIS(config)# interface range fx0/15-16

SMIS(config-if)# link-status-tracking group 1 upstream

SMIS(config-if)# exit
SMIS(config)# interface range fx0/1-14

SMIS(config-if)# link-status-tracking group 1 downstream

SMIS(config-if)# exit
SMIS(config)# link-status-tracking disable
SMIS(config)# show link-status-tracking

Note:

If more than one uplink port is configured, all downstream ports wilbtmeight down only when all
upstream ports are down.



3 VLAN

3.1VLAN Basics

A Virtual LAN (VLAN) is a logical switched LAN formed by segmenting physical Local Area Networks (LANS).

Segmenting a switched LAN as one or more VLANS provides the follmisgtages:

<

Limits multicast and broadcast flos@nly to the required segments of the LAN to save LAN
bandwidth

Provides secured LAN access by limiting traffic to specific LAN segments
Eases management by logically grouping ports across multiple switches

—<\ —<\

Figure VLAN: VLANSs on a Switched LAN
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VLANSs work in same way as physical LANs. The packets from the end stations of a VLAN are switched only

to other end stations or network devices inside that VLAN. To reach devices in another VLAN, the packets
have to be routed from one VLAN to another. 8upicro L2/L3 switches support such Inter VirAixting

to route packets across different VLANs. Inter VEANzG Ay 3 A ada R2yS o6& ONBFGAy3a a

3.2 VLAN Support

Supermicro switches support the three types of VLANSCbased VLANgrotocol based VLANs arbrt
based VLANS.

Figure VLARR: Types of VLANs Supported



MAC Base(

Port Base
AVAWAY\

Once a packet is received, a switch tries to identify the VLAN for the received packet. This VLAN
identification is done according to the procedurelow.

If the incomingpacket has a VLAN tag and the VLAN ID in the tag is not equal to zero, then this VLAN ID is
used as the VLAN for this packet.

If the incoming packet does not have a VLAN tag (untagged packet) or if the VLAN ID in the VALN tag is
equal to zero (priority taged packet), the packet is considered as untagged/priority tagged and the below
steps are used to identify the VLAN for this untagged/priority tagged packet.

Step 1: Use the source MAC of the incoming packet and check the MAC VLAN mapping. If the VLAN is
found for this source MAC, that VLAN ID is used as the VLAN for this packet. If the MAC VLAN is not found,
proceed to the next step.

Step 2: Use the protocol field from the incoming packet layer 2 header and check the protocol VLAN table.
If a protocol VLAM found, that VLAN ID is used as the VLAN for this packet. If a protocol VLAN is not
found, proceed to the next step.

Step 3: This step identifies the VLAN based part based VLAN configuration. If the received port is in

access mode, the configureda@ess VLAN (default is VLAN 1) is used as the VLAN for this packet. If the
received port is in trunk mode, the configured trunk native VLAN (default is VLAN 1) is used as the VLAN for
this packet. If the received port is in hybrid mode, the configured Pd4fault is VLAN 1) is used as the

VLAN for this packet.

This VLAN identification procedure is shown in Figure M3:ANLAN Identification Procedure.

Once the VLAN is identified for the received pactet,switch check# the received port im memberof

this identifier VLAN. If the received is not member of the identified VLAN, the packet is dropped. If the
received port im member of the identified VLAN, then it will be forwarded to other member ports of this
VLAN based on the forwarding logic.héte are no other member ports for this VLAN, the packet will most
likely be dropped unless it was routed or sent to the CPU or redirected by an ACL rule.

Figure VLAR: VLAN Identification Procedure
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SSH-3548&/Rswitches support VLAN identifiers from 1 to 4069 for user created VLANs. VLAN identifiers
4070 to 4094 are reserved for internal use.

3.3VLAN Numbers

SSH-3548&/Rsupports 4kstatic VLANS.
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6 number of VLANS supported by theigch.

SSH-3548&/Rsupports 1024 MAC based VLANS.

Supermicro switches support 16 protocol groups for protocol based VLANs. These 16 protocol groups can
be mapped to different VLANSs in every pdrhe sime protocol group can be associated with different
VLAN in different port.

3.4 VLAN Defaults

Supermicro switches boot up with VLAN 1, which is a default Layer 2 VLAN. The switchable ports of all
switches are added to this default VLAMS hybrid ports. Thidefault setup helps switch forwarding traffic
across all the ports without the need of any user configuration.

Users can modify the port members of this VLAN 1 by adding or removing any ports to this VLAN 1 as

either tagged or untagged ports. The easieis to change the port modésS A G KSNJ a! O0S&aaé¢ 21
LR2NI&a yR O2yFAIdz2NE (GKS NBfS@IFyld [ ! bdemilintaterS a! 00S 3
sections.

VLAN 1 cannot be deleted by the udéuser wants to prohibit traffic fromé VLAN 1, then
0 NEBY2@3S Fff (GKS L3 NI &nopomsR YO 2 Y dvhilgbien tiled/LANZE .
— configuratonmode! FG SNJ NBY2@Ay3 |ff GKS LRNIa:z

Yy2ySQ a aKz2gy o0Sft200

SMIS(config)# show vlanid 1

Vlandatabase

Vlan ID 11
Member Ports : None
Hybrid Tagged Ports : None

Hybrid Untagged Ports  : None
Hybrid Forbidden Ports  : None

Access Ports : None
Trunk Ports : Non
Name :

Status : Permanent

SMIS(config)#

The port based VLAN identifier (PVID) for all the switch ports is set to 1 by default. The PVID is used to
associateh Yy O2 YAy 3 dzy i 33SR LI O1Sha G2 LRNIL olFaSR x[! ba
Y2RAFE (GKS t+L5 F2NJ a¢gA0G0OK LIRNIa G2 Fye +[!b ARSyI
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explained in thePort Based VLASction.

VLAN 1 is configured as the default native VLAN for all trunk interfaces. Users can change the native VLANs
for trunk interfaces as explained the Native VLAN on Trurdection

Protocol based VLAN is enabled by default.

Supermicro switches do not create VLANSs by default except for VLAN 1. Users need tc
0 create all the VLANSs used on their network in Supawrsaitches. Trunk ports will be able
— to carry only VLANSs created in Supermicro switches.

3.5 Creating VLANS

Follow the steps below to create VLANS in Supermicro switches.

Step Command Description
Step 1| configure terminal Enters the configuration mode
Step 2| vlan wlan-list> Creates a VLAN usimtan command.

vlan-list ¢ may be any vlan number or
list of vlan numbers. Multiple vlan
numbers can be provided as comma
separated values. Consecutive vian
numbers can be provided as a range,
such as 8.0.

User can configure VLANSs with
identifiers 1 to 4069.

Step 3| show vlan Displays the configured VLANS
Step 4 | write startup-config Optional stepg Save these VLAN
configuration to be part of startup
configuration.

The examples below show various waysrefating VLANS.
Create a VLAN with identifier 10

SMIS#onfigure terminal
SMIS(config)#lan 10
SMIS(configrlan)#exit

Create VLANSs with identifier20 to 30, 50 and 100
SMIS#onfigure terminal

SMIS(config)#lan 20-30,50,100
SMIS(configylan)#exit

ag



3.6 Removing VLANS

Follow the steps below to remove VLANs from Supermicro switches.

Step Command

Description

Step 1| configure terminal

Enter the configuration mode

Step 2| no vlan wlan-list>

Remove VLANS using the vlan
command.

vlan-list ¢ may be any vlan number or
list of vlan numbers. Multiple vlan
numbers can be provided as comma
separated list. Consecutive vian
numbers can be provided as ranges li
5-10.

Step 3| show vlan

To display the configured VLANSs

Step 4 | write startup-config

Optional stepg Save these VLAN
configuration to be part of startup
configuration.

The below examples show ways to remove VLANS.

Delete a VLAN with identifier 10

SMIS#onfigure terminal
SMIS(config)#ho vlan 10

Delete VLANSs with identifier 20 to 30, 5thd 100
SMIS#onfigure terminal

SMIS(config)#ho vlan 20-30,50,100
SMIS(configylan)#exit

3.7 VLAN Name

VLANSs can be associated with a label name string for easier configuration and identification.

Follow the steps below to add or modify a name stringg VLAN in Supermicro switches.

Step Command

Description

Step 1| configure terminal

Enters the configuration mode.

Step 2 | vlan wlan-list>

Enters the VLAN configuration mode.

vlan-list ¢ may be any VLAN number c
list of VLAN numbers. Multiple VLAN
numbers can be provided as comma
separated values. Consecutive VLAN
numbers can be provided as a range,
such as 8.0.




If multiple VLANSs are provided, the
same name string provided in nexep
will be associated with all these VLAN

Step 3

name wlan-name-string>

Associates a hame string to this VLAN
using thename command.

vlan-name-string is any alphanumeric
string up to 32 characters.

Step 4

show vian

Displays the configured VLANS

Step 5

write startup-config

Optional stepg saves this VLAN
configuration to be part of startup
configuration.

The example below shows tls¢epsnecessary to associate a name string to a VLAN.

Associate name main_user_vlan to VLAN 50.

SMIS#onfigureterminal
SMIS(config)#lan 50

SMIS(configrlan)#namemain_user_vlan

SMIS(configrlan)#exit

Follow the steps below to remove a hame string from any VLA upermicro switch.

Step

Command

Description

Step 1

configure terminal

Enters the configuratiomode.

Step 2

vlan «wlan-list>

Enters the VLAN configuration mode.

vlan-list ¢ may be any VLAN number c
list of VLAN numbers. Multiple VLAN
numbers can be provided as comma
separated values. Consecutive VLAN
numbers can be provided as a range,
such a$-10.

If multiple VLANSs are provided, the
name string of all these VLANSs will be
removed by the next step.

Step 3

no name

Removes associated name string fron
this VLAN.

Step 4

show vilan

Displays the configured VLANS

Step 5

write startup-config

Optional stepg saves this VLAN
configuration to be part of startup
configuration.

The example below shows steps to remove name string from a VLAN.

Remove name fom VLAN 50.

SMIS#onfigure terminal



SMIS(config)#lan 50
SMIS(configrlan)#no name
SMIS(configrlan)#exit

3.8 Port Based VLANS

Port based VLANSs are the simplest and most useful type of VLAN.

In port based VLAN deployment, switch ports are associated with one or more VLANs as member ports.

The traffic sent on the ports is decided by MeAN membership and mode of the pottisuallyports are
2a20AFGSR 6AGK [ ! ba +ta SAGKSNI aF 00Saaé¢ LIENI YSYo
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@ Port Channel interfaces also can be configure BAN member ports.

Figure VLAM: Port Based VLANSs
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3.8.1 Access Ports

Access ports carie traffic of only one VLAN. Any switch port can be configureahasccess port.
Usuallyswitch ports connected to end stations (computers / servers) that have only one type of traffic are
configured as access ports.

@ Access ports cannot be configured te jpart of more than one VLAN.

Switcheswill not add VLAN tag headsio all the packets sent out on an access port. Sveisexpect to
receive untagged or priority tagged (VLAN identifier 0) packetsatnhe access ports. If any tagged
packetsarereceived oranaccess portthe switch will drop them. Follow the below steps to configure any
port as the access port of any VLAN.



Step  Command Description

Step 1| configure terminal Enters the configuration mode
Step 2| interface <interface-type> < interface-id> Enters the interface mode.
or
interface range <interface-type> <interface-id> | interface-type ¢ may be any of the
€. following:

fx-ethernet ¢ fx
cxethernetg cx
port-channelg po

interface-id is inslot/port format for all
physical interfaces. It may be the port
channel identifier for port channel
interfaces.

To configure multiple interfaces, use
0 K Bterface rangeX ¢ 02 Y Y Iy
provide a range use a hypen (
between the start and end interface
numbers.

E.g.int rangefx 0/1-10

To provide multiple interfaces or
ranges, use separate with a comma (,
E.g.int rangefx 0/1-10, fx 0/20

Step 3| switchport mode access Sets the port mode as the access pori
Step 4 | switchport access vlarvlan-id> Configureghe access VLAN for this
interface. The VLAN identifiers may be
any VLAN number from 1 to 4069.

If the given VLAN does not exist, switc
will provide a warning message. Only
when the VLAN available, the port will
operate as an access port for that

VLAN.
Step 5| show vlan port config porkiftype> <fnum> Displays the configured mode and
accesses the VLAN for this interface.
Step 6 | write startup-config Optional stepg saves this VLAN

configuration to be part of startup
configuration.

@ Thed a6 A ODRDIBAE Ot yé O2YYLIYR Attt 0S5 I OC
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For more details about hybrid mode, referttze Hybrid Portssection

Theono switchportaccessvlah O2 YYIF YR gAff aSa GKS | OC
port will continue to be the access port of VLAN 1.

The examples below show various ways to create VLANSs with access ports.



Create a VLAN with identifier 58nd configure portsx 0/2 to fx 0/10 as access ports to this VLAN.

SMIS#onfigure terminal
SMIS(config)#lan 50
SMIS(configrlan)#exit
SMIS(config)ihterface rangefx 0/2-10
SMIS(configf)# switchport mode access
SMIS(configf)# switchport access vlan 50
SMIS(configf)# exit

Create a VLAN with identifier 18nd configure port channel 1 as access port to this VLAN.

SMIS#onfigure terminal
SMIS(config)#lan 10
SMIS(configrlan)#exit
SMIS(config)ihterfacepo 1
SMIS(configf)# switchport mode access
SMIS(configf)# switchport access vlanQ
SMIS(configf)# exit

3.8.2 Trunk Ports

Trunk ports carry the traffic of one or more VLANS. Any switch port can be configuaediak port.

Usually switch ports connected between switches are configured as trunk ports tawatigle VLAN

traffic across switches. Switch ports connected to end stations (computers / servers) that have multiple
VLANSs are also configured as trunk ports.

When a switch port is configured asrunk port, it will be added to all the VLANSs in the shigs a tagged
port by default To restrict the VLANSs carried in trunk ports, refethe Allowed VLANS on a Truakction

Trunk ports will not carry traffic for VLANS that are not configured in a switch.
0 For example, if the user wants to carry traffor all the VLANs from 1 to 1024 in a trunk
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A switch adds the VLAN tag header to all packets sent out on the trunk port except for native VLAN traffic.
Supermicro switchesupport only IEEE 802.1Q encapsulation for VLAN tag headers.

When a packet is received on a trunk port, the switch identifies the VLAN for the received packet from the
LI 01SdQa +£[!b GF3 KSFRSNX® LT GKS NBE©fskeddnotld O1 Si
match any MAC or protocol VLAN, the native VLAN is used to determine the VLAN for all untagged and
priority tagged packetthat are received.

If the user has not configured a native VLAN, the default VLAN 1 will be used as native \thé&Nuok
ports.

Follow the steps below to configure any port as a trunk port.

Step | Command Description
Step 1| configure terminal Enters the configuration mode
Step 2| interface <interface-type> < interface-id> Enters the interface mode.

or




interface range <interface-type> <interface-id> | interface-type ¢ may be any of the
e . following:

fx-ethernet¢ fx

cxethernet¢ cx

port-channelg po

interface-id is inslot/port format for all
physical interfaces. It may be a port
channel identifier for porthannel
interfaces.

To configure multiple interfaces, use
0 K Bterface rangeX ¢ 02 Y'Y I
provide a range, use a hype (
between the start and end interface
numbers.

E.g.int rangefx 0/1-10

To provide multiple interfaces or
ranges, separate with comma (,).
E.g.int rangefx 0/1-10, fx 0/20

Step 3| switchport mode trunk Sets the port mode as a trunk port.
Step 4 | show vlan port config porkiftype> <fnum> Displays the configured mode for this
and interface.
show runningconfig
Step 5| write startup-config Optional stepg saves this VLAN

configuration to be part of startup
configuration.

Thedno switchport modé O2 YYlF YR gAff OKIFIy3aS (KS LR
o For more details about hybrid mode, refer to thigbrid Portssection.

The examples below show various ways to configure trunk ports.
Configure portfx 0/1 andfx 0/2 as trunk ports.

SMIS#onfigure terminal
SMIS(config)ihterface rangefx 0/1-2
SMIS(configf)# switchport modetrunk
SMIS(configf)# exit

Configure port channel 1 as a trunk port.

SMIS#onfigure terminal
SMIS(config)ihterface po 1
SMIS(configf)# switchport modetrunk
SMIS(configf)# exit



3.8.2.1 Allowed VLANSs on a Trunk

By default, all the VLANSs configured on a switch are allowed on th& interfaces. However, there may

be some cases where users would like to limit the number of VLANSs carried on the trunk ports. This can be
configured by following the stegzelow.

Step | Command Description
Step 1 | configure terminal Enters theconfiguration mode
Step 2 | interface <interface-type> < interface-id> Enters the interface mode.
or
interface range<interface-type> <interface-id> | interface-type ¢ may be any of the
é. following:

fx-ethernet ¢ fx
cxethernet¢ cx
port-channelg po

interface-id is inslot/port format for all
physical interfaces. It may be a port
channel identifier for port channel
interfaces.

To configure multiple interfaces, use
0 K Bterface rangeX ¢ 02 Y Y Iy
provide a range, use a hype (
between the start and end interface
numbers.

E.g.int rangefx 0/1-10

To provide multiple interfaces or
ranges, separate with a comma ().
E.g.int rangefx 0/1-10, fx 0/20

Step 3 | switchport mode trunk Sets the port mode as trunk port.
Step 4 | Use any one of the below steps 4a to 4f based Thevlan-list parameter used in the
the need. below commands could be any VLAN

number or list of VLAN numbers.
Multiple VLAN numbers can be
provided as commaeparated values.
Consecutive VLAN numbers can be
provided as a range, such a46.

Step 4a| switchport trunk allowedvlan <vlan-list> This command configures the list of
allowed VLANS on this trunk. Only the
VLANS provided on thdan-list will be
carried over the trunk.

Step 4b| switchport trunk allowed vlan addvlan-list> This command adds the given list of
VLANSd the existing set of allowed
VLANS on this trunk.

Step 4c| switchport trunk allowed vlan removevlan-list> | This command removes the given list
VLANS from the existing set of allowe
VLANS on this trunk.

Step 4d| switchport trunk allowed vlan exceptvlan-list> | This command makes all the configure
VLANS allowed on this trunk except fo
the given list of VLANS.

Step 4e| switchport trunk allowed vlan all This command sets the default
behavior of allowing all VLANs




configured in the switch as allowed
VLANS on this trunk.

Step 4f | switchport trunk allowed vlan none This command removes all the allowe
VLANS from this trunk.
Step 5 | show vlan port config porkiftype> <fnum> Displays the configured, allowed VLAI
and for this trunkinterface.
show runningconfig
Step 6 | write startup-config Optional stepg saves this VLAN

configuration to be part of startup
configuration.

i)
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mode.

A trunk port will not carryraffic for any VLANSs that are not configured in the switch.
For example, if a user wants to allow traffic for VLANs 1 to 100, VLANs 1 to 100 need
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The examples below show examples of configurattoredlow VLANS on trunk ports.

Configure to allow only VLANSs 2 to 20 on trunk interfaie0/1.

SMIS#onfigure terminal

SMIS(config)#lan 2-20

SMIS(configrlan)#exit

SMIS(config)interfacefx 0/1

SMIS(configf)# switchport mode trunk
SMIS(configf)# switchport trunk allowed vlan 220
SMIS(configf)# exit

Configure to not to allow VLANs 30 to 50 on trunk interfaixed/1.

SMIS#onfigure terminal

SMIS(config)ihterface fx 0/1

SMIS(configf)# switchport mode trunk

SMIS(configf)# switchport trunk allowed vlanexcept 3050
SMIS(configf)# exit

3.8.2.2 Native VLANon Trunk

All packets sent out on a trunk interface carry the 802.1Q VLAN tag header. There may be cases in which

untagged packets need to be carried over a trunk interface. This is achieusthigythe native VLAN
feature of the trunk interface.

Any VLAN can be configured on any trunk interface as a native VLAN. Trunk interfaces will send native
VLAN packets as untagged packets without adding the 802.1Q VLAN tag header. Similarly, any untagged

packets received on a trunk interface will be considered to be native VLAN packets.

VLAN 1 is the default native VLAN for all trunk interfaces.



Figure VLAMN: Native VLANs
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Users can configure a native VLAN for trunk interfaces by following the stéps.

Step

Command

Description

Step 1

configure terminal

Enters the configuration mode

Step 2

interface <interface-type> < interface-id>

or

interface range<interface-type> <interface-id>
e .

Enters the interface mode.

interface-type ¢ may be any of the
following:

fx-ethernet ¢ fx

cx-ethernetg cx

port-channelg po

interface-id is inslot/port format for all
physical interfaces. It may lzeport
channel identifier for port channel
interfaces.

To configure multiple interfaces, use
i K BterfacerangeXx ¢ 02 Y Y I
provide a range, use a hypen (
between the start and end interface
numbers.

E.g.int rangefx 0/1-10

To provide multiplénterfaces or
ranges, separate with a comma ().
E.g.int rangefx 0/1-10, fx 0/20

Step 3

switchport mode trunk

Sets the port mode as a trunk port.

Step 4

switchport trunk native vlan <vlan-id >

vlan-id - The VLAN identifiers may be
from 1 to 4069.

If the given VLAN does not exist, switc
will provide a warning message. In thi




case the native VLAN traffic will be
dropped until the VLAN become
available.

Also, the given VLAN should be part c
allowed VLANSs in the trunk. If the
native VLAN is not nmeber of allowed
VLAN list, the native VLAN packets wi

be dropped.
Step 5 | show vlan port config porkiftype> <dfnum> Displays the configured native VLAN f
and this trunk interface.
show runningconfig
Step 6 | write startup-config Optional stepg saveghis VLAN

configuration to be part of startup
configuration.
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mode.
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trunk interfaces.

The native VLAN needs to be part of allowed VLANS to pass native VLAN traffic.

The examples below show examples of configuring native VLANSs for trunk ports.
Configure VLAN 20 as a native VLAN for trunk interfec@/1.

SMIS#onfigureterminal

SMIS(config)#lan 20

SMIS(configylan)#exit

SMIS(config)ihterface fx 0/1

SMIS(configf)# switchport mode trunk
SMIS(configf)# switchport trunk native vlan 20
SMIS(configf)# exit

Remove a native VLAN from trunk interface0/1.

SMIS#orfigure terminal
SMIS(config)interfacefx 0/1

SMIS(configf)# no switchport trunk native vian
SMIS(configf)# exit

3.8.3 Hybrid Ports
Hybrid ports carry both untagged and 802.1Q tagged packets.

Hybrid ports carry the traffic of one or more VLANSs. Any svgtwhcan be configured as a hybrid port. In
Supermicro switches, all switch ports by default come up in hybrid mode.



Users need to explicitly add the hybrid ports to all the required VLANSs as either tagged or untagged
interfaces. A hybrid port could be figured as a tagged or untagged psinultaneouslyon one or more
VLANS.

Users need to configure the PVID for hybrid ports to correctly handle the incoming untagged packets.

It is recommended for users to use hybrid ports only when they thoroughdgnstand the
0 PVID, tagged and untagged interfaces of their network.

Hybrid ports might cause VLAN packet forwarding drops if the ports are not correctly a
to the required VLANS as untagged or tagged interfaces as needed.

Hybrid port functionality an be achieved through trunk ports with allowed VLANs and a
native VLAN configuration.

When MAC based VLANs gidtocol based VLANS are used, the ports need to be in
Gl B0NARE Y2RSO

A switch adds the 802.1Q VLAN tag header for VLAN traffic in whitlylthiel port is configured as a
tagged interface. The switch sends out packets without a VLAN tag header for the VLAN on which the
hybrid port is configured as an untagged interface.

When a packet is received on a hybrid port, a switch identifies the \uANef received packet from the
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match any MAC or protocol VLAN, the port PVID is used as the VLAN for all the received untagged and
priority tagged packes. If the user has not configured the PVID, VLAN 1 will be used as the default PVID for
hybrid ports.

Follow the steps below to configure any port as a hybrid port.

Step | Command Description
Step 1 | configure terminal Enters the configuration mode
Step 2 | vlan <vlan-list> vlan-list ¢ may be any VLAN number c

list of VLAN numbers. Multiple VLAN
numbers can be provided as comma
separated values. Consecutive VLAN
numbers can be provided as a range,
such as 8.0.

If multiple VLANS are provided, the
ports @nfiguration provided in the nex
steps will be applied to all these VLAN

Step 3 | Use steps 3a to 3¢ below one or more times to
configure the required port configurations for the
VLANSs provided in Step 2 above.

Step 3a| ports gorts-list> tagged Addsthe tagged ports list to this VLAN
or
no ports [<ports-list>] tagged ports-list ¢ up to three ports or three

ranges of ports separated by spaces.




The range of ports is provided in the
format fx 0/1-10, which specifies the
ports fromfx 0/1 to fx 0/10.

Use theno form of this command to
remove tagged ports from this VLAN.
If ports-list is not provided to theno
command, all the tagged ports are
removed from this VLAN.

Step 3b

ports orts-list> untagged
or
no ports [gorts-list>] untagged

Addsthe untagged ports list to this
VLAN.

ports-list ¢ up to three ports or three
ranges of ports separated by spaces.
The range of ports is provided in the
format fx 0/1-10, which specifies the
ports fromfx 0/1 to fx 0/10.

Use theno form of this command to
remove untagged ports from this VLAI
If ports-list is not provided to theno
command, all the untagged ports are
removed from this VLAN.

Step 3c

ports <ports-list> forbidden
or
no ports [ports-list>] forbidden

Denies traffic fron ports given by
ports-list to this VLAN.

ports-list ¢ up to three ports or ranges
of ports separated by spaces.

The range of ports is provided in the
format fx 0/1-10, which specifies the
ports fromfx 0/1 to fx 0/10.

Use theno form of this command to
remove forbidden ports from this
VLAN.

If ports-list is not provided to theno
command, all the forbidden ports are
removed from this VLAN.

Step 4

Exit

Exits the VLAN configuration mode.

Step 5

interface <interface-type> < interface-id>
or
interface range<interface-type> <interface-id>

é

Enters the interface mode.

interface-type ¢ may be any of the
following:

fx-ethernet ¢ fx

cx-ethernetg cx

port-channelg po

interface-id is inslot/port format for all
physical interfaces. It may be a port
channel identifier for port channel
interfaces.




To configure multiple interfaces, use
0 K BterfacerangeXx ¢ 02 Y Y I
provide a range, use a hype (
between the start and end interface
numbers.

E.g.int rangefx 0/1-10

To provide multiple interfaces or
ranges, separate with a comma ().
E.g.int rangefx 0/1-10, fx 0/20

Step 6 | switchport mode hybrid

Sets the port mode as a hybrid port.

Step 7 | switchport pvid <vlan-id>

Configures the PVID fdhis interface.
The VLANSs identifiers could be any
VLAN number from 1 to 4069.

The VLAN provided in this command
must exist in the switch. If the VLAN
does not exist, create it first.

This command accepted only when th
LI2NI Aad &l @NDNARE

Step 8 | show vlan port config portiftype> <fnum>
show runningconfig

show vlan

Displays the configured VLAN and poil
information.

Step 9 | write startup-config

Optional stepg saves this VLAN
configuration to be part of startup
configuration.
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A port can be configured astagged port for multiple VLANS.

A port can be configured as untagged portfor multiple VLANSs. This is useful for MAC

based VLANSs. Famport based VLAN configuration, having a port as untagged in multiple
VLANSs is not a recommended configuration as all the received untagged packets can |
associated with only one PVID of thatrpdn a MAC based VLAN, the received untagged
packets will be matched to different VLANs based on the MAC address on the packet.

The examples below show various ways to configure hybrid ports.

Configure a VLAN 10 with porfg 0/1 to fx 0/10 as untagged ports and add pocik0/1 as a tagged port

to this VLAN.

SMIS#onfigure terminal
SMIS(config)#lan 10
SMIS(configrlan)#ports fx 0/1-10 untagged
SMIS(configrlan)#ports cx0/1 tagged



SMIS(configylan)#exit
SMIS(config)#nterface rangefx 0/1-10
SMIS(configf)# switchport mode hybrid
SMIS(configf)# switchport pvid 10
SMIS(configf)# exit

Configure a VLAN 100 with ports 0/1, fx 0/10, fx 0/20, fx 0/30, fx 0/40 andcx0/1-2 as untagged ports
and add port channel 1 as a tagged port to this VLAN.

SMIS#onfigure terminal

SMIS(config)#lan 10

SMIS(configrlan)#ports fx 0/1 fx 0/10 fx 0/20 untagged
SMIS(configrlan)#ports fx 0/30 fx 0/40 cx0/1-2 untagged
SMIS(configrlan)#ports po 1tagged

SMIS(configrlan)#exit

SMIS(config)ihterface rangefx 0/1,fx 0/10, fx 0/20, fx 0/30, fx 0/40, cx0/1-2
SMIS(configf)# switchport mode hybrid

SMIS(configf)# switchport pvid 1®

SMIS(configf)# exit

3.9 MAC BasedVLANSs

When end users move often from one place to another but remain inside the same LAN, it is difficult to
maintain the same VLAN for an end useaport based VLAN configuration.

MAC based VLAN features are used to provide the same VLAN to anyeeitdespective of the switch
port the end useis connecting to.

The switch administratomay configure MAC to VLAN mappings for unicast MAC addresses. When a switch
receives any untagged packets, the source MAC address of the packet refers to thisAN@afping to
identify the VLAN. If MAC VLAN mapping is not found for the received source MAC address, a protocol
based VLAN or port based VLAN is used.

@ Supermicro switches support 1024 MAC based VLANS.

Figure VLAN: MAC Based VLANs
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Follow the steps below to configure MAC based VLANS.

MAC Address | VLAN

00:30:48:0a:dd:e3| 10

00:30:48:04:02:89 | 20

00:30:48:01:72:58 | 20

00:30:48:d8:ed:54 | 30

| ———

VLAN 20 VLAN 30

Step

Command

Description

Step 1

configure terminal

Enters the configuration mode

Step 2

vlan wlan-list>

Creates the required VLANS.

vlan-list ¢ may be any VLAN number c
list of VLAN numbers. Multiple VLAN
numbers can be provided as comma
separated values. Consecutive VLAN
numbers can be provided as ranges
such as 8.0.

Step 3

ports <ports-list> untagged

Adds the ports given Iyorts-list to
this VLAN as untagged ports.

ports-list ¢ up to three ports or ranges
of ports separated by spaces.

The range of puas is provided in the
format fx0/1-10, which specifies the
ports from fx 0/1 to £0/10.

Step 4

Exit

Exits the VLAN configuration mode.

Step 5

macvlan <ucast_mac> vlan <vlan-id>

Configures MAC VLAN mapping entry

ucast_mac ¢ Unicast MAC address.
This VLAN will be applied to all
incoming untagged packets from this
unicast MAC address.

vlan-id - VLAN identifiers may be any
VLAN number from 1 to 4069. The
VLAN must have already been create:
in this switch.

Step 6

show maevlan

Displays the configured MAC based
VLANS.




Step 7 | write startup-config Optional stepg saves this VLAN
configurationto be part of startup
configuration.
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o VLAN mapping.

The ports required to support MAC VLAN have to be configured as untagged ports in tl
hybrid mode to those \ANS.

Follow the steps below to remove MAC based VLANS.

Step | Command Description
Step 1 | configure terminal Enters the configuration mode
Step 2 | nomacvlan <ucast_mac> Removes MAC VLAN mapping entry.

ucast_mac ¢ Unicast MAC address fol
which MAC VLAN mapping is to be

removed.

Step 3 | show maevlan Displays the configured MAC based
VLANS.

Step 4 | write startup-config Optional stepg saves this VLAN

configuration to be part of startup
configuration.

Theexamples below show various ways to configure MAC based VLANS.
Create a VLAN 10 and configure MAC address 00:30:4@01101o VLAN 10 for the ports /1 to 10

SMIS#onfigure terminal

SMIS(config)#lan 10

SMIS(configylan)#ports fx 0/1-10 untagged
SMIS(configylan)#exit

SMIS(config)#hacvlan 00:30:40:10:10:10 vlan 10

Remove MAC VLAN for MAC address 00:30:40:20:20:20.

SMIS#onfigure terminal
SMIS(config)#hio macvian 00:30:40:20:202

3.10 Protocol Based VLANS

Protocolbased VLAN features help to classify incoming traffic to different VLANs basieelmotocol.
The protocol or ethertype field in the Layer 2 header is used to classify the packets to different VLANS.

Protocol VLAN features are enabled by default in Supzp switches.

The potocol based VLAN features configuration is a thstsp process, as shown in the diagrbeiow.



Figure VLAN': Protocol Based VLAN Configuration Steps

1. Create VLANSs and add ports
2. Create protocol groups

3. Associate groups to VLANS in ports

Follow the steps below to configure protocol based VLANS.

Step

Command

Descrigion

Step 1

configure terminal

Enters the configuration mode

Step 2

vlan wlan-list>

vlan-list ¢ may be any VLAN number c
list of VLAN numbers. Multiple VLAN
numbers can be provided as comma
separated values. Consecutive VLAN
numbers can be provided as a range,
such as 8.0.

Step 3

ports orts-list> untagged

Adds the required ports for thigLAN
as untagged ports.

ports-list ¢ up to three ports or three
ranges of ports separated by spaces.
The range of ports is provided in a
format likefx 0/1-10, which refers to
ports fromfx 0/1 to fx 0/10.

Step 4

Exit

Exits the VLAN configuration mode.

Step 5

map protocol {arp | ip | rarp | ipx | novell |

netbios | appletalk | other <aaiaa or
aa:aa:aa:aa:aa>} {enetv2 | RFC1042 | licOther |
snap8021H | snapOther} protocols-group
<Group id integer(0-2147483647)>

Creates a protocol group.

Protocol groupcreation takes three
parameters.

First: protocol field aarp, ip, rarp,
ipx,novell, netbios or appletalk

Users can enter any other twaoyte
protocol fields in hex format as aa:aa.

Second: frame type anet-v2, lic or
snap

Third: protocol groupdentifier
number.

Step 6

interface <interface-type> < interface-id>

or

interface range<interface-type> <interface-id>
é .

Enters the interface mode.

interface-type ¢ may be any of the
following:

fx-ethernet ¢ fx

cx-ethernetg cx




port-channelg po

interface-id is inslot/port format for all
physical interfaces. It could be the por
channel identifier for port channel
interfaces.

To configure multiple interfaces, use
0 K $terfade rangeXx ¢ 02 Y Y I
provide a range, use a hype (
between the gart and end interface
numbers.

E.g.int rangefx 0/1-10

To provide multiple interfaces or
ranges, separate with a comma ().
E.g.int rangefx 0/1-10, fx 0/20

Step 7

switchport map protocolsgroup
integer(0-2147483647)> vlan
4069)>

<Group id
<vlan-id(1-

Associates the group to the VLAN on
the above interface.

Group id ¢ Protocol Group ldentifier
vlan-id ¢ VLAN identifier.

Step 8

switchport pvid<vlan-id>

Configures the PVID for the default pc
based VLAN behavior. This will be ust
for packets that did not match any
protocol VLAN map.

The VLAN identifiers may be any VLA
number from 1 to 4069.

The VLAN provided in this command
must exist in the switch. If the VLAN
does not exist, create it first.

Step 9

Exit

Exits the interface configation mode.

Step 10

show vlan protocolsgroup

show protocolvian

Displays the configured protocol base:
VLANS.

Step 11

write startup-config

Optional stepg saves this VLAN
configuration to be part of startup
configuration.

Follow the below steps to remove protocol based VLANS.

Step | Command Description
Step 1 | configure terminal Enters the configuration mode
Step 2 | interface <interface-type> < interface-id> Enters the interface mode.

or
interface range<interface-type> <interface-id>
é .

interface-type ¢ may be any of the
following:

fx-ethernet ¢ fx

cxethernet¢ cx

port-channelg po




interface-id is inslot/port format for all
physical interfaces. It could be a port
channel identifier for port channel
interfaces.

To configure multiple interfaces, use
0 K Bterface rangeX ¢ 02 Y Y Iy
provide a range, use a hype (
between the start and end interface
numbers.

E.g.int rangefx 0/1-10

To provide multiple interfaces or
ranges, separate with a comma ().
E.g.int rangefx 0/1-10, fx 0/20

Step 3

no switchport map probcolsgroup <Group id
integer(0-2147483647)>

Removes the protocol groups from
interface mode.

Group id ¢ Protocol Group ldentifier

Step 4 | Exit Exits VLAN configuration mode.
Step 5 | no map protocol {arp | ip | rarp | ipx | novell | | Removes the protocol group.
netbios | appletalk | other <aa:aa or

aa:aa:aa:aa:aa>} {enetv2 | RFC1042 | licOther |
snap8021H | snapOther}

Before removing any protocol group, i
must have been removed from all
interfaces.

Step 6

no vlan «lan-list>
or

vlan wlan-list>
no ports <ports-list> untagged

Removes the VLANSs created for
protocol based VLANS.

If the VLAN is shared with a MAC or
port based VLAN, then remove only tF
ports added during the protocol based
VLAN configuration. To remove the
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the VLAN configuration mode.

vlan-list ¢ may be any VLAN number c
list of VLAN numbers. Multiple VLAN
numbers can be provided as comma
separated values. Consecutive VLAN
numbers may be provided as a range,
such as 8.0.

Step 7

show vlanprotocols-group

show protocolvian

Displays the protocol based VLANSs.

Step 8

write startup-config

Optional stepg saves this VLAN
configuration to be part of startup
configuration.

The examples below show various ways to configure protocol based VLANS.

Assign all IP traffic to VLAN 20 and all other traffic to VLAN 30 on gwr@1 to fx 0/10.



SMIS#onfigure terminal

SMIS(config)#lan 20,30

SMIS(configrlan)#po fx 0/1-10 untagged
SMIS(configrlan)#exit

SMIS(config)thap protocol arp enetv2 protocols-group 1
SMIS(config)thap protocol ip enetv2 protocolsgroup 2
SMIS(config)int rangefx 0/1-10

SMIS(configf)# switchport map protocolsgroup 1 vian 20
SMIS(configf)# switchport map protocolsgroup 2 vian 20
SMIS(configf)# switchport pvid 30

SMIS(configf)# exit

Remove protocol VLAN 20.

SMIS#onfigure terminal

SMIS(config)iht rangefx 0/1-10

SMIS(configf)# no switchport map protocolsgroup 1
SMIS(configf)# no switchport map protocolsgroup 2
SMIS(configf)# exit

SMIS(config)#ho map protoml arp enetv2
SMIS(configyo map protocol ip enetv2
SMIS(config)#ho vlan 20

3.11  Acceptable Frame Types

By default, Supermicro switch ports accept all frames typgged, untagged and priority tagged.

o Priority tagged packets have a \WL.tag header with a VLAN identifier of O.

— For access ports, the default acceptable frame type is untagged and priority tagged on

Users can control this behavior to make switch ports accept either only tagged or untagged and priority
tagged packets.

Follow the steps below to configure acceptable frame types for any port or port channel.

Step | Command Description
Step 1 | configure terminal Enters the configuration mode
Step 2 | interface <interface-type> < interface-id> Enters the interface mode.
or
interface range<interface-type> <interface-id> | interface-type ¢ may be any of the
é . following:

fx-ethernet ¢ fx
cx-ethernetg cx
port-channelg po




interface-id is inslot/port format for all
physical interfaces. It may be a port
channel identifier for port channel
interfaces.

To configure multiple interfaces, use
0 K Bterface rangeX ¢ 02 Y Y I
provide a range, use a hype (
between the start and end interface
numbers.

E.g. int rangefx 0/1-10

To provide multiple interfaces or
ranges, separate with a comma ().
E.g. int rangefx 0/1-10, fx 0/20

Step 3 | Use any of the below steps 3a to 3d to configure
acceptable frame types for the ports provided in
Step 2 above.
Step 3a | switchport acceptableframe-type tagged This command makes only tagged
frame types accepted on these ports.
Any untagged or priority tagged packe
received will be dropped.
Step 3b| switchport acceptableframe-type Thiscommand makes only untagged
untaggedAndPrioritytagged and priority tagged frame types
accepted on these ports.
Any tagged packets received will be
dropped.
Step 3c| switchport acceptableframe-type all This command makes accepting all
frame types the default behavior.
Step 3d| no switchport acceptableframe-type This command makes accepting all
frame types the default behavior.
Step 4 | show vlan port config porkiftype> <fnum> Displays the configured mode and
access VLAN for this interface.
Step 5 | write startup-config Optionalstep¢ saves this VLAN

configuration to be part of startup
configuration.

The examples below show various ways to configure acceptable frame types on switch ports.

Configurefx 0/1 to fx 0/10 to accept only untagged and priority tagged packets.

SMIS#onfigure terminal

SMIS(config)ihterface rangefx 0/1-10
SMIS(configf)# switchport acceptableframe-type untaggedAndPrioritytagged
SMIS(configf)# exit

Configure port channel interface 1 to accept only tagged packets.



SMIS#onfigure terminal

SMIS¢onfig)#interface po 1

SMIS(configf)# switchport acceptableframe-type tagged
SMIS(configf)# exit

3.12 Ingress Filter

By default, Supermicro switch has the ingress filter enalilbd.ngress filter drop packetsthat do not
match the configured VLANMembership.

For exampleif the switch has two VLANs configurastlO and 20, the ports configured with only VLAN 10

can accept packets witthe VLAN header having VLAN identifier 20. This is called VLAN hoping. To prevent
VLAN hoping, the ingress filtearénabled to drophosepackets witha different VLAN identifier thathe

VLAN configured on the port.

Theingresdilter can be disabled to allow VLAN hoping if needed.

Follow the steps below to enable/disable ingress filtering for any port or port channe

Step | Command Description
Step 1 | configure terminal Enters the configuration mode
Step 2 | interface <interface-type> < interface-id> Enters the interface mode.
or
interface range<interface-type> <interface-id> | interface-type ¢ may be any of the
é . following:

fx-ethernet ¢ fx
cx-ethernetg cx
port-channelg po

interface-id is inslot/port format for all
physical interfaces. It may be a port
channel identifier for port channel
interfaces.

To configure multiple interfaces, use
0 K BterfacerangeX ¢ 02 Y Y I
provide a range, use a hype (
between the start and end interface
numbers.

E.g. intrangefx 0/1-10

To provide multiple interfaces or
ranges, separate with a comma (,).
E.g. int rangefx 0/1-10,fx 0/20

Step 3 | switchport ingressfilter This command enables ingress filterin
function. This is the default behavior.

(or)
The no form of this command disables
no switchport ingresdilter ingress filtering.
Step 4 | show vlan port config porkiftype> <dfnum> Displays the configured ingress filter

mode for this interface.




Step 5 | write startup-config Optional stepg saves this VLAN
configuration to be part of startup
configuration.

Q CKS ay2 a6AFROWSNE OFZINBYR RA&lL0f S& (K

The examples below show how to enable ingress filter on switch ports.
Disable ingress filter for portéx 0/1 to fx 0/10.

SMIS#onfigure terminal
SMIS(config)ihterface rangefx 0/1-10
SMIS(configf)# no switchport ingressfilter
SMIS(configf)# exit

3.13 VLAN Configuration Example

Configure the following requirements awitch A, as shown below in Figure VE&N

1. PortsFx0/1 to Fx0/10 are trunk ports connected to servers that have VLANs 10, 20 and 30. Here,
VLAN 10 is untagged.

2. PortFx0/41 is a trunk pa connected to storage, which carries VLAN 20 and 30.

PortsFx0/20 to Fx0/40 are access ports for VLAN 10.

4. PortsFx0/15 andFx0/16 are part of a trunk port channel that carries all the VLANSs to other switches
with native VLAN 10.

w
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SMIS#onfigure terminal

# Create all the VLANS first
SMIS(config)# vlan 10,20,30
SMIS(configylan)# exit

# Configure VLANS for ge fx0/1-10
SMIS(config)ihterface rangefx 0/1-10
SMIS(configf)# switchport mode trunk
SMIS(configf)# switchport trunk native vlan 10
SMIS¢onfigif)# exit

# Configure VLANSs for pdrt0/41
SMIS(config)int fx 0/41
SMIS(configf)# switchport mode trunk
SMIS(configf)# exit

# Configire the access VLAN for ports0fi20 to fx0/40
SMIS(config)ihterfacerangefx 0/20-40
SMIS(configf)# switchport mode access
SMIS(configf)# switchport access vlan 10
SMIS(configf)# exit

# Configure the port channel trunk interface br0/15 andfx 0/16
SMIS(config)ihterface portchannel 1

SMIS(configf)# exit

SMIS(config)interface rangefx 0/15-16

SMIS(configf)# channelgroup 1 mode on

SMIS(configf)# exit

SMIS(config)ihterface portchannel 1

SMIS(configf)# switchport mode trunk

SMIS(configf)# switchport trunk native vlan 10

SMIS(configf)# end

# Check the runningonfiguration for acaracy
SMIS# show runnnirgpnfig

Building configuration...
ID Hardware Version Firmware OS Boot Loader

0 SSE3548 1.000 6 0.0.0.0

ip address 172.31.30.120
interface portchannel 1
exit

# Vlans and hybrid mode member ports configurations



vlian 1

portsfx 0/11-14 untagged
portsfx 0/17-19 untagged
portsfx 0/41-48 untagged
ports cx0/1-6 untagged
exit
vlan 10,20,30
exit

interfaceFx0/1
switchport mode trunk
switchport trunknative vlian 10

interfaceFx0/2
switchport mode trunk
switchport trunk native vlan 10

interfaceFx0/3
switchport mode trunk
switchport trunk native vlan 10

interfaceFx0/4
switchport mode trunk
switchport trunk native vlan 10

interfaceFx0/5
switchport mode trunk
switchport trunk native vlan 10

interfaceFx0/6
switchport mode trunk
switchport trunk native vlan 10

interfaceFx0/7
switchport mode trunk
switchport trunk native vlan 10

interfaceFx0/8
switchport mode trunk
switchporttrunk native vlan 10

interfaceFx0/9
switchport mode trunk

switchport trunk native vlan 10

interfaceFx0/10



switchport mode trunk
switchport trunk native vlan 10

interfaceFx0/15
channelgroup 1 mode on

interfaceFx0/16
channeigroup 1 modeon

interfaceFx0/20
switchport mode access
switchport access vlan 10

interfaceFx0/21
switchport mode access
switchport access vlan 10

interfaceFx0/22
switchport mode access
switchport access vlan 10

interfaceFx0/23
switchport mode access
switchport access vlan 10

interfaceFx0/24
switchport mode access
switchport access vlan 10

interfaceFx0/25
switchport mode access
switchport access vlan 10

interfaceFx0/26
switchport mode access
switchport access vlan 10

interfaceFx0/27
switchport mode access
switchport access vlan 10

interfaceFx0/28
switchport mode access

switchport access vlan 10

interfaceFx0/29



switchport mode access
switchport access vlan 10

interfaceFx0/30
switchport mode access
switchport access vial0

interfaceFx0/31
switchport mode access
switchport access vlan 10

interfaceFx0/32
switchport mode access
switchport access vlan 10

interfaceFx0/33
switchport mode access
switchport access vlan 10

interfaceFx0/34
switchport mode acces
switchport access vlan 10

interfaceFx0/35
switchport mode access
switchport access vlan 10

interfaceFx0/36
switchport mode access
switchport access vlan 10

interfaceFx0/37
switchport mode access
switchport access vlan 10

interfaceFx0/38
switchport mode access
switchport access vlan 10

interfaceFx0/39
switchport mode access
switchport access vlan 10

interfaceFx0/40
switchport mode access
switchport access vlan 10



interface po 1
switchport mode trunk
switchport trunk nativevlan 10

exit
SMIS# show vilan

Vlan database

Vian ID: 1

Member Portsfx 0/1-14fx 0/17-19fx 0/41-48 cx0/1-6 po 1
Hybrid Tagged Ports: None

Hybrid Untagged Port$x 0/11-14fx 0/17-19x 0/41-48 cx0/1-6
Hybrid Forbidden PortdNone

Access Ports: None

Trunk Portsfx 0/1-10 po 1

Name:

Status: Permanent

Vlan ID: 10

Member Portsfx 0/1-10fx 0/20-40 po 1
Hybrid Tagged Ports: None

Hybrid Untagged Ports: None

Hybrid Forbidda Ports: None

Access Portgx 0/20-40

Trunk Portsfx 0/1-10 po 1

Name:

Status: Permanent

Vlan ID: 20

Member Portsfx 0/1-10 po 1
Hybrid Tagged Ports: None
Hybrid Untagged Ports: None
Hybrid Forbiden Ports: None
Access Ports: None

Trunk Portsfx 0/1-10 po 1
Name:

Status: Permanent

Vlan ID: 30

Member Portsfx 0/1-10 po 1
Hybrid Tagged Ports: None
Hybrid Untagged Ports: None
Hybrid ForbidderPorts: None
Access Ports: None



Trunk Portsfx 0/1-10 po 1
Name:
Status: Permanent

SMIS#

3.14  Private Edge VLAN/Protected Ports

Theprivate edge VLANalso calledhe Protected Portgeature) helps to isolate traffic among the same
VLAN ports. A protected port cannot forward any traffic to another protected port on the switch even if
they are in the same VLAN.

Switch ports can be configured to operateone of the following three modes.

3.14.1 Unpro tected Port

By default all the ports in the switch are unprotected ports. Unprotected ports can send and receive traffic
with all the other ports including other unprotected, protected and community ports based on the VLAN
membership.

3.14.2 Protected Port

Proteded ports can send and receive traffic only with unprotected ports in the same VLAN. A protected
port cannot send or receive traffic with other protected podiscommunity ports. Protected ports are also
called isolated ports.

3.14.3 Community Port
Community pots can send and receive traffic with unprotected ports and other ports in the same
community.

Port Mode Communicates with

Unprotected Ports | Unprotected Ports

Protected Ports

Community Ports

Protected Ports Unprotected Ports

Community Ports | UnprotectedPorts

Other ports in the same community

3.15 Unprotected Ports Configuration

By defaulfall ports are unprotected ports. A protected port or community port can be configured as
unprotected port with the below CLI command in interface configuration mode.

noswitchport protected
There is no limit on the number of unprotected pottimt can besupportedby the switch.

3.16 Protected Ports Configuration

Any port can be configured agprotected port with the below CLI command in interface configuration
mode.



switchportprotected

Thiscanbe doneiheg S6 AY G SNFI OS o6& OKrrojed@ed PatonittiéBrotdclBdNII Y2 RS
Ports web configuration page in port manager.

There is no limit on the number of protected potte&t can besupportedby the switch.

3.17 Community Ports Configuration

Any port can be configured accommunity port with the below CLI command in interface configuration
mode.

switchport protected group <group number>

Thiscanbe doneiheg S6 AY G SNFI OS o6& OKrrole@eBoE ( KR LBHNIS NR /RS
group numberon the Protected Ports web configuration page in port manager.

Use the same group number fall the ports in same community. Hei@mmunity is identified with the
configured group number.

A maximum of 24 different comunities can be configured in the switch.

Note:

This feature is not supported for port channel interface and port channel member ports.

3.17.1 Configuration Example 1

Configure all the 48 downlirfkxports as isolated (or protectgghorts. These 48 portssuld not be able to
communicatewith each other. All these 48 ports should communicate only with the uplink pa@4L and
cx0/2.

Cx 0/1 Cx 0/2

The required configuration for this examplestgownbelow. The uplink ports can be left with tinelefault
configuration as unprected ports. All the downlink Z5ig ports need to be configured as protected ports.

SMIS# configure term
SMIS(config)# interface range fx 818
SMIS(configf)# switchport protected

SMIS(configf)# exit




3.17.2 Configuration Example 2
TheFxports 1 to 24 should be able to communicate among themselves and also should be able to
communicate with uplink port€x0/1 andCx0/2.

TheFxports 25 to 48 should be able to communicat®ong themselves and also should be able to
communicate with uplink port€x0/1 andCx0/2.

The ports 1 to 24 should not be able to communicate with the ports 25 to 48 and vice versa.

The required configuration for this example is given below. The uplink partbecteft with the default
configuration as unprotected ports. The downlink ports 1 to 24 can be configured as one community
(group) and ports 25 to 48 can be configured as another community (group)

SMIS# configure term

SMIS(config)# interface range fx €24
SMIS(configf)# switchport protectedgroup 1
SMIS(configf)# exit

SMIS(config)# interface range fx 0/28
SMIS(configf)# switchport protectedgroup 2

SMIS(configf)# exit




4 Link Aggregation

The Link Aggregation featuo®nnecstwo or more physical links between two network devices without
forming loops. Linkggregation can be used between switches, servers and routers.

Linkaggregation provides the following advantages:

Increased bandwidtlg User can connect up to eigphhysical links between devices to increase the link
bandwidth. Wher25 Gbps links are aggregated, users can get an aggregated link witt20p &bps
bandwidth. When portsire set to 10Gigspeed uses can aggregate eight 10Gig ports to getaggregatel
uplinkwith up to 80 Gbps.

Incremental bandwidtlg Users can start aggregation with a fewer number of ports and then increase the
number of ports in aggregation (up to eight) incrementally based on the bandwidth requirements.

Redundancy When one of he physical links fails, traffic will be distributed over the other remaining links
in the aggregation.

Figure LAL: Link Aggregation
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4.1 Link Aggregation Support
Supermicro switches support both static and dynamic link aggregations. Dylirdoaggregation support
is based on the Link Aggregation Control Protocol (LACP).

Supermicro switches support only Layer 2 level link aggregation. Hence, only switching ports can be
aggregated.



Supermicro switches do not support the Multiple Chassis Aggregation (MLAG) feature

4.2Link Aggregation Numbers

Supermicro switches support up 2 port channels.

Each port channel can have eight active links.

O Users can configure more than eight ports to a LACP mode port channel. However, a
maximum ofeight ports only can be in an active bundle state in any port channel.

4.3Link Aggregation Defaults

The Link Aggregation feature is enabled by default in Supermicro switches.
When a port channel interface is created, it will be added to VLAN 1 by default.
Pat channels use the MAC address of the first physical link added to it.

The default LACP system priority is 32768.

The default LACP port priority is 128.

The default LACP timeout is long (30 seconds).

The default LACP wait time is 2 seconds.

4.4 Static Link A ggregation

Supermicro switches support static link aggregation.

User can add up to eight ports to a static port channel group. When the physical link status of one or
more ports in a channel group is up, that port channel status will be up. The port drstahes will be
down when the ports physical link status of all members are down.

Switches do not exchange any port channel control information with other end devices in static link
aggregation. Hence, users need to configure the port channel groups emiben ports correctly on
both end devices.

4.5 Dynamic Link Aggregation - LACP

Supermicro switches support dynamic link aggregation through IEEE 802.3ad Link Aggregation Control
Protocol (LACP).

Users can add one or more ports to an LACP mode port channel. When more than eight member ports
are configured, only the first eight member ports reachingd 6 dzy Rf S¢ aidl 4GS ¢6Aff 0SS dz

Ports in LACP mode exchange LACP packets withestbetevice. The LACP system priority, switch
MAC address, port LACP priority, port number and aggregation key are all exchanged between devices.
Based on the exchanged information, both end devices agree on the status of the member ports. The
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channel status will be down when all its member ports are either physically down or in the
Gy RSLISYRSyiGe adlaSo

Ports can be configured in either activepassive LACP mode. Ports in active LACP mode will initiate
LACP negotiation by sending LACP messages to the other end devices. Ports in passive LACP mode will
not initiate the LACP negotiation, but they will respond to LACP messages if received fevrarmth

connection. If LACP mode is configured as passive on both end devices, the port channel
interface will not come up. Configuring LACP mode as activetbritie end devices is
allowed.

A—l Users should configure for an active LACP mode on at least one end of the LACP port channel

Figure LA: Dynamic Link Aggregation
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Figure LA: Dynamic Link Aggregation

The figure abovehows an example of a port channel configuration with port status and aggregated ports.
In this example, port 5 is not configad on LACP mode on switch B, and is therefore shown as being in the
GAYRSLISYRSyGé aalraS FyR y2d LINI 2F GKS | 33aINB3II G§SK

4.6 Link Aggregation Port Channel

4.6.1 Creating Port Channels
Port channel creation involves two steps: the firdbigreate the port channel interfaces and the
second igo add member ports to the port channel interfaces.

4.6.1.1 Creating Port Channel Interfaces
Follow the steps below to create port channel interfaces in Supermicro switches.



Step

Command

Description

Step 1

configure terminal

Enters the configuration mode

Step 2

interface portchannel <hannelgroupnumber
Or
no interface range porthannel €hannelgroup-

numbep X @

/| NBFGSa | L2NI OKl

portt OKI yySté¢ 02YYl"

channelgroup-number ¢ may be any
number from 1 to 65535.

To configure multiple port channel
AYGSNFIFOSaszs daas i
command. To provide a range, use a
hyphen ) between the start and end
interfacenumbers.

E.g.: int range po-3

To provide multiple interfaces or
ranges, separate with a comma ().

E.g.:intrange po 1, 2

Step 3

description string>

Optional step- adds any name string to
the port channeinterfaces using the
description command.

Thestringmay be up to 64 characters
in length.

The port channel description strings will
not affect the member ports

description strings configurations.

Step 4

mtu <framesize

Optional step.

Configures the MTU for the port



channel interfaces.
framesizemay be any number from
Port channel MTU will be used on its all

member ports.

Step 5

VLAN Configurations

Optional stepg configureshe VLAN

parameters for port channel interfaces.

Refer to the VLAN configuration guide

for all VLAN configuration details.

Step 6

Spanning Tree Configurations

Optional stepg configures the spanning
tree parameters for porthannel

interfaces.

Refer to the spanning Tree
configuration guide for all spanning

tree configuration details.

Step 7

End

Exits the configuration mode.

Step 8

show interface porthannel <channelgroup

number

show etherchannel ¢ghannelgroupnumbei {
detail | load-balance | port | por

t-channel | summary | protocol}]

Displayghe configured port channel

information.

Step 9

write startup-config

Optional stepg saves thiport channel
configuration to be part of startup

configuration.




4.6.1.2 Adding Member Ports to Port Channels
Users can add up to eight member ports to static port channels. For LACP port channelsauseid
more than eight ports, but only the first eight member ports reaching a bundle state will be part of the
port channel for data transfer.

Or@f same speed can be added to port channel interfaces.

Follow the steps below to add membgorts to port channel interfaces.

Step | Command Description
Step 1| configure terminal Enters the configuration mode
Step 2| interface<interfacetype><interfaceid> Enters the interface mode.

Or

interfacetype ¢ may be any of the
following:
fx-ethernet ¢ fx

cx-ethernetg cx

interfaceid is inslot/port format for
allphysical interface3 o configure
multiple interfaces, us¢ KS & A y 1
NI yasS Xé¢ loVidéla yarge
use a hyphen-)between the start an
end interfacenumbers. E.g.: int range
0/1-10To provide multiple interfaces
or

ranges, separate with a comma (,).E.(
int rangefx 0/1-10,x 0/20

interface range<interfacetype><interfacad>

Step 3| channelgroup <hannelgroup-number> mode | Configures the interfaces as member

{active | passive | on} ports for the given port channel.

channelgroupnumber ¢ The port

channel to which these member ports




are added.

For LACP aggregation, use Hetive or
passive mode.
For static link aggregation, use mode

on.

Step 4| End

Exits the interface configuration mode.

Step 5[ show interface porthannel<channelgroup

numbep

show etherchannel ¢hanneigroup-numbel {
detail | load-balance | port | por

t-channel | summary | protocol}]

Displays the configured port channel

information.

Step 6| write startup-config

Optional stepg saves this port channel
configuration to be part o$tartup

configuration.

member ports. After adding a port to any port channel, users should not configure MTU,

@ The MTU, VLAN and spanning tree parameters of a port channel interface will be used on its

VLAN and spanning tree parameterstbat port. Instead users should configure MTU, VLAN
and spanning tree parameters on the port channel interfaces.

The examples below show various ways to create port channels.

Create an LACP port channel with member poxt8/1 andcx0/2.

SMIS# configer terminal

SMIS(config)# interface pechannel 10
SMIS(configf)# exit

SMIS(config)# int rangex0/1-2
SMIS(configf)# channelgroup 10 mode active
SMIS(configf)# end



Create a static port channel having MTU 9000 with member px@$1l andcx0/2. Also configure this
port channel as a trunk interface to carry all the VLANSs configured in the switch.

SMIS# configure terminal

SMIS(config)# interface pechannel 10
SMIS(configf)# mtu 9000

SMIS(configf)# switchport mode trunk
SMIS(configf)# exit

SMIS(config)# int rangex0/1-2
SMIS(configf)# channelgroup 10 mode on
SMIS(configf)# end

4.6.2 Modifying Port Channels

4.6.2.1 Modifying Port Channel Parameters

After a port channel is created, users can modify the port channel configuratiae$aription, MTU,

VLAN, and spanning tree parameters. Users should not modify these parameters on port channel member
ports directly. Instead, these parameters should be configured on port channel interfaces.

To modify port channel parameters, follow thangse steps used to create the port channels as explained in
the Creating Port Channel Interfaces section.

The example below shows the steps to modify the parameters of a port channel interface.
Modify port channel 10 as a trunk interface to allow VLANsta@DO with a native VLAN 100.

SMIS# configure terminal

SMIS(config)# interface pechannel 10
SMIS(configf)# switchport mode trunk
SMIS(configf)# switchport trunk allowed vian 16200
SMIS(configf)# switchport trunk native vian 100
SMIS(configf)# exit

4.6.2.2 Modifying Port Channel Member Ports
Users can add or remove member ports to the existing port channels. Users can also modify the port
modes for member ports.

4.6.2.3 Adding New Member Ports
To add new member ports to an existing port channel, follow theessraps explained in th&dding
Member Ports to Port Channels section.

The example below shows the steps necessary to add a new member port to an existing port channel
interface.

Add portfx 0/3 to static port channel interface 10.

SMIS# configure terminal

SMIS(config)# irfik 0/3

SMIS(configf)# channeigroup 10 mode on
SMIS(configf)# exit

4.6.2.4 Removing Member Ports
Follow the steps below to remove member ports from the port channel interfaces

Step | Command Description



Step 1

configure terminal

Enters the configuration mode

Step 2

interface<interfacetype><interfaceid>
Or
interface range<interfacetype><interfaced>

Xo

Enters the interface mode.

interfacetype ¢ may be any of the
following:
fx-ethernet ¢ fx

cx-ethernetg cx

interfaceid is inslot/port format for all

physical interfaces.

To configure multiple interfaces, use
0KS GAYyGSNFIFOS NI
provide a range, use a hyphei (
between the start anend interface
numbers.

E.g.: int rangéx 0/1-10

To provide multiple interfaces or
ranges, separate with a comma ().

E.g.: int rangdéx 0/1-10,fx 0/20

Step 3

no channelgroup

Removes the member ports from the

port channel.

Step 4

End

Exits the configuration mode.

Step 5

show interface porthannel <channelgroup-

numbep

show etherchannel ¢ghannelgroupnumbei {

Displays the configured port channel

information.



detail | load-balance | port | portchannel |
summary
|protocol }]
Optional stepg saves this port
channelconfiguration to be
Step 6 | write startup-config part of startup configuratior

When a port is removed from a port channel, that port @willomaticallybe added to VLAN

@ 1. The MTU and spanning tree configurations of that port will nadtematicallychanged
to the default configurationsAfter removing any port from a port channel, users must

verify and change the port VLAN, MTU and spagitree configurations as needed.

The example below shows the steps necessary to remove a member port from a port channel interface
Remove portx0/3 from port channel interface 10

SMIS# configurgerminal
SMIS(config)# intx0/3
SMIS(configf)# no channebroup
SMIS(configf)# exit

To modify the port channel mode (active/passive/on) for any member port, users should first remove the
L2 NI FNRY GKS L2NI OANeWAK damifeihgingtBe paryfram tiekporty y S €
channel interface, the channgkoup command can be configedwith the required port mode

Step Commands Description

Step 1 | configure terminal Enters the configuration mode

Enters the interface mode.

Interfacetype - may be any of the

following:
interface<interfacetype><interfaceid> fx-ethernet ¢ fx
Step2 | or cx-ethernetg cx

Interfaceid is in slot/port format for
allphysical interfaces.

To configure multiple interfaces,use the
'interface range..." commnad. To provi
a range, use a hyphefipetween the

interface range<interfacetype><interfaceA R B X : .
start and end interface numbers. E.g.: |




rangefx0/1-10 To pra@ide multiple
interfaces or rangeseparate with a
commal,).

E.g.: int rangdéx 0/1-10fx 0/1-20

Step 3 | no channelgroup Removes the member ports from the
port channel.
Step 4 | channelgroup <channejroup-number> mode Configures thénterfaces as member
{active | passive | on} ports with the given port mode.
For LACP aggregation, use the active ¢
passive mode.
For static link aggregation, use th
mode on.
channelgroupnumber ¢ The port
channel towhich these member ports
are added.
Step5 |[End Exits the interface configuration mode
Step 6 | show interface porthannel<channelgroup- Displays the configured port channe
numbep information.
show etherchannel ¢ghannelgroupnumbei {
detail | load-balance | port | por
t-channel | summary | protocol}]
Step 7 | write startup-config Optional stepg saves this port channel

configuration to be part of startup

configuration.

The example below shows the stapscessary to modify the member ports modes of a port channel

interface.

Modify the member port@nodes todactive for portscx0/2 andcx0/3.

SMIS# configure terminal



SMIS(config)# int rangex0/2-3
SMIS(configf)# no channebroup
SMIS(configf)# channelgroup 10 mode active
SMIS(configf)# exit

4.6.3 Removing Port Channels

Step | Command

Description

Step 1 | configure terminal

Enters the configuration mode

Step 2| no interface porthannel shannelgroup-
numbep

Or

no interface range porthannel <hanneigroup

number X @

Removes the port channgiterface.

channelgroup-number ¢ may be any

number from 1 to 65535.

To remove multiple port channel
AYGSNFIFOSasz daas i
X¢é 02 YY pryvitiea rénge, use a
hyphen ¢) between the start and end
interface numbers.

E.g.: noint range po-3

To provide multiple interfaces or
ranges, separate with a comma (,).

E.g.:nointrange po 1, 2

Step 3 | showrunningconfig

show etherchannel

Displays the port channel information.

Step 4 | write startup-config

Optional stepg saves this port channel
configuration to be part of startup

configuration.



When a port channel is removed, all its member ports wilhbmaticallyadded to VLAN 1.
The MTU and spanning tree configurations of that port will not automatically be changed to
their default configurations.

The example below shows the necessstgps to remove a port channel interface.
Remove port channel 10 and add all its member ports to VLAN 10 as access ports.

SMIS# configure terminal

SMIS(config)# no int peghannel 10
SMIS(config)# interface range0/1-2
SMIS(configf)# switchport modeaccess
SMIS(configf)# switchport access vlan 10
SMIS(configf)# exit

4.6.4 LACP Parameters
Users can configure the following LACP parameters on Supermicro switches.

LACP System
Priority LACP
Port Priority
LACP
Timeout

4.6.4.1 LACP System Priority
Every LACP deviceets to have a globally unique system identifier. This globally unique system
ARSYUAFASNI Aad F2NX¥YSR o0& O2Y0AYyAy3da || asgAi0KQa a!/

LACP system priority is also used to decide the active member ports of a port channel. Whdhanor
eight member ports are configured, the switch that hlas lowestsystem priority value decides the
active member ports. If both end devices have the same LACP system priority, the device with the
numerically lower MAC address will get to decide dlstive member ports.

The default LACP system priority value is 32768.

Follow the steps below to modify the LACP system priority.

Step | Command Description

Step 1| configure terminal Enters the configuration mode.

Step 2 | lacp systenpriority <systempriority> Configures the LACP system priority.
systempriority ¢ may be any value




from 0 to 65535

Step 3| Exit Exits the configuration mode.

Step 4 | show runningconfig Displays the configured LACP system

priority value.

Step 5 | write startup-config Optional stepg saves this LACP
configuration to be part of startup

configuration.

@ 6KS Gy2 CLONALE NKRES Y02 Y Yy

32768.

Theexample below shows the steps necessary to configure the LACP system priority value.

Set the LACP system priority as 1000.
SMIS# configure terminal
SMIS(config)# lacp systegpniority 1000
SMIS(configf)# exit

4.6.4.2 LACP Port Priority
If a LACP is configured wittore than eight member portthen, switch selectshe first eightports that
have the lowest port priority value as active member ports. If multiple ports have the same port priority

valuethen, switch selects thdirst eightports that havethe numerically lower portD ashe active
member ports.

The default LACP port priority is 128.

Follow the steps below to modify the LACP port priority.

Step | Command Description

Step 1| configure terminal Enters the configuratiomode.

Step 2 | interface<interfacetype><interfaceid> Enters the interface mode.
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