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1 Introduction  
This document explains the switch configuration for Supermicro switch model SSE-SSE-F3548S and its 
companion model, the SSE-F3548SR. The SSE-F3548SR model features a data-center-friendly reverse air-
flow technique for improved cooling when installed in the rear of a rack. 

  Regular Airflow (front to back) 

SSE-F3548S 

 

  Reverse Airflow (back to front) 

SSE-F3548SR 

The SSE-F3548S and SSE-F3548SR Layer 2+ Ethernet switches both offer 48 25Gb Ethernet (GbE) ports 
allowing connectivity to 25GbE servers. These 48 ports can also run in 10Gb or 1Gb mode to connect to 
existing low-speed network devices. The SSE-F3548S/R also offer six ports running at 100Gbps for access to 
high-speed backbone networks or storage servers. These 100Gbps ports can also operate at 40Gbps or 
each can be split into four different ports to run at 25Gbps or 10Gbps. 
 
This document explains the configuration for Supermicro switch models SSE-SSE-F3548S/R. 
 

1.1 Features 
Other major features of the SSE-F3548S/R include: 

¶ Layer 2 Features: 
 - 4K VLANS 
 - Spanning Tree (802.1D) 
 - Rapid Spanning Tree (802.1w) 
 - Multiple Spanning Trees (802.1s) 
 - IEEE 802.lQ VLANs/ port-based VLANs 
 - IEEE 802.3ad with LACP 
 - IEEE 802.1AB Link Layer Discovery Protocol (LLDP) 

¶ Advanced Layer 2 Features: 
 - Storm control 
 - Flow control 
 - Port mirroring 
 - Uplink Failure Detection (UFD) 
 - MLAG 

¶ System Management: 
 - Industry Standard CLI 
 - Context Sensitive Help 
 - Command Completion 
 - SNMP v1/v2/v3 
 - SSH 
 - Syslog 



 - DHCP (Client) 
 - Web-based management interface 
 - NTP 
 - RMON 

¶ Multicast: 
 - IGMP Snooping 

¶ Ethernet frame: 
 - Jumbo frames up to 9KB 

¶ Power: 
 - Redundant Hot-pluggable 500W Power Supplies 
 - AC Input: 100-127/200-240 V, 50/60 Hz 
 - Power Consumption: 410 Watts 

¶ Physical/Environmental: 
 - 1U form factor for flexible installation 
 - Net weight: 8.9 Kg (19.6 lb) with 2 PSUs 
 - Size (W x D x H):  
   445 x 510 x 44 mm (17.52 x 20.1 x 1.73 inches) 
 - Operating Temperature: 0°C to 45°C (32°F to 113°F) 
 - Operating Humidity: 0% to 95% RH 

Mounting rails are included for ease of installation to a rack. 

1.2 Cables 
The following cables and transceivers are supported: 

Item Supermicro Part Number Description 

SFP28 Copper Cable CBL-NTWK-0944-MS28C05M 0.5m 25GbE SFP28 to SFP28, Passive 
SFP28 Copper Cable CBL-NTWK-0944-MS28C10M 1m 25GbE SFP28 to SFP28, Passive 
SFP28 Copper Cable CBL-NTWK-0944-MS28C15M 1.5m 25GbE SFP28 to SFP28, Passive 
SFP28 Copper Cable CBL-NTWK-0944-MS28C20M 2m 25GbE SFP28 to SFP28, Passive 
SFP28 Copper Cable CBL-NTWK-0944-MS28C25M 2.5m 25GbE SFP28 to SFP28, Passive 
SFP28 Copper Cable CBL-NTWK-0944-MS28C30M 3m 25GbE SFP28 to SFP28, Passive 
SFP28 Transceiver Module AOM-SFP28-25GbE-SR-1-MLN SFP28 Transceiver module 25G, 850nm, MMF, LC 
Ethernet CBL-NTWK-0942-MQ28C05M Ethernet, QSFP28, 100GbE, Passive, 0.5M 
Ethernet CBL-NTWK-0942-MQ28C10M Ethernet, QSFP28, 100GbE, Passive, 1M 
Ethernet CBL-NTWK-0942-MQ28C15M Ethernet, QSFP28, 100GbE, Passive, 1.5M 
Ethernet CBL-NTWK-0942-MQ28C20M Ethernet, QSFP28, 100GbE, Passive, 2M 
Ethernet CBL-NTWK-0942-MQ28C25M Ethernet, QSFP28, 100GbE, Passive, 2.5M 
Ethernet CBL-NTWK-0942-MQ28C30M Ethernet, QSFP28, 100GbE, Passive, 3M 
Ethernet CBL-NTWK-0943-SQ28C10M Ethernet, QSFP28, 100GbE, Passive, 1M 

QSFP28 Transceiver Module AOM-100GBE-SR4-FT 
QSFP28 transceiver module for short rage fiber 
cables (up to 100m), 100G, 850nm, MMF 

 

1.3 Management Interface  
The Supermicro switch command line interface (CLI) is accessible through an RS232 console port, or 
viaTelnet and SSH connections. The CLI is designed to follow industry standard CLI commands. 
{ǘŀƴŘŀǊŘ ŦŜŀǘǳǊŜǎ ƛƴŎƭǳŘƛƴƎ ŎƻƴǘŜȄǘ ǎŜƴǎƛǘƛǾŜ άƘŜƭǇέ ŀƴŘ ŀǳǘƻ-completion-on-tab-key are supported. 

Log into the switch with the following default ID and Password: 

ID: ADMIN      

PW: ADMIN 

[Note: ADMIN/ADMIN are default login ID and password for all Supermicro switches.] 

After you log into the switch CLI, you are automatically placed in the user EXEC mode. This mode 
suǇǇƻǊǘǎ άǎƘƻǿέ ŎƻƳƳŀƴŘǎ ŀƴŘ ƳƛƴƛƳŀƭ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŎƻƳƳŀƴŘǎΦ 



¢ƻ ŜƴǘŜǊ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƳƻŘŜΣ ǳǎŜ ǘƘŜ ŎƻƳƳŀƴŘ άconfigure terminalέΦ CƻǊ ŜȄŀƳǇƭŜΥ 

SMIS# configure terminal 
SMIS(config)# 

To exit to EXEC mode, use the command exit or end. 

1.3.1 Console Port 

The SSE-F3548S/R has an RJ45 connector for the RS232 console port.  

Use the serial cable provided with the switch to connect the RS232 port to any computer. 

The computer COM port settings should be as follows: 

Baudrate: 115200 
Data: 8 bit 
Parity: none 
Stop: 1 bit 
Flow Control: none 

Further information on Management Access can be found in Section 2.2 of this manual. 

 

 

  



2 System Configuration  
 

2.1  Management IP 
The SSE-F3548S/R comes with DHCP IP settings for default IP management. 

2.1.1  Static Management IP Address  
The IP address command can be used to manually configure the management interface IP address. 

Follow the steps below to manually configure the management interface IP address.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 ip address  [<ip-address> | <ip-address>/prefix-

length] [<subnet-mask>] 
Configure the management interface IP 
address manually. 
 
ip-address ς A valid IPv4 Address. 
 
ip-address/prefix-length - A valid IPv4 
Address with a prefix length of 1-32.  
 
subnet-mask ς A valid IP subnet mask. 

Step 3 end Exits the configuration mode. 
Step 4 show ip interface Displays the management interface IP 

configuration. 

 

 

The manual IP address configuration is saved automatically as part of the start-up config. 
 
¢ƘŜ άƴƻ ƛǇ ŀŘŘǊŜǎǎέ ŎƻƳƳŀƴŘ ǊŜǎŜǘǎ ǘƘŜ ǎǿƛǘŎƘ Lt ŀŘŘǊŜǎǎ ǘƻ лΦлΦлΦлΦ  

 

The example below shows the commands used to configure the management interface IP address 
manually.  

SMIS# configure terminal 
SMIS(config)# ip address 192.168.1.10 

SMIS(config)# end 

2.1.2  DHCP 
Supermicro switches can be configured to obtain the management IP address through DHCP protocol. In 
this case, the switch acts as a DHCP client and obtains an IP address for any DHCP server on the LAN. 

DHCP is the default management IP address mode. 

Follow the steps below to obtain the management interface IP address dynamically from a DHCP server.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 ip address dhcp Configures the management interface 

IP address through DHCP server. 



Step 3 End Exits the configuration mode. 
Step 4 show ip interface Displays the Management interface IP 

configuration. 

 

 

The IP address dhcp configuration is saved automatically as part of start-up config. 
 
¢ƘŜ άƴƻ ƛǇ ŀŘŘǊŜǎǎ ŘƘŎǇέ ŎƻƳƳŀƴŘ ŘƛǎŀōƭŜǎ ŎƻƴŦƛƎǳǊƛƴƎ the management interfaceIP 
address through DHCP server.  

 

The example below shows the commands used to configure the management interface IP address through 
DHCP.  

SMIS# configure terminal 

SMIS(config)#ip address dhcp 

SMIS(config)# end 

2.1.3 Default IP Gateway 
To configure default gateway on the switch follow the steps below.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 ip gateway <ip-address> Configure IP gateway. 

 
ip-address ς IP address of a directly 
connected router. 

Step 3 End Exits the configuration mode. 
Step 4 show ip interface Displays the interface IP configuration. 

 

 

The IP Gateway configuration is saved automatically as part of start-up config. 
 
¢ƘŜ άƴƻ ƛǇ ƎŀǘŜǿŀȅέ ŎƻƳƳŀƴŘ ǊŜǎŜǘǎ ǘƘŜ ǎǿƛǘŎƘ Lt ƎŀǘŜǿŀȅ ǘƻ ƛǘǎ ŘŜŦŀǳƭǘ ǾŀƭǳŜ ƻŦ лΦлΦлΦлΦ 

 

The example below shows the commands used to configure the IP gateway.  

SMIS# configure terminal 

SMIS(config)# ip gateway 10.1.1.1 

SMIS(config)# end 

 

2.2  Management Access 
Supermicro switches enable access control of the switch by various mechanisms: 

¶ User name and password 

¶ Enable password 

¶ Authorized Managers 



Defaults ς Management Access 

Parameter Default Value 
User Name/Password/Privilege ADMIN/ADMIN/15 

1 

Privilege (For configured users) 1 

Enable Password ADMIN 

IP Authorized Managers None 

2.2.1 User Login 
User accounts can be configured for switch access. Each username can be associated with a password and 
privilege level. Users configured with a password are authenticated while accessing the switch to the 
configured privilege level. 

¦ǎŜǊǎ ǿƛǘƘ ǇǊƛǾƛƭŜƎŜ ƭŜǾŜƭ м ƻǊ ŀōƻǾŜ Ŏŀƴ ŜȄŜŎǳǘŜ ŀƭƭ άǎƘƻǿέ ŎƻƳƳŀƴŘǎΦ ¢ƻ ŜȄŜŎǳǘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ 
commands, access with privilege level 15 is required. 

Follow the steps below to configure the username.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 username <user-name> [password <passwd>] 

[privilege <1-15>] 
Configure username and password. 
 
user-nameςAlphanumeric characters of 
length 1-20  
 
password ς Alphanumeric characters of 
length 1-20 
 
privilege - Specify 1-15, any of the 
privilege levels 

Step 3 End Exits the configuration mode. 
Step 4 list users 

 
 
show users 

Displays the users available in the 
switch. 
 
Displays users that are currently logged 
in.  

 

 

The username configuration is saved automatically as part of start-up config. Configured 
ǳǎŜǊǎ ŀǊŜ ƴƻǘ ŘƛǎǇƭŀȅŜŘ ƛƴ ΨǎƘƻǿ ǊǳƴƴƛƴƎ ŎƻƴŦƛƎΩ ŎƻƳƳŀƴŘΦ 
 
¢ƘŜ άƴƻ ǳǎŜǊƴŀƳŜ ғuser-ƴŀƳŜҔέ ŎƻƳƳŀƴŘ ŘŜƭŜǘŜǎ ǘƘŜ ŎƻƴŦƛƎǳǊŜŘ ǳǎŜǊΦ 

 

The example below shows the commands used to configure users.  

SMIS# configure terminal 
SMIS(config)# username user1 password pwd1 privilege 15 

SMIS(config)# end 

SMIS# list users 



Users                   Privilege 
-----                   --------- 
ADMIN                   15 
user1                      15 
SMIS# show users 

 
 Line           User            Peer-Address 
0 con           user1           Local Peer 

2.2.2 Enable 
Supermicro switches provide support for configuring access to various CLI commands. This is achieved by 
Enable password and privilege levels. Fifteen privilege levels can be specified.  

Follow the steps below to enable a privilege level.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 enable [<1-15> Enable Level] Enable a privilege level. 

 
Enable Level ς Specify 1-15, any of the 
privilege levels 

Step 3 End Exits the configuration mode. 

 

The example below shows the command used to enable a particular privilege level.  

SMIS# enable15  

2.2.3 Enable Password 
Passwords for different enable levels can be configured by the switch administrator using the enable 
password command.  

Follow the steps below to enable password for any privilege level.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 enable password [level (1-15)] <LINE  'enable' 

password> 
Configure password for a particular 
privilege level. 
 
Level ς Specify 1-15, any of the privilege 
levels 
 
LINE enable password ς Alphanumeric 

Step 3 End Exits the configuration mode. 

 

 

The enable passwordconfiguration is saved automatically as part of start-up config. Enable 
password configuration is not displayed in the ΨǎƘƻǿ ǊǳƴƴƛƴƎ ŎƻƴŦƛƎΩ ŎƻƳƳŀƴŘΦ 
 
¢ƘŜ άƴƻ ŜƴŀōƭŜ ǇŀǎǎǿƻǊŘ ώƭŜǾŜƭ όм-мрύϐέ ŎƻƳƳŀƴŘ ŘƛǎŀōƭŜǎ ǘƘŜ ŜƴŀōƭŜ ǇŀǎǎǿƻǊŘ 
parameters. 

 



The example below shows the commands used to configure enable password.  

SMIS# configure terminal 
SMIS(config)# enable password level 10 pwd1 

2.2.4 IP Authorized Manager  
Supermicro switches allow configuration of IP authorized managers. This feature enhances security on the 
switch by using IP addresses to authorize computers are allowed to: 

¶ Access the switchôs web browser interface 

¶ Telnet into the switchôs console interface 

¶ Use SNMP or SSH 

Follow the steps below to configure authorized managers for the switch.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2  authorized-manager ip-source <ip-

address>[{<subnet-mask> | / <prefix-length(1 
-32)>}] [interface [<interface-type <0/a-b, 0/c, ...>] 
[<interface-type <0/a-b, 
0/c, ...>]] [vlan<a,b or a-b or a,b,c-d>] [service 
[snmp] [telnet] [http] [http 
s] [ssh]] 

Configure the authorized manager 
 
ip-address ς Manager IP address 
 
subnet mask ς For a given Authorized 

Manager entry, the switch applies the 
subnet mask to the IP address to 
determine a range of authorized IP 
addresses for management access. 
 
prefix-length- Prefix length of the IP 
address, in range 1-32. 
 
interface-type ς Specify the interface 
typethrough which the IP authorized 
manager can access the switch.May be 
any of the following:  
fx-ethernet ς fx 
cx-ethernet ς cx 
 
interface-id is in slot/port format for all 
physical interfaces.  
 
vlan  -Specify the vlan id through which 
the IP authorized manager can access 
the switch. 
 
service ς Specify the services that can 
be accessed by the authorized manager 

Step 3 End Exits the configuration mode. 
Step 4 show authorized-managers Displays the Authorized Managers 

configuration. 
Step 5 write startup-config Optional step ς saves this configuration 

to be part of startup configuration. 

 



 

If IP Authorized Managers are configured in a Supermicro switch, access to the switch via 
telnet, ssh, etc. is possible only by those hosts allowed to access. Other hosts will not be 
permitted access. 
 
The άƴƻ ŀǳǘƘƻǊƛȊŜŘ-manager ip-source <ip-address> [{<subnet-mask> | / <prefix-length(1-
онύҔϒϐέ command deletes the particular authorized manager. 

 

The example below shows the commands used to configure Authorized Managers.  

SMIS# configure terminal 
SMIS(config)#authorized-manager ip-source 200.200.200.10 service telnet 

SMIS(config)# authorized-manager ip-source 100.100.100.10 service http 

SMIS(config)# end 

SMIS# show authorized-managers 

Ip Authorized Manager Table 

--------------------------- 
Ip Address: 100.100.100.10 

Ip Mask: 255.255.255.255 

Services allowed: HTTP 

Ip Address: 200.200.200.10 

Ip Mask: 255.255.255.255 

Services allowed: TELNET 

2.3  Interface Properties  
The SSE-F3548S/R supports the following physical interface types. 
 

25G Fx Ports 
The SSE-F3548S/R has 48 Fx ports by default. The Fx ports operate at 25G speed by default and can be 
configured to operate at 10G or 1G speed. 
 

100G Cx Ports 
The SSE-F3548S/R has six 100G capable Cx ports by default.  
The Cx ports can also operate at 40G speed. 
Additionally, each Cx ports can be split in to four ports that can operate at 25G or 10G speed. 
Use the speed command in interface mode to split the ports.  
The below table shows the port names in the split cases. 
 

Interface 
Name 

Interface 
Numbers 

Speed Comments 

Fx 1 ς 48 25G default 
Can operate in 10G/1G 

Default Physical interfaces 

Cx 1 ς 6 100G default 
Can operate in 40G 

Default Physical interfaces 



Or can be split into 4 ports 

Fx 49 ς 51 25G / 10G  When Cx 0/1 splitted ς it becomes 
Cx 0/1, Fx 49, Fx 50 and Fx 51  

Fx 52 ς 54 25G / 10G  When Cx 0/2 splitted ς it becomes 
Cx 0/2, Fx 52, Fx 53 and Fx 54  

Fx 55 ς 57 25G / 10G  When Cx 0/3 splitted ς it becomes 
Cx 0/3, Fx 55, Fx 56 and Fx 57  

Fx 58 ς 60 25G / 10G  When Cx 0/4 splitted ς it becomes 
Cx 0/4, Fx 58, Fx 59 and Fx 60  

Fx 61 ς 63 25G / 10G  When Cx 0/5 splitted ς it becomes 
Cx 0/5, Fx 61, Fx 62 and Fx 63  

Fx 64 ς 66 25G / 10G  When Cx 0/6 splitted ς it becomes 
Cx 0/6, Fx 64, Fx 65 and Fx 66  

 
Supermicro switches also support port channel interfaces. Each interface has different characteristics, 
some of which are configurable. 
 

Parameter Default Value 
MTU 1500 bytes 

Negotiation Enabled 

Storm-control Disabled 

Description None 

Duplex Operation Full 

Flow Control Off 

FEC Mode Enabled 

 

 

2.3.1 Description  
Supermicro switches allow users to configure a description string to the interfaces. This description string 
will be useful to identify the interfaces easily.  

Follow the steps below to configure interface description string.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 interface <interface-type><interface-id> 

or 
interface range <interface-type><interface-ƛŘҔ ΧΦ 

Enters the interface configuration 
mode. 
 
interface-type ς may be any of the 
following:  
fx-ethernet ς fx 
cx-ethernet ς cx 
 
interface-id is in slot/port format for all 
physical interfaces.  
 
To configure multiple interfaces, use 
ǘƘŜ άinterface range Χέ ŎƻƳƳŀƴŘΦ ¢ƻ 
provide a range use a hyphen (-) 



between the start and end interface 
numbers. E.g.: int range fx 0/1-10 
 
To provide multiple interfaces or 
ranges, separate with a comma (,). 
E.g.: int range fx 0/1-10, fx 0/20 
 
If multiple interfaces are provided, the 
next step will perform the particular 
configuration on all these interfaces. 

Step 3 description <string> Configure the interface description 
 
String ς alphanumeric characters of 
length 1-64.  

Step 4 End Exits the configuration mode. 
Step 5 show interface description Displays the interface description 

configuration. 
Step 6 write startup-config Optional step ς saves this configuration 

to be part of startup configuration. 

 

The example below shows the commands used to configure interface description.  

SMIS# configure terminal 
SMIS(config)# interface Fx 0/22 
SMIS(config-if)# description Server_Cluster_0100 
SMIS(config-if)# end 
SMIS 

# sh int description 

 

Interface    Status   Protocol  Description 

---------    ------   --------  ----------- 

Fx0/1        up       down 

Fx0/2        up       down 

Fx0/3        up       down 

Fx0/4        up       down 

Fx0/5        up       down 

Fx0/6        up       down 

Fx0/7        up       down 

Fx0/8        up       down 

Fx0/9        up       down 

Fx0/10       up       down 



Fx0/11       up       down 

Fx0/12       up       down 

Fx0/13       up       down 

Fx0/14       up       down 

Fx0/15       up       down 

Fx0/16       up       down 

Fx0/17       up       down 

Fx0/18       up       down 

Fx0/19       up       down 

Fx0/20       up       down 

Fx0/21       up       down 

Fx0/22       up       down      Server_Cluster_0100 

Fx0/23       up       down 

Fx0/24       up       down 

Fx0/25       up       down 

Fx0/26       up       down 

Fx0/27       up       down 

Fx0/28       up       down 

Fx0/29       up       down 

Fx0/30       up       down 

Fx0/31       up       down 

Fx0/32       up       down 

Fx0/33       up       down 

Fx0/34       up       down 

Fx0/35       up       down 

Fx0/36       up       down 

Fx0/37       up       down 

Fx0/38       up       down 

Fx0/39       up       down 

Fx0/40       up       down 

Fx0/41       up       down 



Fx0/42       up       down 

Fx0/43       up       down 

Fx0/44       up       down 

Fx0/45       up       down 

Fx0/46       up       down 

Fx0/47       up       down 

Fx0/48       up       down 

Cx0/1        up       down 

Cx0/2        up       down 

Cx0/3        up       down 

Cx0/4        up       down 

Cx0/5        up       down 

Cx0/6        up       down 

po1          up       down 

po6          up       down 

2.3.2 Negotiation  
Interface speed can be negotiated between connected devices, if both ends support negotiation.  

Auto negotiation is enabled by default on all the Fx and Cx ports. It can be disabled if needed by using the 
Ψƴƻ ƴŜƎƻǘƛŀǘƛƻƴΩ ŎƻƳƳŀƴŘΦ Auto negotiation is not supported for 40G speeds. Turn off auto negotiation to 
set the Cx port speed to 40G.  

Follow the steps below to configure Interface Negotiation.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 interface <interface-type><interface-id> 

or 
interface range <interface-type><interface-ƛŘҔ ΧΦ 

Enters the interface configuration 
mode. 
 
interface-type ς may be any of the 
following:  
cx-ethernet 
 
interface-id is in slot/port format for all 
physical interfaces. 
 
To configure multiple interfaces, use 
ǘƘŜ άƛƴǘŜǊŦŀŎŜ ǊŀƴƎŜ Χέ ŎƻƳƳŀƴŘΦ ¢ƻ 
provide a range use a hyphen (-) 
between the start and end interface 
numbers. E.g.: int range cx 0/1-2 
 



To provide multiple interfaces or 
ranges, separate with a comma (,). 
E.g.: int range cx 0/1-2, cx 0/3 
 
If multiple interfaces are provided, the 
next step will perform the particular 
configuration on all these interfaces. 

Step3 Negotiation Enable Interface Negotiation 
Step 4 End Exits the configuration mode. 
Step 5 show interface status Displays the interface configuration. 
Step 6 write startup-config Optional step ς saves this configuration 

to be part of startup configuration. 

 

 

The άƴƻ ƴŜƎƻǘƛŀǘƛƻƴέ command disables interface negotiation. 

 

The example below shows the commands used to configure Interface Negotiation.  

SMIS# configure terminal 
SMIS(config)# interface Cx 0/2 
SMIS(config-if)# no negotiation 

SMIS(config-if)# end 
SMIS 

# sh int status 

 

Port        Status           Duplex   Speed       Negotiation 

----        ------           ------   -----       ----------- 

Fx0/1       not connected    Full     25 Gbps     Auto 

Fx0/2       not connected    Full     25 Gbps     Auto 

Fx0/3       not connected    Full     25 Gbps     Auto 

Fx0/4       not connected    Full     25 Gbps     Auto 

Fx0/5       not connected    Full     25 Gbps     Auto 

Fx0/6       not connected    Full     25 Gbps     Auto 

Fx0/7       not connected    Full     25 Gbps     Auto 

Fx0/8       not connected    Full     25 Gbps     Auto 

Fx0/9       not connected    Full     25 Gbps     Auto 

Fx0/10      not connected    Full     25 Gbps     Auto 

Fx0/11      not connected    Full     25 Gbps     Auto 



Fx0/12      not connected    Full     25 Gbps     Auto 

Fx0/13      not connected    Full     25 Gbps     Auto 

Fx0/14      not connected    Full     25 Gbps     Auto 

Fx0/15      not connected    Full     25 Gbps     Auto 

Fx0/16      not connected    Full     25 Gbps     Auto 

Fx0/17      not connected    Full     25 Gbps     Auto 

Fx0/18      not connected    Full     25 Gbps     Auto 

Fx0/19      not connected    Full     25 Gbps     Auto 

Fx0/20      not connected    Full     25 Gbps     Auto 

Fx0/21      not connected    Full     25 Gbps     Auto 

Fx0/22      not connected    Full     25 Gbps     Auto 

Fx0/23      not connected    Full     25 Gbps     Auto 

Fx0/24      not connected    Full     25 Gbps     Auto 

Fx0/25      not connected    Full     25 Gbps     Auto 

Fx0/26      not connected    Full     25 Gbps     Auto 

Fx0/27      not connected    Full     25 Gbps     Auto 

Fx0/28      not connected    Full     25 Gbps     Auto 

Fx0/29      not connected    Full     25 Gbps     Auto 

Fx0/30      not connected    Full     25 Gbps     Auto 

Fx0/31      not connected    Full     25 Gbps     Auto 

Fx0/32      not connected    Full     25 Gbps     Auto 

Fx0/33      not connected    Full     25 Gbps     Auto 

Fx0/34      not connected    Full     25 Gbps     Auto 

Fx0/35      not connected    Full     25 Gbps     Auto 

Fx0/36      not connected    Full     25 Gbps     Auto 

Fx0/37      not connected    Full     25 Gbps     Auto 

Fx0/38      not connected    Full     25 Gbps     Auto 

Fx0/39      not connected    Full     25 Gbps     Auto 

Fx0/40      not connected    Full     25 Gbps     Auto 

Fx0/41      not connected    Full     25 Gbps     Auto 

Fx0/42      not connected    Full     25 Gbps     Auto 



Fx0/43      not connected    Full     25 Gbps     Auto 

Fx0/44      not connected    Full     25 Gbps     Auto 

Fx0/45      not connected    Full     25 Gbps     Auto 

Fx0/46      not connected    Full     25 Gbps     Auto 

Fx0/47      not connected    Full     25 Gbps     Auto 

Fx0/48      not connected    Full     25 Gbps     Auto 

Cx0/1       not connected    Full     100 Gbps    Auto 

Cx0/2       not connected    Full     100 Gbps    No-Negotiation 

Cx0/3       not connected    Full     100 Gbps    Auto 

Cx0/4       not connected    Full     100 Gbps    Auto 

Cx0/5       not connected    Full     100 Gbps    Auto 

Cx0/6       not connected    Full     100 Gbps    Auto 

2.3.3 Speed 
Interface speed can be configured for physical interfaces when auto negotiation is disabled.  

25G FX ports can be configured to operate at 25G, 10G or 1G speeds. 

100G CX ports can be configured to operate at 100G or 40G, or it can be split to operate at 25G/10G. The 
split can be done using the speed command to set the interface speed to 25G or 10G for the Cx ports. 

Follow the steps below to configure the Interface speed.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 interface <interface-type><interface-id> 

or 
interface range <interface-type><interface-ƛŘҔ ΧΦ 

Enters the interface configuration 
mode. 
 
interface-type ς may be any of the 
following:  
fx-ethernet ς fx 
cx-ethernet ς cx 
 
interface-id is in slot/port format for all 
physical interfaces.  
 
To configure multiple interfaces, use 
ǘƘŜ άinterface range Χέ ŎƻƳƳŀƴŘΦ ¢ƻ 
provide a range use a hyphen (-) 
between the start and end interface 
numbers. E.g. int range fx 0/1-10 
 
To provide multiple interfaces or 
ranges, separate with a comma (,). 
E.g. int range fx 0/1-10, fx 0/20 



 
If multiple interfaces are provided, the 
next step will perform the particular 
configuration on all these interfaces. 

Step 3 speed { 1000 | 10000 | 25000 | 40000 | 100000 } Configure interface speed as 10, 100, 
1000 or 10000 Mbps. 

Step 4 End Exits the configuration mode. 
Step 5 show interface status Displays the interface configuration. 
Step 6 write startup-config Optional step ς saves this configuration 

to be part of startup configuration. 

 

 

¢ƘŜ άƴƻ ǎǇŜŜŘέ ŎƻƳƳŀƴŘ ǊŜǎǘƻǊŜǎ ǘƘŜ ŘŜŦŀǳƭǘ ƛƴǘŜǊŦŀŎŜ ǎǇŜŜŘΦ 
 

 

The example below shows the commands used to configure the interface speed.  

SMIS# configure terminal 
SMIS(config)# interface Fx 0/44 
SMIS(config-if)# speed 1000 
SMIS(config-if)# end 
SMIS# show interface status 

 

Port        Status           Duplex   Speed       Negotiation 

----        ------           ------   -----       ----------- 

Fx0/1       not connected    Full     25 Gbps     Auto 

Fx0/2       not connected    Full     25 Gbps     Auto 

Fx0/3       not connected    Full     25 Gbps     Auto 

Fx0/4       not connected    Full     25 Gbps     Auto 

Fx0/5       not connected    Full     25 Gbps     Auto 

Fx0/6       not connected    Full     25 Gbps     Auto 

Fx0/7       not connected    Full     25 Gbps     Auto 

Fx0/8       not connected    Full     25 Gbps     Auto 

Fx0/9       not connected    Full     25 Gbps     Auto 

Fx0/10      not connected    Full     25 Gbps     Auto 

Fx0/11      not connected    Full     25 Gbps     Auto 

Fx0/12      not connected    Full     25 Gbps     Auto 

Fx0/13      not connected    Full     25 Gbps     Auto 



Fx0/14      not connected    Full     25 Gbps     Auto 

Fx0/15      not connected    Full     25 Gbps     Auto 

Fx0/16      not connected    Full     25 Gbps     Auto 

Fx0/17      not connected    Full     25 Gbps     Auto 

Fx0/18      not connected    Full     25 Gbps     Auto 

Fx0/19      not connected    Full     25 Gbps     Auto 

Fx0/20      not connected    Full     25 Gbps     Auto 

Fx0/21      not connected    Full     25 Gbps     Auto 

Fx0/22      not connected    Full     25 Gbps     Auto 

Fx0/23      not connected    Full     25 Gbps     Auto 

Fx0/24      not connected    Full     25 Gbps     Auto 

Fx0/25      not connected    Full     25 Gbps     Auto 

Fx0/26      not connected    Full     25 Gbps     Auto 

Fx0/27      not connected    Full     25 Gbps     Auto 

Fx0/28      not connected    Full     25 Gbps     Auto 

Fx0/29      not connected    Full     25 Gbps     Auto 

Fx0/30      not connected    Full     25 Gbps     Auto 

Fx0/31      not connected    Full     25 Gbps     Auto 

Fx0/32      not connected    Full     25 Gbps     Auto 

Fx0/33      not connected    Full     25 Gbps     Auto 

Fx0/34      not connected    Full     25 Gbps     Auto 

Fx0/35      not connected    Full     25 Gbps     Auto 

Fx0/36      not connected    Full     25 Gbps     Auto 

Fx0/37      not connected    Full     25 Gbps     Auto 

Fx0/38      not connected    Full     25 Gbps     Auto 

Fx0/39      not connected    Full     25 Gbps     Auto 

Fx0/40      not connected    Full     25 Gbps     Auto 

Fx0/41      not connected    Full     25 Gbps     Auto 

Fx0/42      not connected    Full     25 Gbps     Auto 

Fx0/43      not connected    Full     25 Gbps     Auto 

Fx0/44      not connected    Full     1 Gbps     Auto 



Fx0/45      not connected    Full     25 Gbps     Auto 

Fx0/46      not connected    Full     25 Gbps     Auto 

Fx0/47      not connected    Full     25 Gbps     Auto 

Fx0/48      not connected    Full     25 Gbps     Auto 

Cx0/1       not connected    Full     100 Gbps    Auto 

Cx0/2       not connected    Full     100 Gbps    Auto 

Cx0/3       not connected    Full     100 Gbps    Auto 

Cx0/4       not connected    Full     100 Gbps    Auto 

Cx0/5       not connected    Full     100 Gbps    Auto 

Cx0/6       not connected    Full     100 Gbps    Auto 

2.3.4 Duplex Operation  
The Supermicro F3548 switch ŘƻŜǎƴΩǘ support half-duplex operation on its physical interfaces. 

2.3.5 MTU 
The default maximum transmission unit (MTU) size for frames received and transmitted is 1500 bytes. The 
MTU size can be increased for an interface.  
 
Follow the steps below to configure the interface MTU.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 interface <interface-type><interface-id> 

or 
interface range <interface-type><interface-ƛŘҔ ΧΦ 

Enters the interface configuration 
mode. 
 
interface-type ς may be any of the 
following:  
fx-ethernet ς fx 
cx-ethernet ς cx 
port-channel - po 
 
interface-id is in slot/port format for all 
physical interfaces.  
 
To configure multiple interfaces, use 
ǘƘŜ άinterface range Χέ ŎƻƳƳŀƴŘΦ ¢ƻ 
provide a range use a hyphen (-) 
between the start and end interface 
numbers. E.g.: int range fx 0/1-10 
 
To provide multiple interfaces or 
ranges, separate with a comma (,). 
E.g.: int range fx 0/1-10, fx 0/20 
 



If multiple interfaces are provided, the 
next step will perform the particular 
configuration on all these interfaces. 

Step 3 mtu<frame-size(1500-9216)> Configure interface MTU in the range 
1500-9216. 

Step 4 End Exits the configuration mode. 
Step 5 show interface status Displays the interface configuration. 
Step 6 write startup-config Optional step ς saves this configuration 

to be part of startup configuration. 

 

 

The άƴƻ Ƴǘǳέ command restores the interface MTU to its default of 1500 bytes. 
 
To change the MTU for all the interfaces, the άǎȅǎǘŜƳ Ƴǘǳέ ŎƻƳƳŀƴŘ Ŏŀƴ ōŜ ǳǎŜŘΦ 

 

The example below shows the commands used to configure the interface MTU. 

SMIS# configure terminal 
SMIS(config)# interface fx 0/22 
SMIS(config-if)# mtu 9000 
SMIS(config-if)# end 
SMIS 

# show interface fx 0/22 

Fx0/22 up, line protocol is down (not connect) 

Bridge Port Type: Customer Bridge Port 

 

Hardware Address is 0c:c4:7a:2c:1f:33 

MTU  9000 bytes, Full duplex, 25 Gbps,  FEC is on,  Auto-Negotiation 

HOL Block Prevention enabled. 

Input flow-control is off, output flow-control is off 

DCBX is Disabled 

PFC is Disabled 

 

Link Up/Down Trap is enabled 

 

Reception Counters 

   Octets: 0 

   Unicast Packets: 0 

   Unicast Packets Rate: 0/Sec 



   Broadcast Packets: 0 

   Broadcast Packets Rate: 0/Sec 

   Multicast Packets: 0 

   Multicast Packets Rate: 0/Sec 

   Pause Frames: 0 

   Undersize Frames: 0 

   Oversize Frames: 0 

   CRC Error Frames: 0 

   Discarded Packets: 0 

   Error Packets: 0 

   Unknown Protocol: 0 

 

Transmission Counters 

   Octets: 0 

   Unicast Packets: 0 

   Unicast Packets  Rate: 0/Sec 

   Broadcast Packets: 0 

   Broadcast Packets Rate: 0/Sec 

   Multicast Packets: 0 

   Multicast Packets Rate: 0/Sec 

   Pause Frames: 0 

   Discarded Packets: 0 

   Error Packets: 0# show interface mtu fx-ethernet 0/22 

 

Fx0/22  MTU size is 9000 

2.3.6 Flow Control  
Flow control enables Ethernet ports to control traffic during congestion to avoid packet loss. 

If a port experiences congestion and cannotreceive any more traffic, it notifies other ports by sending a 
pause frame to stop sending until the condition clears. Upon receipt of a pause frame, the sending device 
stops sending any data packets to prevent any loss of data packets during the congestion period. 
Follow the steps below to configure Flow Control.  

Step Command Description 



Step 1 configure terminal Enters the configuration mode 
Step 2 interface <interface-type><interface-id> 

or 
interface range <interface-type><interface-ƛŘҔ ΧΦ 

Enters the interface configuration 
mode. 
 
interface-type ς may be any of the 
following:  
fx-ethernet ς fx 
cx-ethernet ς cx 
 
interface-id is in slot/port format for all 
physical interfaces.  
 
To configure multiple interfaces, use 
ǘƘŜ άinterface range Χέ ŎƻƳƳŀƴŘΦ ¢ƻ 
provide a range use a hyphen (-) 
between the start and end interface 
numbers. E.g.: int range fx 0/1-10 
 
To provide multiple interfaces or 
ranges, separate with a comma (,). 
E.g.: int range fx 0/1-10, fx 0/20 
 
If multiple interfaces are provided, the 
next step will perform the particular 
configuration on all these interfaces. 

Step 3 flowcontrol { send | receive} { on | off } Configure flow control 
 
Send ς The port can send pause frames 
but cannot receive pause frames from a 
connected device. 
 
Receive ς The port cannot send pause 
frames but can receive pause frames 
from a connected device.  
 
On ς Enable flow control  
 
Off - Disable flow control 

Step 4 End Exits the configuration mode. 
Step 5 show flow-control [ interface <interface-

type><interface-id>] 
Displays the Interface Flow control 
configuration. 

Step 6 write startup-config Optional step ς saves this configuration 
to be part of startup configuration. 

 

The example below shows the commands used to configure Flow Control.  

SMIS# configure terminal 
SMIS(config)# interface fx 0/22 
SMIS(config-if)# flowcontrol send on 
SMIS(config-if)# end 
SMIS# show flow-control interface fx 0/22 

Port     TxFlowControl   Rx FlowControl   Tx Pause   Rx Pause 



----     --------------   -------------    --------   -------- 
Fx0/22   on               off              0          0 

2.3.7 Storm Control  
Storm control prevents traffic on a LAN from being disrupted by a broadcast, multicast, or unicast storm on 
one of the physical interfaces. A LAN storm occurs when packets flood the LAN due to errors or mistakes in 
network configurations, etc. LAN storms degrade network performance. 
 
Storm Control monitors packets passing from an interface to the switching bus and determines if the 
packet is unicast, multicast, or broadcast. The switch counts the number of packets of a specified type 
received within the 1-second time interval and compares the measurement with a predefined suppression-
level threshold. The port blocks traffic when the rising threshold is reached and remains blocked until the 
traffic rate drops below the falling threshold before resuming normal forwarding. 
 
Follow the steps below to configure Storm control.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 interface <interface-type><interface-id> 

or 
interface range <interface-type><interface-ƛŘҔ ΧΦ 

Enters the interface configuration 
mode. 
 
interface-type ς may be any of the 
following:  
fx-ethernet ς fx 
cx-ethernet ς cx 
 
interface-id is in slot/port format for all 
physical interfaces.  
 
To configure multiple interfaces, use 
ǘƘŜ άinterface range Χέ ŎƻƳƳŀƴŘΦ ¢ƻ 
provide a range use a hyphen (-) 
between the start and end interface 
numbers. E.g.: int range fx 0/1-10 
 
To provide multiple interfaces or 
ranges, separate with a comma (,). 
E.g.: int range fx 0/1-10, fx 0/20 
 
If multiple interfaces are provided, the 
next step will perform the particular 
configuration on all these interfaces. 

Step 3 storm-control { broadcast |multicast | dlf } level 
<kbps (1-10000000)> 

Configure Storm control for broadcast 
or multicast or DLF packets. 
 
Level ς Threshold level in kbps, in range 
1-10000000. 

Step 4 End Exits the configuration mode. 
Step 5 show interfaces storm-control  

 
Displays the interface Storm control 
configuration. 

Step 6 write startup-config Optional step ς saves this configuration 
to be part of startup configuration. 

 



 

¢ƘŜ άƴƻ ǎǘƻǊƳ-ŎƻƴǘǊƻƭ ϑ ōǊƻŀŘŎŀǎǘ μƳǳƭǘƛŎŀǎǘ μ ŘƭŦ ϒ ƭŜǾŜƭέ ŎƻƳƳŀƴŘ ŘƛǎŀōƭŜǎ {ǘƻǊƳ Control. 

 

The example below shows the commands used to configure Storm Control.  

SMIS# configure terminal 
SMIS(config)# interface fx 0/22 
SMIS(config-if)#storm-control broadcast level 50000 
SMIS(config-if)# end 
 
SMIS# show interfaces fx 0/22 storm-control 

Fx0/22 

DLF Storm Control           : Disabled 
Broadcast Storm Control     : Enabled 

Broadcast Storm Control     : 50000 

Multicast Storm Control     : Disabled 
 

2.3.8 Forward Error Correction ( FEC) Mode 
Supermicro switches allow users to enable or disable the FEC mode on the interfaces configured for 25G 
and 100G. FEC is not supported for other speed settings. It is recommended to turn ON FEC for most 
cables and peer devices.  

FEC is enabled by default in all Fx and Cx ports. This switch supports RS_FEC, which is equivalent to cl91 FEC 
in some devices. 

Follow the steps below to enable FEC mode on the interface.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 interface <interface-type><interface-id> 

or 
interface range <interface-type><interface-ƛŘҔ ΧΦ 

Enters the interface configuration 
mode. 
 
interface-type ς may be any of the 
following:  
fx-ethernet ς fx 
cx-ethernet ς cx 
 
interface-id is in slot/port format for all 
physical interfaces.  
 
To configure multiple interfaces, use 
ǘƘŜ άinterface range Χέ ŎƻƳƳŀƴŘΦ ¢ƻ 
provide a range use a hyphen (-) 
between the start and end interface 
numbers. E.g.: int range fx 0/1-10 
 



To provide multiple interfaces or 
ranges, separate with a comma (,). 
E.g.: int range fx 0/1-10, fx 0/20 
 
If multiple interfaces are provided, the 
next step will perform the particular 
configuration on all these interfaces. 

Step 3 Fec-mode Enable FEC mode on interface. 
Step 4 End Exits the configuration mode. 
Step 5 show interface  Displays the fec mode for the interface. 
Step 6 write startup-config Optional step ς saves this configuration 

to be part of startup configuration. 

 

The example below shows the commands used to configure the interface description.  

SMIS# configure terminal 
SMIS(config)# interface Fx 0/22 
SMIS(config-if)# fec-mode 
SMIS(config-if)# end 
SMIS 

SMIS# sh int Fx 0/22 

 

It is recommended to turn ON the FEC for most cables and peer devices. This switch 
supports FEC type RS (Reed-Solomon). Make sure the same FEC type is configured in peer 
devices. 

 

2.4  Time Management  
The system time and date on Supermicro switches can be managed by Network Time Protocol (NTP) or 
configured manually. 

NTP provides synchronization of network resources by a synchronized network timestamp. Supermicro 
switches can function as an NTP client over UDP and receive the time from an NTP server in the network.  

Parameter Default Value 
Timezone offset None 

NTP status Disabled 

NTP operation Unicast 

NTP authentication None 

NTP server None 

NTP Broadcast mode No 

2.4.1 NTP Server  
Supermicro switches can synchronize their time with that of an NTP server. Follow the below steps to 
configure NTP server parameters. 

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 ntp server <ip_address> [key (1-65535)] [prefer] Configure the NTP server. 

 



ip_addr ς IP address of server. 
 
key ς Authentication Key for server 
connectivity in the range 1-65535.  
 
prefer ςThis option can be used to 
specify a preferred NTP server when 
multiple NTP servers are configured in 
the switch. Only 1 server can be 
ŎƻƴŦƛƎǳǊŜŘ ΨǇǊŜŦŜǊΩ ŀǘ ŀ ǘƛƳŜΦ 

Step 3 End Exits the configuration mode. 
Step 4 show ntp Displays the NTP configuration. 
Step 5 write startup-config Optional step ς saves this configuration 

to be part of startup configuration. 

 

 

The άŜƴŀōƭŜ ŀƎŜƴǘέ command enables the agent. NTP servers can be deleted only when NTP 
status is disabled.  
 
If a key is configured on Supermicro switches acting as NTP client, ensure the same key is 
configured on the NTP server(s) as well.  

 

The example below shows the commands used to configure an NTP server. 

SMIS# configure terminal 
SMIS(config)# ntp server 200.200.200.10 key 100 prefer 

SMIS(config)# ntp server 100.100.100.1 key 500 

SMIS(config)# end 

SMIS# show ntp  

[NTP] ntp is disabled 
     Server      Key   Prefer 

=============== =====  ====== 

 200.200.200.10   100   YES 

  100.100.100.1   500 

 Key #    Key 
=======  ==================================== 
 Time zone offset not set  

2.4.2 Enable/Disable NTP  
NTP is disabled by default in Supermicro switches.Follow the below steps to enable NTP.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 ntp enable Enable NTP in switch. 
Step 3 End Exits the configuration mode. 
Step 4 show ntp Displays the NTP configuration. 



Step 5 write startup-config Optional step ς saves this configuration 
to be part of startup configuration. 

 

 

¢ƘŜ άƴǘǇ ŘƛǎŀōƭŜέ ŎƻƳƳŀƴŘ ŘƛǎŀōƭŜǎ b¢t ƛƴ ǘƘŜ ǎǿƛǘŎƘΦ b¢t Ŏŀƴ ōŜ ŜƴŀōƭŜŘ ƛƴ {ǳǇŜǊƳƛŎǊƻ 
switches only after configuring at least one NTP server.  

 

The example below shows the commands used to configure NTP.  

SMIS# configure terminal 
SMIS(config)# ntp enable 
SMIS(config)#end 
SMIS# show ntp 

[NTP] ntp running unicast mode 

   Server      Key   Prefer 
=============== =====  ====== 
 200.200.200.10   100   YES 
  100.100.100.1   500 
 
 Key #    Key 
=======  ==================================== 
 Time zone offset not set 

2.4.3 NTP Authentication  
Supermicro switches support NTP authentication by the NTP server. The authentication data is encrypted 
by an MD5 algorithm. The NTP authentication key can be configured in the switch and this must be 
matched with the NTP authentication key in the NTP server. The authentication key is an NTP key number 
and text pair. 

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 ntp key <key_number (1- 65535)><key_text> Configure NTP authentication key. 

 
Key-number ςkey number in the range 
1-65535, used for MD5. 
 
Key-textςNTP key text to be used along 
with key-number for MD5. 

Step 3 End Exits the configuration mode. 
Step 4 show ntp Displays the NTP configuration. 
Step 5 write startup-config Optional step ς saves this configuration 

to be part of startup configuration. 

 

 

¢ƘŜ άƴƻ ƴǘǇ ƪŜȅέ ŎƻƳƳŀƴŘ ŘŜƭŜǘŜǎ ǘƘŜ b¢t ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƪŜȅΦ 

 



The example below shows the commands used to configure NTP.  

SMIS(config)# ntp key 200 For-server1 

SMIS(config)# show ntp 

[NTP] ntp is enabled 

     Server      Key   Prefer 

=============== =====  ====== 

 Key #    Key 

=======  ==================================== 

   200    For-server1 

 Time zone offset not set 

2.4.4 NTP Broadcast  
NTP server messages can be broadcast or unicast. By default, Supermicro switches receive unicast NTP 
messages.  

Follow the below steps to configure Supermicro switches to receive NTP broadcast messages from the NTP 
server.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 ntp broadcast [authentication] Configure NTP broadcast. 

 
authentication ς If specified, NTP 
authentication is enabled for broadcast 
mode. 

Step 3 End Exits the configuration mode. 
Step 4 show ntp Displays the NTP configuration. 
Step 5 write startup-config Optional step ς saves this configuration 

to be part of startup configuration. 

 

 

The άƴƻ ƴǘǇ ōǊƻŀŘŎŀǎǘέ command disables NTP Broadcast.  

 

The example below shows the commands used to configure NTP Broadcast.  

SMIS(config)# ntp broadcast authentication 

SMIS(config)# show ntp 

[NTP] ntp running broadcast mode 

     Server      Key   Prefer 

=============== =====  ====== 



 Key #    Key 

=======  ==================================== 

 Time zone offset not set 

 

2.4.5 System Clock  
The system clock in Supermicro switches run from the time the moment the switch starts up and keeps 
track of system date and time. The system clock can also be manually configured. The system time 
configured manually remains accurate until next restart. Manual configuration of system clock is useful 
when the system time cannot be obtained from any other source, such as NTP associations.  

Follow the steps below to set the system clock.  

Step Command Description 
Step 1 clock set hh:mm:ss day<1-

31>month<january|february|march|april|  
may|june|july|august|september|  
october|november|december> year<2000 - 2035> 
 

Configure the system clock.  
 
hh:mm:ss ς Time in 
Hours:Minutes:Seconds format. 
 
day ς Day in 1-31 format. 
 
month ς Month in January-December 
format. 
 
year ς Year in yyyy format. 

Step 2 show clock Displays the system clock.  

 

The example below shows the commands used to configure system clock.  

SMIS# clock set 09:26:15 31 august 2013 

Wed Aug 31 09:26:15 2013 

SMIS# show clock 

Wed Aug 31 09:26:20 2013 

2.4.6 Time  Zone 
The system clock maintains time based on Universal Time Coordinated (UTC), also known as Greenwich 
Mean Time (GMT). The local time zone can be specified as an offset from UTC.  

Follow the below steps to configure the time zone. 

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 tz posix <std><offset>[<dst>] Configure the time zone.  

 
<std> - Standard time text e.g. PST 
 
<offset> - Time zone offset in  



[+|- ]hh[: mm[: ss]] format. This is 
the value needed to be added to local 
time to get to UST. This value is positive 
if the local time zone is in west of the 
Prime Merdian, otherwise it is negative. 
 
<dst> - Day light savings time text e.g.  
PDT 

Step 3 end Exits the configuration mode. 
Step 4 show system information Displays the time zone configuration. 
Step 5 write startup-config Optional step ς saves this configuration 

to be part of startup configuration. 

 

The example below shows the commands used to configure the time zone offset.  

SMIS# configure terminal 
SMIS(config)# tz posix PST8 
SMIS(config)# end 
 
SMIS# show system information 

Switch Name: SMIS 
Switch Base MAC Address: 00:30:48:e3:70:bc 
SNMP EngineID: 80.00.08.1c.04.46.53 
System Contact: http://www.supermicro.com/support 
System Location: Supermicro 
Logging Option: Console Logging 
Login Authentication Mode: Local 
Snoop Forward Mode: MAC based 
Config Restore Status: Not Initiated 
Config Restore Option: No restore 
Config Restore Filename: iss.conf 
Config Save IP Address: 0.0.0.0 
Device Up Time: 0 days 0 hrs 48 mins 5 secs 

Boot-up Flash Area: Normal 

NTP Broadcast Mode: No 

[NTP] ntp is disabled 

     Server      Key   Prefer 

=============== =====  ====== 

 Key #    Key 

=======  ==================================== 

Time zone offset value: PST8 

 



2.5  System Management  
Supermicro switches can be administered by configuring various operations. 

¶ Switch Name 

¶ Switch Location 

¶ Switch Contact 

¶ System MTU 

¶ Port mirroring 

¶ MAC aging 

¶ Reload or reset 

 
Defaults ς System Management 

Parameter Default Value 
Switch name SMIS 

System contact http://www.supermicro.com 

System location Supermicro 

MAC aging 300 secs 

MAC table static entries None 

System MTU 1500 bytes 

Port mirroring Disabled 

Port mirroring direction Both 

2.5.1 Switch Name 
Supermicro switches can be assigned a name for identification purpose. The default switch name is SMIS. 
The switch name is also used as a prompt.  

Follow the steps below to configure the Switch Name.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 device name <devname(15)> Configure Switch Name and prompt. 

 
Devnameς Switch name specified as 1-
15 alphanumeric characters. 

Step 3 End Exits the configuration mode. 
Step 4 show system information Displays the system information 

configuration. 

 

 

The device name configuration is automatically stored as part of startup-config file. 

 

The example below shows the commands used to configure the switch name.  

SMIS# configure terminal 
SMIS(config)# device name switch1 
switch1(config)# end 

switch1# show system information 

http://www.supermicro.com/


Switch Name: switch1 

Serial Number: SSC36SR08200014 

Switch Management MAC Address: 0c:c4:7a:2c:1f:1d 

Switch Base MAC Address: 0c:c4:7a:2c:1f:1e 

SNMP EngineID: 80.00.08.1c.04.46.53 

System Contact: http://www.supermicro.com/support 

System Location: Supermicro 

Logging Option: Console Logging 

Login Authentication Mode: Local 

ZTP Config Restore Option: ZTP Enabled 

Config Restore Status: Successful 

Config Restore Option: Restore 

Config Restore ZTP Filename: 

Config Restore ZTP TFTP IP Address: 0.0.0.0 

Config Restore Local Filename: iss.conf 

Config Save IP Address: 0.0.0.0 

Device Up Time: 0 days 3 hrs 43 mins 6 secs 

Boot-up Flash Area: Normal 

NTP Broadcast Mode: No 

 
[NTP] ntp is disabled 
     Server      Key   Prefer 
=============== =====  ====== 
 Key #    Key 
=======  ==================================== 
 Time zone offset not set 

2.5.2 Switch Contact  
Supermicro switches provide an option to configure the switch in charge of contact details, usually an 
email ID. 

Follow the steps below to configure the switch contact.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 system contact <string - to use more than one 

word, provide the string within double quotes> 
Configure Switch Contact. 
 
String ς Contact information entered as 
a String of maximum length 256. 



Step 3 End Exits the configuration mode. 
Step 4 show system information Displays the System information 

configuration. 
Step 5 write startup-config Optional step ς saves this configuration 

to be part of startup configuration. 

 

 

The System Contact configuration is automatically stored as part of the startup-config file. 

 

The example below shows the commands used to configure the switch contact. 

SMIS# configure terminal 
SMIS(config)# ǎȅǎǘŜƳ ŎƻƴǘŀŎǘ Ϧ¦ǎŜǊм ŀǘ /!έ 

SMIS(config)# end 

SMIS# show system information 

Switch Name: SMIS 
Serial Number: SSC36SR08200014 
Switch Management MAC Address: 0c:c4:7a:2c:1f:1d 
Switch Base MAC Address: 0c:c4:7a:2c:1f:1e 
SNMP EngineID: 80.00.08.1c.04.46.53 
System Contact: User1 at CA 
System Location: Supermicro 
Logging Option: Console Logging 
Login Authentication Mode: Local 
ZTP Config Restore Option: ZTP Enabled 
Config Restore Status: Successful 
Config Restore Option: Restore 
Config Restore ZTP Filename: 
Config Restore ZTP TFTP IP Address: 0.0.0.0 
Config Restore Local Filename: iss.conf 
Config Save IP Address: 0.0.0.0 
Device Up Time: 0 days 3 hrs 48 mins 33 secs 
Boot-up Flash Area: Normal 
NTP Broadcast Mode: No 
[NTP] ntp is disabled 
 
     Server      Key   Prefer 
=============== =====  ====== 
 
 Key #    Key 
=======  ==================================== 
 Time zone offset not set 

2.5.3 System Location  
Supermicro switches provide option to configure the switch location details. 

Follow the steps below to configure the system location.  



Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 system location <location name> Configure System Location. 

 
location name ςLocation of the switch 
specified as a string of maximum size 
256. 

Step 3 End Exits the configuration mode. 
Step 4 show system information Displays the System Location 

configuration. 
Step 5 write startup-config Optional step ς saves this configuration 

to be part of startup configuration. 

 

 

The System Location configuration is automatically stored as part of the startup-config file. 

 

The example below shows the commands used to configure the system location.  

SMIS# configure terminal 
SMIS(config)# system location "Santa Clara" 

SMIS(config)# end 

SMIS# show system information 

Switch Name: SMIS 
Serial Number: SSC36SR08200014 
Switch Management MAC Address: 0c:c4:7a:2c:1f:1d 
Switch Base MAC Address: 0c:c4:7a:2c:1f:1e 
SNMP EngineID: 80.00.08.1c.04.46.53 
System Contact: http://www.supermicro.com/support 
System Location: Santa Clara 
Logging Option: Console Logging 
Login Authentication Mode: Local 
ZTP Config Restore Option: ZTP Enabled 
Config Restore Status: Successful 
Config Restore Option: Restore 
Config Restore ZTP Filename: 
Config Restore ZTP TFTP IP Address: 0.0.0.0 
Config Restore Local Filename: iss.conf 
Config Save IP Address: 0.0.0.0 
Device Up Time: 0 days 3 hrs 55 mins 33 secs 
Boot-up Flash Area: Normal 
NTP Broadcast Mode: No 
[NTP] ntp is disabled 
     Server      Key   Prefer 
=============== =====  ====== 
 Key #    Key 
=======  ==================================== 
 Time zone offset not set 



2.5.4 System MTU 
The default maximum transmission unit (MTU) size for frames received and transmitted on all interfaces of 
the switch is 1500 bytes. The MTU size can be increased for all interfaces of the switch at the same time by 
using the Ψsystem MTUΩ ŎƻƳƳŀƴŘΦ  
 
Follow the steps below to configure the system MTU.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 system mtu <frame-size(1500-9216)> Configure System MTU.  

 
frame-size ς Specify MTU of frame in 
range 1500-9216. 

Step 3 End Exits the configuration mode. 
Step 4 show interface mtu Displays the interface MTU. 
Step 5 write startup-config Optional step ς saves this configuration 

to be part of startup configuration. 

 

 

The άƴƻ ǎȅǎǘŜƳ Ƴǘǳέ command resets the system MTU to its default value of 1500 bytes.  

 

The example below shows the commands used to configure the system MTU. 

SMIS# configure terminal 
SMIS(config)# system mtu 9200 
SMIS(config)# end 
 
SMIS 
# show interface mtu 
 
Fx0/1   MTU size is 9200 
 
Fx0/2   MTU size is 9200 
 
Fx0/3   MTU size is 9200 
 
Fx0/4   MTU size is 9200 
 
Fx0/5   MTU size is 9200 
 
Fx0/6   MTU size is 9200 
 
Fx0/7   MTU size is 9200 
 
Fx0/8   MTU size is 9200 
 
Fx0/9   MTU size is 9200 
 
Fx0/10  MTU size is 9200 
 



Fx0/11  MTU size is 9200 
 
Fx0/12  MTU size is 9200 
 
Fx0/13  MTU size is 9200 
 
Fx0/14  MTU size is 9200 
 
Fx0/15  MTU size is 9200 
 
Fx0/16  MTU size is 9200 
 
Fx0/17  MTU size is 9200 
 
Fx0/18  MTU size is 9200 
 
Fx0/19  MTU size is 9200 
 
Fx0/20  MTU size is 9200 
 
Fx0/21  MTU size is 9200 
 
Fx0/22  MTU size is 9200 
 
Fx0/23  MTU size is 9200 
 
Fx0/24  MTU size is 9200 
 
Fx0/25  MTU size is 9200 
 
Fx0/26  MTU size is 9200 
 
Fx0/27  MTU size is 9200 
 
Fx0/28  MTU size is 9200 
 
Fx0/29  MTU size is 9200 
 
Fx0/30  MTU size is 9200 
 
Fx0/31  MTU size is 9200 
 
Fx0/32  MTU size is 9200 
 
Fx0/33  MTU size is 9200 
 
Fx0/34  MTU size is 9200 
 
Fx0/35  MTU size is 9200 
 
Fx0/36  MTU size is 9200 
 
Fx0/37  MTU size is 9200 



 
Fx0/38  MTU size is 9200 
 
Fx0/39  MTU size is 9200 
 
Fx0/40  MTU size is 9200 
 
Fx0/41  MTU size is 9200 
 
Fx0/42  MTU size is 9200 
 
Fx0/43  MTU size is 9200 
 
Fx0/44  MTU size is 9200 
 
Fx0/45  MTU size is 9200 
 
Fx0/46  MTU size is 9200 
 
Fx0/47  MTU size is 9200 
 
Fx0/48  MTU size is 9200 
 
Cx0/1   MTU size is 9200 
 
Cx0/2   MTU size is 9200 
 
Cx0/3   MTU size is 9200 
 
Cx0/4   MTU size is 9200 
 
Cx0/5   MTU size is 9200 
 
Cx0/6   MTU size is 9200 
SMIS# 
 

2.5.5 Static MAC 
The MAC address table stores MAC addresses used by the switch to forward traffic between ports. 
Supermicro switches allow for static configuration of entries in MAC addresses. 
 
Static MAC Characteristics: 

¶ Static MAC addresses do not age and are automatically stored as part of startup-config so they are 
available after restart. 

¶ Static MAC addresses can be unicast or multicast. 
 
Forwarding Behavior for Static MAC: 

¶ Supermicro switches provide flexibility to configure forwarding behavior for static MAC addresses, 
i.e. how a port that receives a packet forwards it to another port for transmission.  

¶ A packet with a static address that arrives on a VLAN on which a static MAC address has been 
configured, is flooded to all ports and not learned. 



¶ A static address is created by specifying the destination MAC unicast address and theVLAN from 
which it is received. Packets received with this destination address are forwarded to the interface 
specified with the interface-id option. 

 
Follow the steps below to configure static MAC.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 mac-address-table static  multicast 

<aa:aa:aa:aa:aa:aa> vlan <vlan-id(1-4069)> 
 interface ([<interface-type><0/a-b,0/c,...>] 
[<interface-type><0/a-b,0/c,...> 
] [port-channel <a,b,c-d>]])  
 
mac-address-table static  unicast 
<aa:aa:aa:aa:aa:aa> vlan <vlan-id(1-4069)> 
interface <interface-type><iface>  

Configure Multicast or unicast static 
MAC. 
 
Vlan ς Specify the VLAN for which the 
packet with thespecified MAC address 
is received. Valid VLAN IDs are 1 to 
4094. 
 
Interface - specify the interface to 
which the received packet is 
forwarded. Valid interfaces include 
physical ports or port channels. 
 
Interface-type - may be any of the 
following:  
fx-ethernet ς fx 
cx-ethernet ς cx 
 
interface-id is in slot/port format for all 
physical interfaces. 

Step 3 End Exits the configuration mode. 
Step 4 show mac-address-table static multicast [vlan 

<vlan-range>] [address <aa:aa:aa 
:aa:aa:aa>] [{interface <interface-type><interface-
id> }] 
 
show mac-address-table static unicast [vlan <vlan-
range>] [address <aa:aa:aa:a 
a:aa:aa>] [{interface <interface-type><interface-id> 
}] 

Displays the static MAC configuration. 

Step 5 write startup-config Optional step ς saves this configuration 
to be part of startup configuration. 

 

 

The ά  ƴƻ ƳŀŎ-address-table static multicast <aa:aa:aa:aa:aa:aa> vlan <vlan-id(1-4069)>  
[recv-port <interface-type><interface-id>]andno mac-address-table static unicast 
<aa:aa:aa:aa:aa:aa> vlan <vlan-id(1-4069)> [recv-port <interface-type><interface-ƛŘҔϐέ 
command deletes the particular static MAC entry. 
 
The άno mac-address-table static multicast <aa:aa:aa)>  [recv-port <interface-
type><interface-id>]έ command deletes the particular staticmulticast MAC entry. 

 

The example below shows the commands used to configure a static MAC.  



SMIS# configure terminal  
SMIS(config)# mac-address-table static unicast 90:4e:e5:0c:03:75 vlan 1 interface fx 0/14 status permanent 
SMIS(config)# end 
 
SMIS# show mac-address-table static unicast 

Vlan  Mac Address                 Status         Ports 
----  -----------                 ------         ----- 
1     90:4e:e5:0c:03:75           Permanent      Fx0/14 

 
Total Mac Addresses displayed: 1 
 

2.5.6 MAC Aging 
Dynamic MAC address table entries are addresses learned by the switch that age when not in use. The 
MAC aging time can be configured by users.  

Follow the steps below to configure MAC aging.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 mac-address-table aging-time <10-1000000 

seconds> 
Configure MAC Aging time in range 10-
1000000 seconds. 

Step 3 End Exits the configuration mode. 
Step 4 show mac-address-table aging-time Displays the MAC address table aging 

time. 
Step 5 write startup-config Optional step ς saves this configuration 

to be part of startup configuration. 

 

 

¢ƘŜ άƴƻ ƳŀŎ-address-table aging-ǘƛƳŜέ ŎƻƳƳŀƴŘ ǊŜǎŜǘǎ a!/ ŀƎƛƴƎ ǘƻ ƛǘǎ ŘŜŦŀǳƭǘ ǾŀƭǳŜ ƻŦ 
300 seconds.  

 

The example below shows the commands used to configure MAC Aging.  

SMIS# configure terminal 
SMIS(config)# mac-address-table aging-time 50000 

SMIS(config)# end 

SMIS# show mac-address-table aging-time 

Mac Address Aging Time: 50000 

 
SMIS# show mac-address-table 

Vlan    Mac Address         Type     Ports 
----    -----------         ----     ----- 
1       90:4c:e5:0b:04:77   Learnt   Fx0/21 
1       94:d7:23:94:88:d8   Learnt   Fx0/21 
Total Mac Addresses displayed: 2 



2.6  System Logging (Syslog) 
Supermicro switches send system message output to a klogging process called System Message Logging 
(Syslog). Logging can be done at various locations: 

¶ Console 

¶ File 

¶ Server 
 

Parameter Default Value 
Syslog status Enabled 

Logging buffer size 50 entries 

Console logging Enabled 

File Logging  Disabled 

Trap Logging Critical 

MAC Address table update Logging Disabled 

Facility Local0 

 

2.6.1 Enable/Disable Syslog  
Syslog is enabled by default in Supermicro switches. 

Follow the steps below to disableSyslog.  

 

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 logging disable Disable Syslog. 
Step 3 End Exits the configuration mode. 
Step 4 show logging Displays the Syslog configuration. 
Step 5 write startup-config Optional step ς saves this configuration 

to be part of startup configuration. 

 

 

The άlogging enableέ command enables the Syslog feature. 

 

The example below shows the commands used to disable Syslog.  

SMIS# configure terminal 
SMIS(config)# logging disable 
SMIS(config)# end 
SMIS# show logging 

System Log Information 

---------------------- 
Syslog logging: disabled(Number of messages 0) 
Console logging: disabled(Number of messages 0) 
File logging: disabled(Number of messages 0) 



Log File Name: 
File Max Entries: 500 
TimeStamp option: enabled 
Trap logging: Critical 
Log server IP: None 
Facility: Default (local0) 
Buffered size: 50 Entries 
LogBuffer: (0 Entries) 

LogFile(0 Entries) 

2.6.2 Syslog Server  
In Supermicro switches, Syslog messages can be re-directed to a Syslog server. 

Follow the steps below to configure the Syslog server.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 logging <ip-address> Configure Syslog Server. 

 
ip-address ςIP address of Syslog server 

Step 3 End Exits the configuration mode. 
Step 4 show logging Displays the Syslog configuration. 
Step 5 write startup-config Optional step ς saves this configuration 

to be part of startup configuration. 

 

 

The άƴƻ logging <ip-address>έ command deletes the Syslog server. 

 

The example below shows the commands used to configure a Syslog server.  

SMIS# configure terminal 
SMIS(config)# logging 192.168.1.3 

SMIS(config)# end 

SMIS# show logging 

System Log Information 

---------------------- 
Syslog logging: enabled(Number of messages 0) 
Console logging: disabled(Number of messages 0) 
File logging: disabled(Number of messages 0) 
Log File Name: 
File Max Entries: 500 
TimeStamp option: enabled 
Trap logging: Critical 
Log server IP: 192.168.1.3 
Facility: Default (local0) 
Buffered size: 50 Entries 



 
LogBuffer: (0 Entries) 

LogFile: (0 Entries) 

2.6.3 Console Log 
System logging messages can be displayed in switch console. 

Follow the steps below to enable the Syslog console.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 logging console Enable Syslog Console. 
Step 3 End Exits the configuration mode. 
Step 4 show logging Displays the Syslog configuration. 
Step 5 write startup-config Optional step ς saves this configuration 

to be part of startup configuration. 

 

¢ƘŜ άƴƻ ƭƻƎƎƛƴƎ ŎƻƴǎƻƭŜέ ŎƻƳƳŀƴŘ ŘƛǎŀōƭŜǎ console logging. 

 

The example below shows the commands used to enable Syslog console.  

SMIS# configure terminal 
SMIS(config)# logging console 
SMIS(config)# end 
SMIS# show logging 

System Log Information 

---------------------- 
Syslog logging: enabled(Number of messages 0) 
Console logging: enabled(Number of messages 0) 
File logging: disabled(Number of messages 0) 
Log File Name: 
File Max Entries: 500 
TimeStamp option: enabled 
Trap logging: Critical 
Log server IP: None 
Facility: Default (local0) 
Buffered size: 50 Entries 
LogBuffer: (0 Entries) 

LogFile: (0 Entries) 

2.6.4 Log File  
System logging messages can be stored as a log file in the switch NVRAM. 

Follow the steps below to enable storing logs in a file. 

Step Command Description 
Step 1 configure terminal Enters the configuration mode 



Step 2 logging file <filename> max-entries <short (1-
8000)> 

Enable storing Logs in a File. 
 
Filename ς Specify file name of upto 32 
characters. 
 
ShortςSpecify entries that can stored in 
file in range 1-8000. 

Step 3 End Exits the configuration mode. 
Step 4 show logging Displays the Syslog configuration. 
Step 5 write startup-config Optional step ς saves this configuration 

to be part of startup configuration. 

 

 

¢ƘŜ άƴƻ ƭƻƎƎƛƴƎ ŦƛƭŜέ ŎƻƳƳŀƴŘ ŘƛǎŀōƭŜǎ the logging of system message in a file. 

 

The example below shows the commands used to enable storing logs in a file.  

SMIS# configure terminal 
SMIS(config)#logging file log1 
SMIS(config)# end 
SMIS# show logging file 

LogFile(2 Entries) 
<129> Apr 29 10:11:30 2013:INTF-1:Interface Fx0/22 status changed to UP 

<129> Apr 29 10:11:31 2013:INTF-1:Interface Fx0/22 status changed to UP 

SMIS# 
SMIS# show logging 

System Log Information 

---------------------- 
Syslog logging: enabled(Number of messages 0) 
Console logging: disabled(Number of messages 0) 
File logging: enabled(Number of messages 2) 
Log File Name: log1 
File Max Entries: 500 
TimeStamp option: enabled 
Trap logging: Critical 
Log server IP: None 
Facility: Default (local0) 
Buffered size: 50 Entries 
 
LogBuffer: (11 Entries) 
<135> Apr 29 10:11:05 2013:DHC-7: Exitting DHCPC Task Init 
<135> Apr 29 10:11:05 2013:DHC-7: Entered in DhcpCIntSelectTaskMain fn 
<135> Apr 29 10:11:05 2013:DHC-7: Entered in DhcpCSocketOpen fn 
<135> Apr 29 10:11:06 2013:DHC-7: Rcvd Event 4 
<135> Apr 29 10:11:06 2013:DHC-7: Rcvd Msg 13cf2878 type : 1 
<135> Apr 29 10:11:06 2013:DHC-7: Rcvd Msg 13cf2890 type : 1 



<135> Apr 29 10:11:06 2013:DHC-7: Rcvd Event 4 
<135> Apr 29 10:11:06 2013:DHC-7: Rcvd Msg 13cf4448 type : 1 
<135> Apr 29 10:11:07 2013:DHC-7: Rcvd Event 4 
<135> Apr 29 10:11:07 2013:DHC-7: Rcvd Msg 13cf4908 type : 1 
<129> Apr 29 10:11:31 2013:INTF-1: Interface Fx0/22 status changed to UP 
LogFile(2 Entries) 
<129> Apr 29 10:11:30 2013:INTF-1: Interface Fx0/22 status changed to UP 

<129> Apr 29 10:11:31 2013:INTF-1: Interface Fx0/22 status changed to UP 

 

2.6.5 Logging Buffer  
The log messages are stored in a circular internal buffer in which older messages are overwritten once the 
buffer is full. The Syslog buffer size is configurable in Supermicro switches. 

Follow the steps below to configure the Syslog buffer.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 logging buffered <size (1-200)> Configure Syslog Buffer with maximum 

size of 200 entries. 
Step 3 End Exits the configuration mode. 
Step 4 show logging Displays the Syslog configuration. 
Step 5 write startup-config Optional step ς saves this configuration 

to be part of startup configuration. 

 

 

The άƴƻ logging bufferedέ command resets the logging buffer to its default value of 50 
entries. 

 

The example below shows the commands used to configure Syslog Buffer.  

SMIS# configure terminal 
SMIS(config)#logging buffered 200 
SMIS(config)# end 
SMIS# show logging 

System Log Information 

---------------------- 
Syslog logging: enabled(Number of messages 0) 
Console logging: disabled(Number of messages 0) 
File logging: disabled(Number of messages 0) 
Log File Name: 
File Max Entries: 500 
TimeStamp option: enabled 
Trap logging: Critical 
Log server IP: None 
Facility: Default (local0) 
Buffered size: 200 Entries 



LogBuffer(11 Entries) 
<135> Apr 29 10:11:05 2013:DHC-7:Exitting DHCPC Task Init 
<135> Apr 29 10:11:05 2013:DHC-7:Entered in DhcpCIntSelectTaskMain fn 
<135> Apr 29 10:11:05 2013:DHC-7:Entered in DhcpCSocketOpen fn 
<135> Apr 29 10:11:07 2013:DHC-7:Rcvd Event 4 
<135> Apr 29 10:11:07 2013:DHC-7:Rcvd Msg 13cb8128 type: 1 
<135> Apr 29 10:11:07 2013:DHC-7:Rcvd Event 4 
 
<135> Apr 29 10:11:07 2013:DHC-7:Rcvd Msg 13cb8128 type: 1 
<135> Apr 29 10:11:07 2013:DHC-7:Rcvd Event 4 
<135> Apr 29 10:11:07 2013:DHC-7:Rcvd Msg 13cf4258 type: 1 
<135> Apr 29 10:11:08 2013:DHC-7:Rcvd Event 4 
<135> Apr 29 10:11:08 2013:DHC-7:Rcvd Msg 13cf4858 type: 1 
LogFile: (0 Entries) 

2.6.6 Facility  
The Syslog facility provides approximate details regarding which part of the system the Syslog message 
originated from.  

Follow the steps below to configure the Syslog facility. 

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 logging facility {local0 | local1 | local2 | local3 | 

local4 | local5 | local6 | local7|} 
Configure Syslog Facility. 

Step 3 End Exits the configuration mode. 
Step 4 show logging Displays the Syslog configuration. 
Step 5 write startup-config Optional step ς saves this configuration 

to be part of startup configuration. 

 

 

 
The άƴƻlogging facilityέ command resets the logging facility to its default value of Local0.  

 

The example below shows the commands used to configure the Syslog facility.  

SMIS# configure terminal 
SMIS(config)#logging facility local5 
SMIS(config)# end 
SMIS# show logging 

System Log Information 

---------------------- 
Syslog logging: enabled(Number of messages 0) 
Console logging: disabled(Number of messages 0) 
File logging: disabled(Number of messages 0) 
Log File Name: 
File Max Entries: 500 
TimeStamp option: enabled 
Trap logging: Critical 



Log server IP: None 
Facility: local5 

Buffered size: 50 Entries 
LogBuffer: (0 Entries) 

LogFile: (0 Entries) 

2.6.7 Trap s 
Supermicro switches provide an option for specifying the type of traps that are to be logged.  

Follow the steps below to configure logging traps.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 logging trap [{ <level (0-7)> | alerts | critical | 

debugging | emergencies |errors |informational | 
notification | warnings }] 

Configure Logging Traps. 
 
There are various levels of traps that 
can be logged. 
 
Level 0 ς Emergencies 
Used for logging messages that are 
equivalent to a panic condition. 
 
Level 1 ςAlerts 
Used for logging messages that require 
immediate attention. 
 
Level 2 ς Critical 
Used for logging critical errors. 
 
Level 3 ςErrors 
Used for error messages. 
 
Level 4 ςWarning 
Used for logging warning messages 
 
Level 5 ςNotification 
Used for logging messages that require 
attention but are not errors 
 
Level 6 ς Informational 
Used for logging informational 
messages. 
 
Level 7 ς Debugging 
Used for logging debug messages.  

Step 3 End Exits the configuration mode. 
Step 4 show logging Displays the Syslog configuration. 
Step 5 write startup-config Optional step ς saves this configuration 

to be part of startup configuration. 

 



 

¢ƘŜ άƴƻ ƭƻƎƎƛƴƎ ǘǊŀǇέ ŎƻƳƳŀƴŘ ǊŜǎŜǘǎ trap lƻƎƎƛƴƎ ǘƻ ƛǘǎ ŘŜŦŀǳƭǘ ǾŀƭǳŜ ƻŦ Ψ/ǊƛǘƛŎŀƭΩΦ 

 

The example below shows the commands used to configure logging traps.  

SMIS# configure terminal 
SMIS(config)# logging trap 5 
SMIS# end 
SMIS(config)# show logging 

System Log Information 

---------------------- 
Syslog logging: enabled(Number of messages 0) 
Console logging: disabled(Number of messages 0) 
File logging: disabled(Number of messages 0) 
Log File Name: 
File Max Entries: 500 
TimeStamp option: enabled 
Trap logging: Notification 

Log server IP: None 
Facility: Default (local0) 
Buffered size: 200 Entries 
LogBuffer: (11 Entries) 
<135> Apr 29 10:11:05 2013:DHC-7:Exitting DHCPC Task Ini 
<135> Apr 29 10:11:05 2013:DHC-7:Entered in DhcpCIntSelectTaskMain fn 
<135> Apr 29 10:11:05 2013:DHC-7:Entered in DhcpCSocketOpen fn 
<135> Apr 29 10:11:07 2013:DHC-7:Rcvd Event 4 
<135> Apr 29 10:11:07 2013:DHC-7:Rcvd Msg 13cb8128 type : 1 
<135> Apr 29 10:11:07 2013:DHC-7:Rcvd Event 4 
<135> Apr 29 10:11:07 2013:DHC-7:Rcvd Msg 13cb8128 type : 1 
<135> Apr 29 10:11:07 2013:DHC-7:Rcvd Event 4 
<135> Apr 29 10:11:07 2013:DHC-7:Rcvd Msg 13cf4258 type : 1 
<135> Apr 29 10:11:08 2013:DHC-7:Rcvd Event 4 
<135> Apr 29 10:11:08 2013:DHC-7:Rcvd Msg 13cf4858 type : 1 
 
LogFile(0 Entries) 

2.6.8 Clear Log Buffer  
The Syslog buffer can be cleared to enable the fresh logging of messages. 

Follow the steps below to clear the log buffer.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 clear log buffer Clear Logging Buffer. 
Step 3 End Exits the configuration mode. 
Step 4 show logging Displays the Syslog configuration. 
Step 5 write startup-config Optional step ς saves this configuration 

to be part of startup configuration. 

 



The example below shows the commands used to clear the log buffer. 

SMIS# configure terminal 
SMIS(config)# clear log buffer 
SMIS(config)# end 
SMIS# show logging 

System Log Information 

---------------------- 
Syslog logging: enabled(Number of messages 0) 
Console logging: disabled(Number of messages 0) 
File logging: disabled(Number of messages 0) 
Log File Name: 
File Max Entries: 500 
TimeStamp option: enabled 
Trap logging: Critical 
Log server IP: None 
Facility: Default (local0) 
Buffered size: 50 Entries 
LogBuffer: (0 Entries) 

LogFile: (0 Entries) 

2.6.9 Clear Log File 
The Syslog file can be cleared to enable the fresh logging of messages. 

Follow the steps below to clear the log file.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 clear log file Clear Logging File. 
Step 3 End Exits the configuration mode. 
Step 4 show logging Displays the Syslog configuration. 
Step 5 write startup-config Optional step ς saves this configuration 

to be part of startup configuration. 

 

The example below shows the commands used to clear the log file. 

SMIS# configure terminal 
SMIS(config)# clear log file 
SMIS(config)# end 
SMIS# show logging 

System Log Information 

---------------------- 
Syslog logging: enabled(Number of messages 0) 
Console logging: disabled(Number of messages 0) 
File logging: disabled(Number of messages 0) 
Log File Name: 
File Max Entries: 500 
TimeStamp option: enabled 
Trap logging: Critical 



Log server IP: None 
Facility: Default (local0) 
Buffered size: 50 Entries 
LogBuffer: (0 Entries) 

LogFile: (0 Entries) 

2.7 Configuration Management  
This section describes the steps to save and manage the configuration files on the switch. It also describes 

ǘƘŜ ŦƛǊƳǿŀǊŜ ǳǇƎǊŀŘŜ ŀƴŘ άǊŜǎǘƻǊŜ ǘƻ ŦŀŎǘƻǊȅ ŘŜŦŀǳƭǘǎέ ŦǳƴŎǘƛƻƴǎΦ 

2.7.1 Save Startup-Config 
Switch configurations can be saved using the command write startup-config. A configuration saved as a 

startup configuration will be loaded automatically when switch reboots. The default startup configuration 

file name is iss.conf. This startup configuration file is stored in the flash memory. 

 
Follow the steps below to write existing switch configuration as startup-config.  

Step Command Description 
Step 1 write startup-config Configure Writing of Switch Configuration 

to a file or startup-config. 
Step 2 show startup-config Displays the startup configuration. 

 

The example below shows the command used to write existing switch configuration as startup-config. 

SMIS# write startup-config 

Building configuration, Please wait. May take a few minutes ... 
[OK] 
 

 

¢ƻ ŎƘŀƴƎŜ ǘƘŜ ŘŜŦŀǳƭǘ ǎǘŀǊǘǳǇ ŎƻƴŦƛƎ ŦƛƭŜ ƴŀƳŜΣ ǳǎŜ ǘƘŜ άǎŜǘ ǎǘŀǊǘǳǇ-ŎƻƴŦƛƎέ ŎƻƳƳŀƴŘΦ 

 

2.7.2 Save Running Configuration to File 
Switch configurations can be saved to a file either in local flash memory or to a remote TFTP server. 

 
Follow the steps below to write an existing switch configuration to a file.  

Step Command Description 
Step 1 write { flash:filename | tftp://ip -address/filename} Configure Writing of Switch 

Configuration to a file in the local flash 
memory or in a remote TFTP server. 
 
filename ς name of the configuration 
file. 
 



Step 2 show stored-config<filename> Displays the stored configuration file 
from local flash memory. 
 
filename ς name of the configuration 
file. 

 

The example below shows the commands used to write an existing switch configuration to a file. 

SMIS# write flash: r1sw1.conf 

Building configuration, please wait. May take a few minutes ... 
[OK] 
 
SMIS# writetftp://192.168.1.100/r1sw1.conf 

Building configuration, please wait. May take a few minutes ... 
[OK] 
 
SMIS# show stored-config r1sw1.conf 

vlan 1 
ports fx 0/1-48 untagged 
ports cx 0/1-4 untagged 
exit 
snmp view restricted 1 excluded nonvolatile 
setip igmp enable 
setip pim enable 
ip pim component 1 
exit 

2.7.3 Configuring Startup Config File Name 
Supermicro switches provide an option to select a file stored in flash memory as the startup configuration 
file that gets loaded when the switch is powered on or restarted. 

Follow the steps below to configure the startup configuration.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 set startup-config<filename> Configure Startup-config file name. 

 
filename ς name of the configuration 
file. 

Step 3 End Exits the configuration mode. 
Step 4 show startup-config Displays the configured startup 

configuration file contents. 

 

The example below shows the commands used to configure the switch startup configuration.   

SMIS# configure terminal 

SMIS(config)# set startup-config config2.conf 

SMIS(config)# end 



SMIS# show startup-config 

vlan 1 

ports fx 0/1-48 untagged 

ports cx 0/1-4 untagged 

exit 

snmp view restricted 1 excluded nonvolatile 

setip igmp enable 

setip pim enable 

ip pim component 1 

exit 

2.7.4 Copy Startup -config  
Supermicro switches support copying the switch startup configuration to a file in flash or remote location. 

Follow the steps below to copy startup-config to a file in a remote location or flash.  

Step Command Description 
Step 1 copy startup-config{flash:filename | tftp://ip-

address/filename} 
Copy from startup-config to a file in 
remote location or flash. 
 
filename ς name of the configuration 
file. 

 

The example below shows the commands used to copy startup-config to a file in flash.   

SMIS# copy startup-config flash:config5.txt 
Copied startup-config => flash:/mnt/config5.txt 
SMIS# 

2.7.5 Copy File  
The copy command copies the configuration file from flash memory to a remote TFTP server and vice 
versa. This command can be used to copy files locally within the flash memory also. 

Follow the steps below to copy the configuration file to a remote site/flash.  

Step Command Description 
Step 1 copy flash: filenametftp://ipaddress/filename 

 
 
copy tftp://ip -address/filename  flash: filename 
 
copy flash: filename flash: filename 

Copies a local flash file to remote TFTP 
server.  
 
Copies a remote file to local flash. 
 
Makes a copy of the file in the flash 
memory. 
filename ς name of the configuration 
file. 

 



The example below shows the commands used to copy a file to another file in remote site/flash. 

SMIS# copy flash:config1.txt flash:switch1.conf 

Copied flash:/mnt/config1.txt ==> flash:/mnt/switch1.conf 

SMIS# 

2.7.6 Deleting a Saved Configuration  
Supermicro switches allow for the deletion of the switch startup configuration and other stored 
configuration files. 

Follow the steps below to delete the startup-config file or other configuration files.  

Step Command Description 
Step 1 erase startup-config 

 
erase flash:filename 
 
 
 

Removes the startup-config. 
 
Deletes the configuration file from local 
flash. 
 
filename ς name of the configuration 
file. 

 

The example below shows the commands used to erase the startup-config file or another file.  

SMIS# erase flash:config1.txt 
Do you really want to delete file config1.txt? [y/n] 
% Deleted file config1.txt. 
SMIS# 

SMIS# erase startup-config 

Do you really want to delete startup configuration? [y/n] 
% Deleted startup configuration file. 
SMIS# 

1.1.1 Firmware Upgrade 
The switch supports upgrading from both the switch CLI and the ONIE shell. To upgrade from the switch 
CLI, use the file with the óswiô extension. To upgrade from the ONIE console, use the file with the óinstallerô 
extension. 

 

 

This command upgrades only the switch firmware. ONIE will not be upgraded. 

 

1.1.1.1 Firmware Upgrade from Switch CLI 

Follow the steps below to update the firmware image from the switch CLI: 

Step Command Description 
Step 1 firmware upgrade { tftp://ip-address/filename}  

 
Updates the firmware image from the 
remote TFTP server. 



 

 

 The example below shows the commands used to configure the firmware upgrade.  

SMIS# firmware upgrade tftp://100.100.100.1/SSE-F3548-fw-1.0.1.4.swi 

 

Use the file with the ΨǎǿƛΩ ŜȄǘŜƴǎƛƻƴ ǘƻ ǳǇƎǊŀŘŜ ŦǊƻƳ the switch CLI. 

 

1.1.1.2 Firmware Upgrade from ONIE Shell  

Follow the steps below to update the firmware image from the ONIE shell: 

Step Command Description 
Step 1 Boot the switch 

 
 

Boot the switch by powering on. If the 
switch is already on, use the ΨǊŜƭƻŀŘΩ 
command to reboot the switch. 

Step 2 From the grub menu, choose the ΨhbL9Ω ƻǇǘƛƻƴ ŀƴŘ 
press enter. 

The grub menu remains for only 4 
seconds, after 4 seconds the switch will 
automatically boot from the 
ΨSupermicro SSE-F3548 SwitchΩ ƻǇǘƛƻƴ, 
so, use the down arrow quick enough 
to move the cursor. 

Step 3 From the ONIE menu, choose the ΨhbL9Υ Lƴǎǘŀƭƭ h{Ω 
option and press enter. 

After 4 seconds the switch will 
automatically boot to the ONIE shell 
from the ΨhbL9Υ Lƴǎǘŀƭƭ h{Ω ƻǇǘƛƻƴΦ  

Step 4 onie-discovery-stop This step stops ONIE from discovering 
installer files from the network. 
Stopping the discovery helps stop the 
discovery messages on the console and 
prevents the switch from installing 
from the random ONIE source 
connected to the network. 

Step 5 scp <username>@<hostname>:/<path>/SSE-F3548-
fw-x.x.x.x.installer ./ 

Username is the login user on the 
remote Linux server.  
Use the firmware file with the 
ŜȄǘŜƴǎƛƻƴ ΨƛƴǎǘŀƭƭŜǊΩΦ 

Step 6 ¢ȅǇŜ ΨȅΩ ŀƴŘ ǇǊŜǎǎ ŜƴǘŜǊ ǘƻ ŎƻƴŦƛǊƳ ǿƘŜƴ ǘƘŜ ǎǿƛǘŎƘ 
prompts  
άDo you want to continue connecting? (y/n)έΦ 

 

Step 7 onie-nos-install ./SSE-F3548-fw-x.x.x.x.installer The switch will install the firmware and 
reboot with new firmware. 

 

 The example below shows the commands used to upgrade the firmware from the ONIE shell.  

ONIE:/ # onie-discovery-stop 

ONIE:/ # scp admin@10.10.10.10:/home/tftp/SSE-F3548-fw-1.0.1.4.installer ./  

ONIE:/ # onie-nos-install ./SSE-F3548-fw-1.0.1.4.installer 

mailto:admin@10.10.10.10:/home/tftp/SSE-F3548-fw-1.0.1.4.installer%20./


 

 

Use the file with the ΨƛƴǎǘŀƭƭŜǊΩ ŜȄǘŜƴǎƛƻƴ ǘƻ ǳǇƎǊŀŘŜ ŦǊƻƳ hbL9 ǎƘŜƭƭΦ 

 

 

After booting to the ONIE shell, stop the ONIE discovery as quickly as possible to prevent 
the switch from initiating an installation from rouge ONIE boot sources. Installation from 
the wrong source could damage the switch. 
9ƴǘŜǊƛƴƎ ΨhbL9Υ Lƴǎǘŀƭƭ h{Ω ǿƛƭƭ ŜǊŀǎŜ ǘƘŜ ƎǊǳō ƳŜƴǳ, so a new image will need to be 
installed before rebooting the device. 

 

2.7.7 Boot-up Options  
Supermicro switches support dual firmware images (ñnormalò and ñfallbackò). The switch boots up from the 
normal firmware image by default. Users can configure the switch to boot from the fallback firmware image. 

Follow the steps below to configure the switch boot-up firmware option.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 set boot-up {normal | fallback} Configure Switch Boot-Up options. 
Step 3 End Exits the configuration mode. 
Step 4 show system information Displays the system information 

configuration. 

 

 

The boot-up configuration is automatically stored as part of the startup-config file. 

 

The example below shows the commands used to configure the switch boot-up options.  

SMIS# configure terminal 
SMIS(config)# set boot-up fallback 
SMIS(config)# end 
SMIS# show system information 

Switch Name: SMIS 
Switch Base MAC Address: 00:30:48:e3:70:bc 
SNMP EngineID: 80.00.08.1c.04.46.53 
System Contact: http://www.supermicro.com/support 
System Location: Supermicro 
Logging Option: Console Logging 
Login Authentication Mode: Local 
Snoop Forward Mode: MAC based 
Config Restore Status: Not Initiated 
Config Restore Option: No restore 
Config Restore Filename: iss.conf 
ConfigSave IP Address: 0.0.0.0 
Device Up Time: 0 days 0 hrs 0 mins 53 secs 



Boot-up Flash Area: Fallback 

NTP Broadcast Mode: No 
[NTP] ntp is disabled 
 
     Server      Key   Prefer 
=============== =====  ====== 
 Key #    Key 
=======  ==================================== 
 Time zone offset not set 

2.7.8 Reset to Factory Defaults  
Supermicro switches can be reset to the factory defaults using a CLI command.  

Follow the steps below to reset to the factory defaults.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 reset-to-factory-defaults Configure Factory Defaults. 

 

 

Resetting to factory defaults will remove all stored configurations, files on the flash memory, 
user accounts and the management IP address. 
 
After resetting to factory defaults, the switch can be managed from serial console with the 
default administrator user name ADMIN and password ADMIN. 

 
The example below shows the command to reset to the factory defaults.   
SMIS(config)# reset-to-factory-defaults 
This command will reset settings to the factory defaults. 
After resetting to factory defaults, the switch will be reloaded immediately. 
Do you really want to execute this command and reload the switch? [y/n] 

2.8  Zero Touch Provisioning  
Zero Touch Provisioning (ZTP) helps to auto provision Supermicro switches without manual intervention. 
ZTP also helps to upgrade the switch firmware automatically. 
 
SSE-F3548S/R switches come with the default management IP address set to DHCP mode. When switches 
boot up, the management IP address is received from the DHCP server. The DHCP server can also be 
configured to supply the switch configurations and firmware image when assigning IP addresses to 
Supermicro switches. 
 
ZTP is enabled by default in Supermicro switches.  
 

 

When users prefer to save a configuration locally on the switch using the άǿǊƛǘŜ ǎǘŀǊǘǳǇ-
ŎƻƴŦƛƎέ ŎƻƳƳŀƴŘ ƻǊ ƻǘƘŜǊ ǎƛƳƛƭŀǊ ŦǳƴŎǘƛƻƴŀƭƛǘƛŜǎΣ the switch will provide a warning message 
and disable the ZTP on user confirmation. This helps to restore the locally saved 
configuration without waiting for DHCP IP availability.  

 
 



2.8.1 ZTP Config Restore  
This section explains details on using ZTP to automatically configure Supermicro switches. 

2.8.1.1 DHCP Server Configuration 

Switches expect the following information from the DHCP server to restore configurations supplied along 

with DHCP IP. 

1. Configuration File Name 
2. TFTP Server IP Address 

Configuration File Name 

The configuration file name is sent to switches from the DHCP server using vendor specific option 43 in sub 

option 01.  

This is a simple text field that carries the configuration file name with the path in respect to the TFTP server 

root directory. If this file is kept in the TFTP root directory in the TFTP server, this field is a simple file name. 

TFTP Server IP Address 

The configuration file needs to be available in a TFTP server for a switch to download.  

 

The TFTP serverΩǎ IP address is sent to switches from the DHCP server using standard DHCP option 66, tftp -

server-name. This field needs to be 

configured in IP address format (e.g. 

xxx.xxx.xxx.xxx). Switches cannot 

accept server names, as domain name 

resolution is not supported.  

 

These options can be added to 

dhcpd.conf as shown in the example 

below. 

The lines in bold are newly required, 

other lines are shown for clarity. 

# Need to add the lines below to 

define option 43.1 for Supermicro 

switches. 

2.8.1.2 Switch Configuration 

Restore 

A ZTP configuration restore feature is enabled in Supermicro switches by default. The default management 

IP address configuration is DHCP mode. Hence, when switches boot up with DHCP, it gets the configuration 

file and applies the configuration. 

The diagram below shows how a switch restores the configuration in ZTP and non-ZTP case. 

option space smc-op; 

option smc-op.config-file-name code 1 = text; 

option smc-op-encapsulation code 43 = encapsulate smc-op; 

 

# network for Supermicro switches 

subnet 172.31.0.0 netmask 255.255.0.0 { 

   range 172.31.30.10 172.31.30.79; 

   # the below lines added for automatic restore of configuration 

   option smc-op.config-file-name "smcSwitch.conf"; 

   option tftp -server-name "172.31.43.59"; 

} 



  

Restore Local Config. If 

no local config, factory 

defaults 
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up 

Restore ZTP 

 config file. 

Static IP DHCP IP 

No Yes 
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No 
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restore failed. 
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2.8.2 ZTP Info 
¢ƘŜ άǎƘƻǿ ǎȅǎǘŜƳ ƛƴŦƻǊƳŀǘƛƻƴέ ŎƻƳƳŀƴŘ ƛƴ /[L ŘƛǎǇƭŀȅǎ ǘƘŜ ½¢t ǊŜƭŀǘŜŘ ƛƴŦƻǊƳŀǘƛƻƴ, including the 

following: 

ZTP Config Restore Option                 - Default ZTP Enabled 

Config Restore ZTP Filename             - The name of the configuration file restored using ZTP. If ZTP restore is 

not applied, this field will be empty. 

Config Restore ZTP TFTP IP Address ς The IP address of the TFTP server from where the ZTP config file is 

downloaded. If ZTP restore is not applied, this field will be empty. 

¢ƘŜ ά/ƻƴŦƛƎ wŜǎǘƻǊŜ hǇǘƛƻƴέ ǿƛƭƭ also ǎƘƻǿ ά½¢t wŜǎǘƻǊŜέ ƛŦ a ZTP restore is attempted. 

 

This information can be seen in the web interface on the άǎȅǎǘŜƳ ǎŜǘǘƛƴƎǎέ ǇŀƎŜ ƛƴ the άǎȅǎǘŜƳ 

ƳŀƴŀƎŜƳŜƴǘέ ƎǊƻǳǇΦ 

2.8.3 ZTP Firmware Upgrade  
 

This section explains details on using ZTP to automatically upgrade firmware on Supermicro switches. 

 

2.8.3.1 DHCP Server Configuration 

Switches expect the following information from the DHCP server to upgrade the firmware supplied along 

with DHCP IP. 

1. Firmware Image File Name 
2. TFTP Server IP Address 

 

Firmware Image File Name 

The firmware image name is sent to switches from the DHCP server using vendor specific option 43 in sub 

option 04.  

This simple text field carries the firmware image file name with the path in respect to the TFTP server root 

directory. If this file is kept in the TFTP root directory in a TFTP server, this field is a simple file name. 

 

TFTP Server IP Address 

The configuration file needs to be available on a TFTP server for the switch to download.  

TFTP server IP address is sent to switches from the DHCP server using standard DHCP option 66, tftp -server-

name. This field needs to be configured in IP address format (e.g. xxx.xxx.xxx.xxx). Switches cannot accept 

server names, as domain name resolution is not supported.  

These options can added to dhcpd.conf as shown in the below example. 



The lines in bold are newly required, other lines are shown for clarity. 

# Need to add the below lines to define option 43.1 for Supermicro switches 

 

 

 

 

 

 

 

 

 

 

 

 

2.8.3.2 Switch Firmware Upgrade  

The ZTP firmware upgrade feature is enabled in Supermicro switches by default. The default management 

IP address configuration is DHCP mode. Hence, when switches boot up with DHCP, it gets the firmware image 

file and checks whether an upgrade is needed or not. 

The diagram below shows how a switch upgrades the firmware in ZTP. 

 

 

 

 

option space smc-op; 

option smc-op.config-file-name code 1 = text; 

option smc-op.fw-img-file-name code 4 = text; 

option smc-op-encapsulation code 43 = encapsulate smc-op; 

 

# network for Supermicro switches 

subnet 172.31.0.0 netmask 255.255.0.0 { 

   range 172.31.30.10 172.31.30.79; 

   # the below lines added for automatic restore of configuration 

   option smc-op.config-file-name "smcSwitch.conf"; 

   option tftp -server-name "172.31.43.59"; 

   option smc-op.fw-img-file-name "SSE-F3548-fw-1.0.1.4.swi"; 

 

} 

No firmware upgrade Got 

DHCP? 

No Yes 

Is Static or 

DHCP IP? 

Switch Boots 

up 

Static IP DHCP IP 



 

 

 

 

 

 

 

 

 

 

 

  



2.8.4 Disable ZTP 
If a customer prefers not to use ZTP and wants to disable ZTP for any reason, it can be done. When ZTP is 

disabled, a switch always loads the local configuration file. If no local configuration file is available, a switch 

comes up with a default configuration. Similarly when ZTP is disabled, a switch does not upgrade firmware 

automatically. 

¢ƻ ŘƛǎŀōƭŜ ½¢t ƛƴ /[LΣ ǇƭŜŀǎŜ ǳǎŜ ǘƘŜ άȊǘǇ ŘƛǎŀōƭŜέ ŎƻƳƳŀƴŘ ƛƴ ŎƻƴŦƛƎ ƳƻŘŜΦ 

¢ƻ ŜƴŀōƭŜ ½¢t ōŀŎƪ ƛƴ /[LΣ ǇƭŜŀǎŜ ǳǎŜ ǘƘŜ άȊǘǇ ŜƴŀōƭŜέ ŎƻƳƳŀƴŘ ƛƴ ŎƻƴŦƛƎ ƳƻŘŜΦ 

This option can be enabled or disabled in the web interface on άǎȅǎǘŜƳ ǎŜǘǘƛƴƎǎέ ǇŀƎŜ ƛƴ the άǎȅǎǘŜƳ 

ƳŀƴŀƎŜƳŜƴǘέ ƎǊƻǳǇΦ 

 

2.8.5 DHCP Vendor Class 
Supermicro switches advertise its vendor 

class information on DHCP (discover and 

request) packets. The DHCP vendor class 

option 60 is used for this purpose.  

 

The SSE-F3548S/R switch advertises the 

ǾŜƴŘƻǊ Ŏƭŀǎǎ ŀǎ άSSE-F3548έΦ 

 

This vendor class information can be used 

in DHCP servers to send ZTP options only to 

the relevant switch models.  

The example below shows a DHCP server 

configuration that uses vendor class 

information to send ZTP options for 

Supermicro switch SSE-F3548S/R. 

 

 

2.9 Tracking Uplink 

Failure s 
The Uplink Failure Tracking Feature (ULFT) is useful for Supermicro switches. This helps servers move to 

redundant Ethernet ports in case any switch uplink fails. 

The user can configure one or more groups for ULFT. Each group can have one or more uplinks and one or 

more downstream ports. 

class "vendor-class" { 

    match option vendor-class-identifier; 

} 

option space smc-op; 

option smc-op.config-file-name code 1 = text; 

option smc-op.fw-img-file-name code 4 = text; 

option smc-op-encapsulation code 43 = encapsulate smc-op; 

subnet 172.31.0.0 netmask 255.255.0.0 { 

   range 172.31.30.10 172.31.30.79; 

   subclass "vendor-class" "F3548" { 

     option smc-op.config-file-name "iss-11.conf"; 

     option smc-op.fw-img-file-name "SSE-F3548-fw-1.0.1.4.swi"; 

     option tftp-server-name "172.31.33.5"; 

   } 

} 



 

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 link-status-tracking enable  

Enabling uplink failure tracking feature 

Step 3 
link-status-tracking group <id> 

Creating group 

Step 4 
link-status-tracking group <id> upstream Adding uplink to group 

Step 5 
link-status-tracking group <id> downstream Adding downstream ports to group 

Step 6 
link-status-tracking disable Disabling uplink failure tracking feature 

Step 7 End Exits the configuration mode. 
Step 8 show link-status-tracking Displays the link-status-tracking 

configuration. 
Step 9 write startup-config Optional step ς saves this configuration 

to be part of startup configuration. 

 

For example, if it is desired to bring down all fourteen ports from fx 0/1 to fx 0/14 when uplink interfaces fx 

0/15 and fx 0/16 go down: 

SMIS# configure terminal 
SMIS(config)# link-status-tracking enable 
SMIS(config)# link-status-tracking group 1 
SMIS(config)# interface range fx0/15-16 
SMIS(config-if)# link-status-tracking group 1 upstream 
SMIS(config-if)# exit 
SMIS(config)# interface range fx0/1-14 
SMIS(config-if)# link-status-tracking group 1 downstream 
SMIS(config-if)# exit 
SMIS(config)# link-status-tracking disable 
SMIS(config)# show link-status-tracking 

Note: 

If more than one uplink port is configured, all downstream ports will be brought down only when all 

upstream ports are down. 

  



3 VLAN 
 

3.1 VLAN Basics 
A Virtual LAN (VLAN) is a logical switched LAN formed by segmenting physical Local Area Networks (LANs).  

Segmenting a switched LAN as one or more VLANs provides the following advantages: 

Ý Limits multicast and broadcast floods only to the required segments of the LAN to save LAN 

bandwidth 

Ý Provides secured LAN access by limiting traffic to specific LAN segments 

Ý Eases management by logically grouping ports across multiple switches 

Figure VLAN-1: VLANs on a Switched LAN 

 

VLANs work in same way as physical LANs. The packets from the end stations of a VLAN are switched only 

to other end stations or network devices inside that VLAN.  To reach devices in another VLAN, the packets 

have to be routed from one VLAN to another. Supermicro L2/L3 switches support such Inter VLAN routing 

to route packets across different VLANs. Inter VLAN rƻǳǘƛƴƎ ƛǎ ŘƻƴŜ ōȅ ŎǊŜŀǘƛƴƎ ά[ŀȅŜǊ о LƴǘŜǊŦŀŎŜ ±[!bǎέΦ   

3.2  VLAN Support 
Supermicro switches support the three types of VLANs: MAC based VLANs, protocol based VLANs and port 

based VLANs. 

 

 

 

Figure VLAN-2: Types of VLANs Supported 
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Once a packet is received, a switch tries to identify the VLAN for the received packet. This VLAN 

identification is done according to the procedure below. 

If the incoming packet has a VLAN tag and the VLAN ID in the tag is not equal to zero, then this VLAN ID is 

used as the VLAN for this packet. 

If the incoming packet does not have a VLAN tag (untagged packet) or if the VLAN ID in the VALN tag is 

equal to zero (priority tagged packet), the packet is considered as untagged/priority tagged and the below 

steps are used to identify the VLAN for this untagged/priority tagged packet. 

Step 1: Use the source MAC of the incoming packet and check the MAC VLAN mapping. If the VLAN is 

found for this source MAC, that VLAN ID is used as the VLAN for this packet. If the MAC VLAN is not found, 

proceed to the next step. 

Step 2: Use the protocol field from the incoming packet layer 2 header and check the protocol VLAN table. 

If a protocol VLAN is found, that VLAN ID is used as the VLAN for this packet. If a protocol VLAN is not 

found, proceed to the next step. 

Step 3: This step identifies the VLAN based on a port based VLAN configuration. If the received port is in 

access mode, the configured access VLAN (default is VLAN 1) is used as the VLAN for this packet. If the 

received port is in trunk mode, the configured trunk native VLAN (default is VLAN 1) is used as the VLAN for 

this packet. If the received port is in hybrid mode, the configured PVID (default is VLAN 1) is used as the 

VLAN for this packet.  

This VLAN identification procedure is shown in Figure VLAN-3: VLAN Identification Procedure.  

Once the VLAN is identified for the received packet, the switch checks if the received port is a member of 

this identifier VLAN. If the received is not member of the identified VLAN, the packet is dropped. If the 

received port is a member of the identified VLAN, then it will be forwarded to other member ports of this 

VLAN based on the forwarding logic. If there are no other member ports for this VLAN, the packet will most 

likely be dropped unless it was routed or sent to the CPU or redirected by an ACL rule.  

 

Figure VLAN-3: VLAN Identification Procedure 
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3.3 VLAN Numbers 
SSE-F3548S/R supports 4K static VLANs. 

SSE-F3548S/R switches support VLAN identifiers from 1 to 4069 for user created VLANs. VLAN identifiers 

4070 to 4094 are reserved for internal use.  
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¢ƘŜ ŎƻƳƳŀƴŘ άshow vlan device infoέ ŘƛǎǇƭŀȅǎ ǘƘŜ ƳŀȄƛƳǳƳ ±[!b ƛŘŜƴǘƛŦƛŜǊǎ ŀƴŘ ǘƻǘŀƭ 
number of VLANs supported by the switch.  

 

SSE-F3548S/R supports 1024 MAC based VLANs. 

Supermicro switches support 16 protocol groups for protocol based VLANs. These 16 protocol groups can 

be mapped to different VLANs in every port. The same protocol group can be associated with different 

VLANs in different ports. 

3.4  VLAN Defaults 
Supermicro switches boot up with VLAN 1, which is a default Layer 2 VLAN. The switchable ports of all 

switches are added to this default VLAN 1 as hybrid ports. This default setup helps switch forwarding traffic 

across all the ports without the need of any user configuration. 

Users can modify the port members of this VLAN 1 by adding or removing any ports to this VLAN 1 as 

either tagged or untagged ports. The easier way is to change the port modes to ŜƛǘƘŜǊ ά!ŎŎŜǎǎέ ƻǊ ά¢Ǌǳƴƪέ 

ǇƻǊǘǎ ŀƴŘ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǊŜƭŜǾŀƴǘ ±[!bǎΦ ¢ƘŜ ά!ŎŎŜǎǎέ ŀƴŘ ά¢Ǌǳƴƪέ ƳƻŘŜǎ ŀǊŜ ŘŜǎŎǊƛōŜŘ ƛƴ detail in later 

sections. 

 

 

VLAN 1 cannot be deleted by the user. If user wants to prohibit traffic from/to VLAN 1, then 
ǊŜƳƻǾŜ ŀƭƭ ǘƘŜ ǇƻǊǘǎ ŦǊƻƳ ±[!b м ōȅ ǳǎƛƴƎ ǘƘŜ άno portsέ ŎƻƳƳŀƴŘ available in the VLAN 
configuration mode. !ŦǘŜǊ ǊŜƳƻǾƛƴƎ ŀƭƭ ǘƘŜ ǇƻǊǘǎΣ άǎƘƻǿ Ǿƭŀƴ ƛŘ мέ ŎƻƳƳŀƴŘ ǎƘƻǳƭŘ ŘƛǎǇƭŀȅ 
ΨƴƻƴŜΩ ŀǎ ǎƘƻǿƴ ōŜƭƻǿΦ 
SMIS(config)# show vlan id 1 
 
Vlan database 
------------- 
Vlan ID                    : 1 
Member Ports               : None 
Hybrid Tagged Ports        : None 
Hybrid Untagged Ports      : None 
Hybrid Forbidden Ports     : None 
Access Ports               : None 
Trunk Ports                : None 
Name                       : 
Status                     : Permanent 
---------------------------------------------------- 
 
SMIS(config)# 

 

The port based VLAN identifier (PVID) for all the switch ports is set to 1 by default. The PVID is used to 

associate ƛƴŎƻƳƛƴƎ ǳƴǘŀƎƎŜŘ ǇŀŎƪŜǘǎ ǘƻ ǇƻǊǘ ōŀǎŜŘ ±[!bǎ ŦƻǊ ǘƘŜ ǇƻǊǘǎ ƛƴ άIȅōǊƛŘέ ƳƻŘŜΦ ¦ǎŜǊǎ Ŏŀƴ 

ƳƻŘƛŦȅ ǘƘŜ t±L5 ŦƻǊ ǎǿƛǘŎƘ ǇƻǊǘǎ ǘƻ ŀƴȅ ±[!b ƛŘŜƴǘƛŦƛŜǊ ŦƻǊ άIȅōǊƛŘέ ǇƻǊǘǎΦ  



¢ƘŜ ǎǿƛǘŎƘ ǇƻǊǘ ƳƻŘŜ ƛǎ ǎŜǘ ǘƻ άƘȅōǊƛŘέ ŦƻǊ ŀƭƭ ǎǿƛǘŎƘ ǇƻǊǘǎ ōȅ ŘŜŦŀǳƭǘΦ ¦ǎŜǊǎ Ŏŀƴ ŎƘŀƴƎŜ ǘƘŜ ǇƻǊǘ ƳƻŘŜ ŀǎ 

explained in the Port Based VLAN section. 

VLAN 1 is configured as the default native VLAN for all trunk interfaces. Users can change the native VLANs 

for trunk interfaces as explained in the Native VLAN on Trunk section. 

Protocol based VLAN is enabled by default.  

 

Supermicro switches do not create VLANs by default except for VLAN 1. Users need to 
create all the VLANs used on their network in Supermicro switches. Trunk ports will be able 
to carry only VLANs created in Supermicro switches. 

 

3.5  Creating VLANs 
Follow the steps below to create VLANs in Supermicro switches. 

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 vlan <vlan-list> 

 
Creates a VLAN using vlan command. 
 
vlan-list ς may be any vlan number or 
list of vlan numbers. Multiple vlan 
numbers can be provided as comma-
separated values. Consecutive vlan 
numbers can be provided as a range, 
such as 5-10.  
 
User can configure VLANs with 
identifiers 1 to 4069. 

Step 3 show vlan Displays the configured VLANs 
Step 4 write startup-config Optional step ς Save these VLAN 

configuration to be part of startup 
configuration. 

 

The examples below show various ways of creating VLANs. 

Create a VLAN with identifier 10  

SMIS# configure terminal 
SMIS(config)# vlan 10 
SMIS(config-vlan)# exit 
 
Create VLANs with identifiers 20 to 30, 50 and 100 

SMIS# configure terminal 
SMIS(config)# vlan 20-30,50,100 
SMIS(config-vlan)# exit 
 
 



3.6  Removing VLANs 
Follow the steps below to remove VLANs from Supermicro switches. 

Step Command Description 
Step 1 configure terminal Enter the configuration mode 
Step 2 no vlan <vlan-list> 

 
Remove VLANs using the no vlan 
command. 
 
vlan-list ς may be any vlan number or 
list of vlan numbers. Multiple vlan 
numbers can be provided as comma 
separated list. Consecutive vlan 
numbers can be provided as ranges like 
5-10.  

Step 3 show vlan To display the configured VLANs 
Step 4 write startup-config Optional step ς Save these VLAN 

configuration to be part of startup 
configuration. 

 

The below examples show ways to remove VLANs. 

Delete a VLAN with identifier 10 

SMIS# configure terminal 
SMIS(config)# no vlan 10 
 
Delete VLANs with identifier 20 to 30, 50 and 100 
SMIS# configure terminal 
SMIS(config)# no vlan 20-30,50,100 
SMIS(config-vlan)# exit 
 

3.7  VLAN Name 
VLANs can be associated with a label name string for easier configuration and identification.  

Follow the steps below to add or modify a name string to any VLAN in Supermicro switches. 

 

Step Command Description 
Step 1 configure terminal Enters the configuration mode. 
Step 2 vlan <vlan-list> 

 
Enters the VLAN configuration mode. 
 
vlan-list ς may be any VLAN number or 
list of VLAN numbers. Multiple VLAN 
numbers can be provided as comma-
separated values. Consecutive VLAN 
numbers can be provided as a range, 
such as 5-10.  
 



If multiple VLANs are provided, the 
same name string provided in next step 
will be associated with all these VLANs. 

Step 3 name <vlan-name-string> Associates a name string to this VLAN 
using the name command. 
 
vlan-name-string is any alphanumeric 
string up to 32 characters. 

Step 4 show vlan Displays the configured VLANs 
Step 5 write startup-config Optional step ς saves this VLAN 

configuration to be part of startup 
configuration. 

 

The example below shows the steps necessary to associate a name string to a VLAN. 

Associate name main_user_vlan to VLAN 50. 

SMIS# configure terminal 
SMIS(config)# vlan 50 
SMIS(config-vlan)# name main_user_vlan 
SMIS(config-vlan)# exit 
 

Follow the steps below to remove a name string from any VLAN in a Supermicro switch. 

Step Command Description 
Step 1 configure terminal Enters the configuration mode. 
Step 2 vlan <vlan-list> 

 
Enters the VLAN configuration mode. 
 
vlan-list ς may be any VLAN number or 
list of VLAN numbers. Multiple VLAN 
numbers can be provided as comma-
separated values. Consecutive VLAN 
numbers can be provided as a range, 
such as 5-10.  
 
If multiple VLANs are provided, the 
name string of all these VLANs will be 
removed by the next step. 

Step 3 no name Removes associated name string from 
this VLAN. 

Step 4 show vlan Displays the configured VLANs 
Step 5 write startup-config Optional step ς saves this VLAN 

configuration to be part of startup 
configuration. 

 

The example below shows steps to remove name string from a VLAN. 

Remove name from VLAN 50. 

SMIS# configure terminal 



SMIS(config)# vlan 50 
SMIS(config-vlan)# no name  
SMIS(config-vlan)# exit 
 

3.8  Port Based VLANs 
Port based VLANs are the simplest and most useful type of VLAN.  

In port based VLAN deployment, switch ports are associated with one or more VLANs as member ports.  

The traffic sent on the ports is decided by the VLAN membership and mode of the ports. Usually ports are 

ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ±[!bǎ ŀǎ ŜƛǘƘŜǊ άŀŎŎŜǎǎέ ǇƻǊǘ ƳŜƳōŜǊǎ ƻǊ άǘǊǳƴƪέ ǇƻǊǘ ƳŜƳōŜǊǎΦ {ǳǇŜǊƳƛŎǊƻ ǎǿƛǘŎƘŜǎ 

ǎǳǇǇƻǊǘ ŀƴ ŀŘŘƛǘƛƻƴŀƭ ǇƻǊǘ ƳƻŘŜ ŎŀƭƭŜŘ άƘȅōǊƛŘέΦ  

 

Port Channel interfaces also can be configured as VLAN member ports. 
 

 

Figure VLAN-4: Port Based VLANs 

 

3.8.1 Access Ports 
Access ports carry the traffic of only one VLAN. Any switch port can be configured as an access port. 

Usually switch ports connected to end stations (computers / servers) that have only one type of traffic are 

configured as access ports.  

 

Access ports cannot be configured to be part of more than one VLAN.  

 

Switches will not add VLAN tag headers to all the packets sent out on an access port. Switches expect to 

receive untagged or priority tagged (VLAN identifier 0) packets only at the access ports. If any tagged 

packets are received on an access port, the switch will drop them. Follow the below steps to configure any 

port as the access port of any VLAN. 
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Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 interface <interface-type> < interface-id> 

or 
interface range <interface-type> <interface-id> 

é. 
 

Enters the interface mode.  
 
interface-type ς may be any of the 
following:  
fx-ethernet ς fx 
cx-ethernet ς cx 
port-channel ς po 
 
interface-id is in slot/port format for all 
physical interfaces. It may be the port 
channel identifier for port channel 
interfaces. 
 
To configure multiple interfaces, use 
ǘƘŜ άinterface range Χέ ŎƻƳƳŀƴŘΦ ¢ƻ 
provide a range use a hypen (-) 
between the start and end interface 
numbers.  
E.g.: int range fx 0/1-10 
To provide multiple interfaces or 
ranges, use separate with a comma (,). 
E.g.: int range fx 0/1-10, fx 0/20 

Step 3 switchport mode access Sets the port mode as the access port. 
Step 4 switchport access vlan <vlan-id> Configures the access VLAN for this 

interface. The VLAN identifiers may be 
any VLAN number from 1 to 4069. 
 
 
If the given VLAN does not exist, switch 
will provide a warning message. Only 
when the VLAN available, the port will 
operate as an access port for that 
VLAN. 

Step 5 show vlan port config port <iftype> <ifnum> Displays the configured mode and 
accesses the VLAN for this interface. 

Step 6 write startup-config Optional step ς saves this VLAN 
configuration to be part of startup 
configuration. 

 

 

The άǎǿƛǘŎƘǇƻǊǘ ŀŎŎŜǎǎ Ǿƭŀƴέ ŎƻƳƳŀƴŘ ǿƛƭƭ ōŜ ŀŎŎŜǇǘŜŘ ƻƴƭȅ ƛŦ ǘƘŜ ǇƻǊǘ ƛǎ ƛƴ ŀŎŎŜǎǎ ƳƻŘŜΦ 
 
The άno switchport modeέ ŎƻƳƳŀƴŘ ǿƛƭƭ ŎƘŀƴƎŜ ǘƘŜ ǇƻǊǘ ƳƻŘŜ ǘƻ ǘƘŜ ŘŜŦŀǳƭǘ ƘȅōǊƛŘ ƳƻŘŜΦ 
For more details about hybrid mode, refer to the Hybrid Ports section. 
 
The άno switchport access vlanέ ŎƻƳƳŀƴŘ ǿƛƭƭ ǎŜǘ ǘƘŜ ŀŎŎŜǎǎ ±[!b ŀǎ ŘŜŦŀǳƭǘ ±[!b мΦ ¢ƘŜ 
port will continue to be the access port of VLAN 1. 

 

The examples below show various ways to create VLANs with access ports. 



Create a VLAN with identifier 50 and configure ports fx 0/2 to fx 0/10 as access ports to this VLAN. 

SMIS# configure terminal 
SMIS(config)# vlan 50 
SMIS(config-vlan)# exit 
SMIS(config)# interface range fx 0/2-10 
SMIS(config-if)# switchport mode access 
SMIS(config-if)# switchport access vlan 50 
SMIS(config-if)# exit 
 
Create a VLAN with identifier 10 and configure port channel 1 as access port to this VLAN. 

SMIS# configure terminal 
SMIS(config)# vlan 10 
SMIS(config-vlan)# exit 
SMIS(config)# interface po 1 
SMIS(config-if)# switchport mode access 
SMIS(config-if)# switchport access vlan 10 
SMIS(config-if)# exit 

3.8.2 Trunk Ports  
Trunk ports carry the traffic of one or more VLANs. Any switch port can be configured as a trunk port. 

Usually switch ports connected between switches are configured as trunk ports to carry multiple VLAN 

traffic across switches. Switch ports connected to end stations (computers / servers) that have multiple 

VLANs are also configured as trunk ports. 

When a switch port is configured as a trunk port, it will be added to all the VLANs in the switch as a tagged 

port by default. To restrict the VLANs carried in trunk ports, refer to the Allowed VLANs on a Trunk section. 

 

Trunk ports will not carry traffic for VLANs that are not configured in a switch.  
For example, if the user wants to carry traffic for all the VLANs from 1 to 1024 in a trunk 
ǇƻǊǘΣ ±[!bǎ м ǘƻ млнп ƴŜŜŘ ǘƻ ōŜ ŎǊŜŀǘŜŘ ƛƴ ǘƘŜ ǎǿƛǘŎƘ ǳǎƛƴƎ ǘƘŜ άvlanέ ŎƻƳƳŀƴŘΦ  

 

A switch adds the VLAN tag header to all packets sent out on the trunk port except for native VLAN traffic. 

Supermicro switches support only IEEE 802.1Q encapsulation for VLAN tag headers. 

When a packet is received on a trunk port, the switch identifies the VLAN for the received packet from the 

ǇŀŎƪŜǘΩǎ ±[!b ǘŀƎ ƘŜŀŘŜǊΦ LŦ ǘƘŜ ǊŜŎŜƛǾŜŘ ǇŀŎƪŜǘ ŘƛŘ ƴƻǘ ƘŀǾŜ ŀ ±[!b ƛŘŜƴǘƛŦƛŜǊ ŀƴŘ ǘƘe packet did not 

match any MAC or protocol VLAN, the native VLAN is used to determine the VLAN for all untagged and 

priority tagged packets that are received.  

If the user has not configured a native VLAN, the default VLAN 1 will be used as native VLAN for the trunk 

ports. 

Follow the steps below to configure any port as a trunk port. 

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 interface <interface-type> < interface-id> 

or 

Enters the interface mode.  
 



interface range <interface-type> <interface-id> 

é. 
 

interface-type ς may be any of the 
following:  
fx-ethernet ς fx 
cx-ethernet ς cx 
port-channel ς po 
 
interface-id is in slot/port format for all 
physical interfaces. It may be a port 
channel identifier for port channel 
interfaces. 
 
To configure multiple interfaces, use 
ǘƘŜ άinterface range Χέ ŎƻƳƳŀƴŘΦ ¢ƻ 
provide a range, use a hypen (-) 
between the start and end interface 
numbers.  
E.g.: int range fx 0/1-10 
To provide multiple interfaces or 
ranges, separate with a comma (,). 
E.g.: int range fx 0/1-10, fx 0/20 

Step 3 switchport mode trunk Sets the port mode as a trunk port. 
Step 4 show vlan port config port <iftype> <ifnum> 

and 
show running-config 

Displays the configured mode for this 
interface. 

Step 5 write startup-config Optional step ς saves this VLAN 
configuration to be part of startup 
configuration. 

 

 

The άno switchport modeέ ŎƻƳƳŀƴŘ ǿƛƭƭ ŎƘŀƴƎŜ ǘƘŜ ǇƻǊǘ ƳƻŘŜ ǘƻ ǘƘŜ ŘŜŦŀǳƭǘ ƘȅōǊƛŘ ƳƻŘŜΦ 
For more details about hybrid mode, refer to the Hybrid Ports section. 

 

The examples below show various ways to configure trunk ports. 

Configure port fx 0/1 and fx 0/2 as trunk ports.  

SMIS# configure terminal 
SMIS(config)# interface range fx 0/1-2 
SMIS(config-if)# switchport mode trunk  
SMIS(config-if)# exit 
 
Configure port channel 1 as a trunk port.  

SMIS# configure terminal 
SMIS(config)# interface po 1 
SMIS(config-if)# switchport mode trunk  
SMIS(config-if)# exit 
 



3.8.2.1 Allowed VLANs on a Trunk 

By default, all the VLANs configured on a switch are allowed on the trunk interfaces. However, there may 

be some cases where users would like to limit the number of VLANs carried on the trunk ports. This can be 

configured by following the steps below. 

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 interface <interface-type> < interface-id> 

or 
interface range <interface-type> <interface-id> 

é. 
 

Enters the interface mode.  
 
interface-type ς may be any of the 
following:  
fx-ethernet ς fx 
cx-ethernet ς cx 
port-channel ς po 
 
interface-id is in slot/port format for all 
physical interfaces. It may be a port 
channel identifier for port channel 
interfaces. 
 
To configure multiple interfaces, use 
ǘƘŜ άinterface range Χέ ŎƻƳƳŀƴŘΦ ¢ƻ 
provide a range, use a hypen (-) 
between the start and end interface 
numbers.  
E.g.: int range fx 0/1-10 
To provide multiple interfaces or 
ranges, separate with a comma (,). 
E.g.: int range fx 0/1-10, fx 0/20 

Step 3 switchport mode trunk Sets the port mode as trunk port. 
Step 4 Use any one of the below steps 4a to 4f based on 

the need. 
The vlan-list parameter used in the 
below commands could be any VLAN 
number or list of VLAN numbers. 
Multiple VLAN numbers can be 
provided as comma-separated values. 
Consecutive VLAN numbers can be 
provided as a range, such as 5-10. 

Step 4a switchport trunk allowed vlan <vlan-list> 
 

This command configures the list of 
allowed VLANs on this trunk.  Only the 
VLANs provided on the vlan-list will be 
carried over the trunk. 

Step 4b switchport trunk allowed vlan add <vlan-list> 
 

This command adds the given list of 
VLANS to the existing set of allowed 
VLANs on this trunk.  

Step 4c switchport trunk allowed vlan remove <vlan-list> 
 

This command removes the given list of 
VLANS from the existing set of allowed 
VLANs on this trunk.  

Step 4d switchport trunk allowed vlan except <vlan-list> 
 

This command makes all the configured 
VLANs allowed on this trunk except for 
the given list of VLANs. 

Step 4e switchport trunk allowed vlan all 
 

This command sets the default 
behavior of allowing all VLANs 



configured in the switch as allowed 
VLANs on this trunk. 

Step 4f switchport trunk allowed vlan none This command removes all the allowed 
VLANs from this trunk.  

Step 5 show vlan port config port <iftype> <ifnum> 
and 
show running-config 

Displays the configured, allowed VLANs 
for this trunk interface. 

Step 6 write startup-config Optional step ς saves this VLAN 
configuration to be part of startup 
configuration. 

 

 

The άǎǿƛǘŎƘǇƻǊǘ ǘǊǳƴƪ ŀƭƭƻǿŜŘ Ǿƭŀƴ Χέ ŎƻƳƳŀƴŘǎ ǿƛƭƭ ōŜ ŀŎŎŜǇǘŜŘ ƻƴƭȅ ƛŦ ǘƘŜ ǇƻǊǘ ƛǎ ƛƴ ǘǊǳƴƪ 
mode. 
 
A trunk port will not carry traffic for any VLANs that are not configured in the switch.  
For example, if a user wants to allow traffic for VLANs 1 to 100, VLANs 1 to 100 need to be 
ŎǊŜŀǘŜŘ ƛƴ ǘƘŜ ǎǿƛǘŎƘ ǳǎƛƴƎ ǘƘŜ άvlanέ ŎƻƳƳŀƴŘΦ  

 

The examples below show examples of configurations to allow VLANs on trunk ports. 

Configure to allow only VLANs 2 to 20 on trunk interface fx 0/1.  

SMIS# configure terminal 
SMIS(config)# vlan 2-20 
SMIS(config-vlan)# exit 
SMIS(config)# interface fx 0/1 
SMIS(config-if)# switchport mode trunk 
SMIS(config-if)# switchport trunk allowed vlan 2-20 
SMIS(config-if)# exit 
  

Configure to not to allow VLANs 30 to 50 on trunk interface fx 0/1.  

SMIS# configure terminal 
SMIS(config)# interface fx 0/1 
SMIS(config-if)# switchport mode trunk 
SMIS(config-if)# switchport trunk allowed vlan except 30-50 
SMIS(config-if)# exit 
 

3.8.2.2 Native VLAN on Trunk  

All packets sent out on a trunk interface carry the 802.1Q VLAN tag header. There may be cases in which 

untagged packets need to be carried over a trunk interface. This is achieved by using the native VLAN 

feature of the trunk interface. 

Any VLAN can be configured on any trunk interface as a native VLAN. Trunk interfaces will send native 

VLAN packets as untagged packets without adding the 802.1Q VLAN tag header. Similarly, any untagged 

packets received on a trunk interface will be considered to be native VLAN packets.  

VLAN 1 is the default native VLAN for all trunk interfaces.  



Figure VLAN-5: Native VLANs 

 

Users can configure a native VLAN for trunk interfaces by following the steps below. 

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 interface <interface-type> < interface-id> 

or 
interface range <interface-type> <interface-id> 

é. 
 

Enters the interface mode.  
 
interface-type ς may be any of the 
following:  
fx-ethernet ς fx 
cx-ethernet ς cx 
port-channel ς po 
 
interface-id is in slot/port format for all 
physical interfaces. It may be a port 
channel identifier for port channel 
interfaces. 
 
To configure multiple interfaces, use 
ǘƘŜ άinterface range Χέ ŎƻƳƳŀƴŘΦ ¢ƻ 
provide a range, use a hypen (-) 
between the start and end interface 
numbers.  
E.g.: int range fx 0/1-10 
To provide multiple interfaces or 
ranges, separate with a comma (,). 
E.g.: int range fx 0/1-10, fx 0/20 

Step 3 switchport mode trunk Sets the port mode as a trunk port. 
Step 4 switchport trunk native vlan <vlan-id > 

 
vlan-id - The VLAN identifiers may be 
from 1 to 4069. 
 
 
If the given VLAN does not exist, switch 
will provide a warning message. In this 

  

 

0/1VLAN 20 & 
30VLAN 20 & 30 

0/40VLAN 
40VLAN 40 

Switch B 

 

VLAN 
20 & 30 

Switch A 

Native VLAN 40 

VLAN 
40 

Trunk Links 

Access Links 



case the native VLAN traffic will be 
dropped until the VLAN become 
available.  
 
Also, the given VLAN should be part of 
allowed VLANs in the trunk. If the 
native VLAN is not member of allowed 
VLAN list, the native VLAN packets will 
be dropped. 

Step 5 show vlan port config port <iftype> <ifnum> 
and 
show running-config 

Displays the configured native VLAN for 
this trunk interface. 

Step 6 write startup-config Optional step ς saves this VLAN 
configuration to be part of startup 
configuration. 

 

 

The άǎǿƛǘŎƘǇƻǊǘ ǘǊǳƴƪ ƴŀǘƛǾŜ Ǿƭŀƴέ ŎƻƳƳŀƴŘ ǿƛƭƭ ōŜ ŀŎŎŜǇǘŜŘ ƻƴƭȅ ƛŦ ǘƘŜ ǇƻǊǘ ƛǎ ƛƴ ǘǊǳƴƪ 
mode. 
 
The άno switchport trunk native vlanέ ŎƻƳƳŀƴŘ ǿƛƭƭ ǊŜǎŜǘ ǘƘŜ ƴŀǘƛǾŜ ±[!b ŀǎ ±[!b м ŦƻǊ 
trunk interfaces. 
 
The native VLAN needs to be part of allowed VLANs to pass native VLAN traffic. 

 

The examples below show examples of configuring native VLANs for trunk ports. 

Configure VLAN 20 as a native VLAN for trunk interface fx 0/1.  

SMIS# configure terminal 
SMIS(config)# vlan 20 
SMIS(config-vlan)# exit 
SMIS(config)# interface fx 0/1 
SMIS(config-if)# switchport mode trunk 
SMIS(config-if)# switchport trunk native vlan 20 
SMIS(config-if)# exit 
 
Remove a native VLAN from trunk interface fx 0/1. 

SMIS# configure terminal 
SMIS(config)# interface fx 0/1 
SMIS(config-if)# no switchport trunk native vlan 
SMIS(config-if)# exit 
 

3.8.3 Hybrid Ports  
Hybrid ports carry both untagged and 802.1Q tagged packets.  

Hybrid ports carry the traffic of one or more VLANs. Any switch port can be configured as a hybrid port. In 

Supermicro switches, all switch ports by default come up in hybrid mode. 



Users need to explicitly add the hybrid ports to all the required VLANs as either tagged or untagged 

interfaces. A hybrid port could be configured as a tagged or untagged port simultaneously on one or more 

VLANs.  

Users need to configure the PVID for hybrid ports to correctly handle the incoming untagged packets. 

 

 It is recommended for users to use hybrid ports only when they thoroughly understand the 
PVID, tagged and untagged interfaces of their network.  
 
Hybrid ports might cause VLAN packet forwarding drops if the ports are not correctly added 
to the required VLANs as untagged or tagged interfaces as needed.  
 
Hybrid port functionality can be achieved through trunk ports with allowed VLANs and a 
native VLAN configuration. 
 
When MAC based VLANs and protocol based VLANs are used, the ports need to be in 
άIȅōǊƛŘέ ƳƻŘŜΦ 

 

A switch adds the 802.1Q VLAN tag header for VLAN traffic in which the hybrid port is configured as a 

tagged interface. The switch sends out packets without a VLAN tag header for the VLAN on which the 

hybrid port is configured as an untagged interface. 

When a packet is received on a hybrid port, a switch identifies the VLAN for the received packet from the 

ǇŀŎƪŜǘΩǎ ±[!b ǘŀƎ ƘŜŀŘŜǊΦ LŦ ǘƘŜ ǊŜŎŜƛǾŜŘ ǇŀŎƪŜǘ ŘƛŘ ƴƻǘ ƘŀǾŜ ŀ ±[!b ƛŘŜƴǘƛŦƛŜǊ ŀƴŘ ǘƘŜ ǇŀŎƪŜǘ ŘƛŘ ƴƻǘ 

match any MAC or protocol VLAN, the port PVID is used as the VLAN for all the received untagged and 

priority tagged packets. If the user has not configured the PVID, VLAN 1 will be used as the default PVID for 

hybrid ports. 

Follow the steps below to configure any port as a hybrid port. 

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 vlan <vlan-list> 

 
vlan-list ς may be any VLAN number or 
list of VLAN numbers. Multiple VLAN 
numbers can be provided as comma-
separated values. Consecutive VLAN 
numbers can be provided as a range,  
such as 5-10.  
 
If multiple VLANs are provided, the 
ports configuration provided in the next 
steps will be applied to all these VLANs. 

Step 3 Use steps 3a to 3c below one or more times to 
configure the required port configurations for the 
VLANs provided in Step 2 above. 

 

Step 3a ports <ports-list> tagged 
or 
no ports [<ports-list>] tagged 

Adds the tagged ports list to this VLAN. 
 
ports-list ς up to three ports or three 
ranges of ports separated by spaces.  



The range of ports is provided in the 
format fx 0/1-10, which specifies the 
ports from fx 0/1 to fx 0/10. 
 
Use the no form of this command to 
remove tagged ports from this VLAN. 
If ports-list is not provided to the no 
command, all the tagged ports are 
removed from this VLAN. 

Step 3b ports <ports-list> untagged 
or 
no ports [<ports-list>] untagged 

Adds the untagged ports list to this 
VLAN. 
 
ports-list ς up to three ports or three 
ranges of ports separated by spaces.  
The range of ports is provided in the 
format fx 0/1-10, which specifies the 
ports from fx 0/1 to fx 0/10. 
 
Use the no form of this command to 
remove untagged ports from this VLAN. 
If ports-list is not provided to the no 
command, all the untagged ports are 
removed from this VLAN. 

Step 3c ports <ports-list> forbidden 
or 
no ports [<ports-list>] forbidden 

Denies traffic from ports given by 
ports-list to this VLAN. 
 
ports-list ς up to three ports or ranges 
of ports separated by spaces.  
The range of ports is provided in the 
format fx 0/1-10, which specifies the 
ports from fx 0/1 to fx 0/10. 
 
Use the no form of this command to 
remove forbidden ports from this 
VLAN. 
If ports-list is not provided to the no 
command, all the forbidden ports are 
removed from this VLAN. 

Step 4 Exit Exits the VLAN configuration mode. 
Step 5 interface <interface-type> < interface-id> 

or 
interface range <interface-type> <interface-id> é. 
 

Enters the interface mode.  
 
interface-type ς may be any of the 
following:  
fx-ethernet ς fx 
cx-ethernet ς cx 
port-channel ς po 
 
interface-id is in slot/port format for all 
physical interfaces. It may be a port 
channel identifier for port channel 
interfaces. 
 



To configure multiple interfaces, use 
ǘƘŜ άinterface range Χέ ŎƻƳƳŀƴŘΦ ¢ƻ 
provide a range, use a hypen (-) 
between the start and end interface 
numbers.  
E.g.: int range fx 0/1-10 
To provide multiple interfaces or 
ranges, separate with a comma (,). 
E.g.: int range fx 0/1-10, fx 0/20 

Step 6 switchport mode hybrid Sets the port mode as a hybrid port. 
Step 7 switchport pvid <vlan-id> Configures the PVID for this interface. 

The VLANs identifiers could be any 
VLAN number from 1 to 4069. 
 
The VLAN provided in this command 
must exist in the switch. If the VLAN 
does not exist, create it first. 
 
This command accepted only when the 
ǇƻǊǘ ƛǎ άIȅǊōǊƛŘέ ƳƻŘŜΦ 

Step 8 show vlan port config port <iftype> <ifnum> 
 
show running-config 
 
show vlan 

Displays the configured VLAN and ports 
information. 

Step 9 write startup-config Optional step ς saves this VLAN 
configuration to be part of startup 
configuration. 
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A port can be configured as a tagged port for multiple VLANs. 
 
A port can be configured as an untagged port for multiple VLANs. This is useful for MAC 
based VLANs. For a port based VLAN configuration, having a port as untagged in multiple 
VLANs is not a recommended configuration as all the received untagged packets can be 
associated with only one PVID of that port. In a MAC based VLAN, the received untagged 
packets will be matched to different VLANs based on the MAC address on the packet. 

  

The examples below show various ways to configure hybrid ports. 

Configure a VLAN 10 with ports fx 0/1 to fx 0/10 as untagged ports and add port cx 0/1 as a tagged port 

to this VLAN.  

SMIS# configure terminal  
SMIS(config)# vlan 10 
SMIS(config-vlan)# ports fx 0/1-10 untagged 
SMIS(config-vlan)# ports cx 0/1 tagged 



SMIS(config-vlan)# exit 
SMIS(config)# interface range fx 0/1-10 
SMIS(config-if)# switchport mode hybrid 
SMIS(config-if)# switchport pvid 10 
SMIS(config-if)# exit 
 

Configure a VLAN 100 with ports fx 0/1, fx 0/10, fx 0/20, fx 0/30, fx 0/40 and cx 0/1-2 as untagged ports 

and add port channel 1 as a tagged port to this VLAN.  

SMIS# configure terminal  
SMIS(config)# vlan 100 
SMIS(config-vlan)# ports fx 0/1 fx 0/10 fx 0/20 untagged 
SMIS(config-vlan)# ports fx 0/30 fx 0/40 cx 0/1-2 untagged 
SMIS(config-vlan)# ports po 1 tagged 
SMIS(config-vlan)# exit 
SMIS(config)# interface range fx 0/1,fx 0/10, fx 0/20, fx 0/30, fx 0/40, cx 0/1-2 
SMIS(config-if)# switchport mode hybrid 
SMIS(config-if)# switchport pvid 100 
SMIS(config-if)# exit 
 

3.9  MAC Based VLANs 
When end users move often from one place to another but remain inside the same LAN, it is difficult to 

maintain the same VLAN for an end user in a port based VLAN configuration.  

MAC based VLAN features are used to provide the same VLAN to any end user irrespective of the switch 

port the end user is connecting to. 

The switch administrator may configure MAC to VLAN mappings for unicast MAC addresses. When a switch 

receives any untagged packets, the source MAC address of the packet refers to this MAC VLAN mapping to 

identify the VLAN. If MAC VLAN mapping is not found for the received source MAC address, a protocol 

based VLAN or port based VLAN is used. 

 

Supermicro switches support 1024 MAC based VLANs.  

 

Figure VLAN-6: MAC Based VLANs 



 

Follow the steps below to configure MAC based VLANs.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 vlan <vlan-list> 

 
Creates the required VLANs. 

 
vlan-list ς may be any VLAN number or 
list of VLAN numbers. Multiple VLAN 
numbers can be provided as comma 
separated values. Consecutive VLAN 
numbers can be provided as ranges 
such as 5-10.  

Step 3 ports <ports-list> untagged 
 

Adds the ports given by ports-list to 
this VLAN as untagged ports. 
 
ports-list ς up to three ports or ranges 
of ports separated by spaces.  
The range of ports is provided in the 
format fx 0/1-10, which specifies the 
ports from fx 0/1 to fx 0/10. 

Step 4 Exit Exits the VLAN configuration mode. 
Step 5 mac-vlan <ucast_mac> vlan <vlan-id> Configures MAC VLAN mapping entry. 

 
ucast_mac ς Unicast MAC address. 
This VLAN will be applied to all 
incoming untagged packets from this 
unicast MAC address.  
 
vlan-id - VLAN  identifiers may be any 
VLAN number from 1 to 4069. The 
VLAN must have already been created 
in this switch. 

Step 6 show mac-vlan  Displays the configured MAC based 
VLANs. 

00:30:48:01:72:58 

VLAN 20 

Switch 

00:30:48:0a:dd:e3 

VLAN 10 
00:30:48:04:02:89 

VLAN 20 00:30:48:d8:ed:54 

VLAN 30 

MAC Address VLAN 
00:30:48:0a:dd:e3 10 
00:30:48:04:02:89 20 
00:30:48:01:72:58 20 
00:30:48:d8:ed:54 30 

 



Step 7 write startup-config Optional step ς saves this VLAN 
configuration to be part of startup 
configuration. 
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VLAN mapping.  
 
The ports required to support MAC VLAN have to be configured as untagged ports in the 
hybrid mode to those VLANs. 

 

Follow the steps below to remove MAC based VLANs.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 no mac-vlan <ucast_mac>  Removes MAC VLAN mapping entry. 

 
ucast_mac ς Unicast MAC address for 
which MAC VLAN mapping is to be 
removed. 

Step 3 show mac-vlan  Displays the configured MAC based 
VLANs. 

Step 4 write startup-config Optional step ς saves this VLAN 
configuration to be part of startup 
configuration. 

 

The examples below show various ways to configure MAC based VLANs. 

Create a VLAN 10 and configure MAC address 00:30:40:10:10:10 to VLAN 10 for the ports fx 0/1 to 10 

SMIS# configure terminal  
SMIS(config)# vlan 10 
SMIS(config-vlan)# ports fx 0/1-10 untagged 
SMIS(config-vlan)# exit 
SMIS(config)# mac-vlan 00:30:40:10:10:10 vlan 10 
 
Remove MAC VLAN for MAC address 00:30:40:20:20:20. 

SMIS# configure terminal  
SMIS(config)# no mac-vlan 00:30:40:20:20:20  
 

3.10 Protocol Based VLANs 
Protocol based VLAN features help to classify incoming traffic to different VLANs based on the protocol. 

The protocol or ethertype field in the Layer 2 header is used to classify the packets to different VLANs.  

Protocol VLAN features are enabled by default in Supermicro switches.  

The protocol based VLAN features configuration is a three-step process, as shown in the diagram below. 



Figure VLAN-7: Protocol Based VLAN Configuration Steps 

 

Follow the steps below to configure protocol based VLANs.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 vlan <vlan-list> 

 
vlan-list ς may be any VLAN number or 
list of VLAN numbers. Multiple VLAN 
numbers can be provided as comma 
separated values. Consecutive VLAN 
numbers can be provided as a range, 
such as 5-10.  

Step 3 ports <ports-list> untagged Adds the required ports for this VLAN 
as untagged ports. 
 
ports-list ς up to three ports or three 
ranges of ports separated by spaces.  
The range of ports is provided in a 
format like fx 0/1-10, which refers to 
ports from fx 0/1 to fx 0/10. 

Step 4 Exit Exits the VLAN configuration mode. 

Step 5 map protocol {arp | ip | rarp | ipx | novell | 
netbios | appletalk | other <aa:aa or 

aa:aa:aa:aa:aa>} {enet-v2 | RFC1042 | llcOther | 
snap8021H | snapOther} protocols-group 

<Group id integer(0-2147483647)>  

Creates a protocol group. 
 
Protocol group creation takes three 
parameters. 
First: protocol field as arp, ip, rarp, 
ipx,novell, netbios or appletalk. 
Users can enter any other two-byte 
protocol fields in hex format as aa:aa. 
 
Second: frame type as enet-v2, llc or 
snap. 
 
Third: protocol group identifier 
number. 

Step 6 interface <interface-type> < interface-id> 

or 
interface range <interface-type> <interface-id> 

é. 
 

Enters the interface mode.  
 
interface-type ς may be any of the 
following:  
fx-ethernet ς fx 
cx-ethernet ς cx 

1. Create VLANs and add ports

2. Create protocol groups

3. Associate groups to VLANs in ports



port-channel ς po 
 
interface-id is in slot/port format for all 
physical interfaces. It could be the port 
channel identifier for port channel 
interfaces. 
 
To configure multiple interfaces, use 
ǘƘŜ  άinterface range Χέ ŎƻƳƳŀƴŘΦ ¢ƻ 
provide a range, use a hypen (-) 
between the start and end interface 
numbers.  
E.g.: int range fx 0/1-10 
To provide multiple interfaces or 
ranges, separate with a comma (,). 
E.g.: int range fx 0/1-10, fx 0/20  

Step  7 switchport map protocols-group <Group id 

integer(0-2147483647)> vlan <vlan-id(1-

4069)>  

Associates the group to the VLAN on 
the above interface. 
Group id ς Protocol Group Identifier 
vlan-id ς VLAN identifier. 

Step 8 switchport pvid <vlan-id> Configures the PVID for the default port 
based VLAN behavior. This will be used 
for packets that did not match any 
protocol VLAN map. 
 
The VLAN identifiers may be any VLAN 
number from 1 to 4069. 
 
The VLAN provided in this command 
must exist in the switch. If the VLAN 
does not exist, create it first. 

Step 9 Exit Exits the interface configuration mode. 
Step 10 show vlan protocols-group 

 
show protocol-vlan 

Displays the configured protocol based 
VLANs. 

Step 11 write startup-config Optional step ς saves this VLAN 
configuration to be part of startup 
configuration. 

 

 

Follow the below steps to remove protocol based VLANs.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 interface <interface-type> < interface-id> 

or  

interface range <interface-type> <interface-id> 

é. 
 

Enters the interface mode.  
 
interface-type ς may be any of the 
following:  
fx-ethernet ς fx 
cx-ethernet ς cx 
port-channel ς po 



 
interface-id is in slot/port format for all 
physical interfaces. It could be a port 
channel identifier for port channel 
interfaces. 
 
To configure multiple interfaces, use 
ǘƘŜ άinterface range Χέ ŎƻƳƳŀƴŘΦ ¢ƻ 
provide a range, use a hypen (-) 
between the start and end interface 
numbers.  
E.g.: int range fx 0/1-10 
To provide multiple interfaces or 
ranges, separate with a comma (,). 
E.g.: int range fx 0/1-10, fx 0/20 

Step  3 no switchport map protocols-group <Group id 

integer(0-2147483647)>  
Removes the protocol groups from 
interface mode. 
 
Group id ς Protocol Group Identifier 

Step 4 Exit Exits VLAN configuration mode. 

Step 5 no map protocol {arp | ip | rarp | ipx | novell | 
netbios | appletalk | other <aa:aa or 

aa:aa:aa:aa:aa>} {enet-v2 | RFC1042 | llcOther | 
snap8021H | snapOther} 

Removes the protocol group. 
 
Before removing any protocol group, it 
must have been removed from all 
interfaces. 

Step 6 no vlan <vlan-list> 
 
or 
 
vlan <vlan-list> 
no ports <ports-list> untagged 

Removes the VLANs created for 
protocol based VLANs. 
 
If the VLAN is shared with a MAC or 
port based VLAN, then remove only the 
ports added during the protocol based 
VLAN configuration. To remove the 
ǇƻǊǘǎ ǳǎŜ ǘƘŜ άƴƻ ǇƻǊǘǎέ ŎƻƳƳand in 
the VLAN configuration mode. 
 
vlan-list ς may be any VLAN number or 
list of VLAN numbers. Multiple VLAN 
numbers can be provided as comma 
separated values. Consecutive VLAN 
numbers may be provided as a range, 
such as 5-10.  

Step 7 show vlan protocols-group 
 
show protocol-vlan 

Displays the protocol based VLANs. 

Step 8 write startup-config Optional step ς saves this VLAN 
configuration to be part of startup 
configuration. 

 

The examples below show various ways to configure protocol based VLANs. 

Assign all IP traffic to VLAN 20 and all other traffic to VLAN 30 on ports fx 0/1 to fx 0/10. 



SMIS# configure terminal  
SMIS(config)# vlan 20,30 
SMIS(config-vlan)# po fx 0/1-10 untagged 
SMIS(config-vlan)# exit 
SMIS(config)# map protocol arp enet-v2 protocols-group 1 
SMIS(config)# map protocol ip enet-v2 protocols-group 2 
SMIS(config)# int range fx 0/1-10 
SMIS(config-if)# switchport map protocols-group 1 vlan 20 
SMIS(config-if)# switchport map protocols-group 2 vlan 20 
SMIS(config-if)# switchport pvid 30 
SMIS(config-if)# exit 
 

Remove protocol VLAN 20. 

SMIS# configure terminal  
SMIS(config)# int range fx 0/1-10 
SMIS(config-if)# no switchport map protocols-group 1  
SMIS(config-if)# no switchport map protocols-group 2  
SMIS(config-if)# exit 
SMIS(config)# no map protocol arp enet-v2  
SMIS(config)#no map protocol ip enet-v2 
SMIS(config)# no vlan 20 
 

 

3.11 Acceptable Frame Types 
By default, Supermicro switch ports accept all frames types ς tagged, untagged and priority tagged.  

 

Priority tagged packets have a VLAN tag header with a VLAN identifier of 0. 
 
For access ports, the default acceptable frame type is untagged and priority tagged only. 
  

 

Users can control this behavior to make switch ports accept either only tagged or untagged and priority 

tagged packets. 

Follow the steps below to configure acceptable frame types for any port or port channel.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 interface <interface-type> < interface-id> 

or 
interface range <interface-type> <interface-id> 

é. 
 

Enters the interface mode.  
 
interface-type ς may be any of the 
following:  
fx-ethernet ς fx 
cx-ethernet ς cx 
port-channel ς po 
 



interface-id is in slot/port format for all 
physical interfaces. It may be a port 
channel identifier for port channel 
interfaces. 
 
To configure multiple interfaces, use 
ǘƘŜ άinterface range Χέ ŎƻƳƳŀƴŘΦ ¢ƻ 
provide a range, use a hypen (-) 
between the start and end interface 
numbers.  
E.g. : int range fx 0/1-10 
To provide multiple interfaces or 
ranges, separate with a comma (,). 
E.g. : int range fx 0/1-10, fx 0/20 

Step 3 Use any of the below steps 3a to 3d to configure 
acceptable frame types for the ports provided in 
Step 2 above. 

 

Step 3a switchport acceptable-frame-type tagged This command makes only tagged 
frame types accepted on these ports. 
Any untagged or priority tagged packets 
received will be dropped. 

Step 3b switchport acceptable-frame-type 
untaggedAndPrioritytagged 

This command makes only untagged 
and priority tagged frame types 
accepted on these ports. 
Any tagged packets received will be 
dropped. 

Step 3c switchport acceptable-frame-type all This command makes accepting all 
frame types the default behavior. 

Step 3d no switchport acceptable-frame-type This command makes accepting all 
frame types the default behavior. 

Step 4 show vlan port config port <iftype> <ifnum> Displays the configured mode and 
access VLAN for this interface. 

Step 5 write startup-config Optional step ς saves this VLAN 
configuration to be part of startup 
configuration. 

 

The examples below show various ways to configure acceptable frame types on switch ports. 

Configure fx 0/1 to fx 0/10 to accept only untagged and priority tagged packets. 

SMIS# configure terminal  
SMIS(config)# interface range fx 0/1-10 
SMIS(config-if)# switchport acceptable-frame-type untaggedAndPrioritytagged 
SMIS(config-if)# exit 
 

Configure port channel interface 1 to accept only tagged packets. 



SMIS# configure terminal  
SMIS(config)# interface po 1 
SMIS(config-if)# switchport acceptable-frame-type tagged 
SMIS(config-if)# exit 
 

3.12 Ingress Filter  
By default, Supermicro switch has the ingress filter enabled. The ingress filter drops packets that do not 

match the configured VLAN membership. 

For example, if the switch has two VLANs configured as 10 and 20, the ports configured with only VLAN 10 

can accept packets with the VLAN header having VLAN identifier 20. This is called VLAN hoping. To prevent 

VLAN hoping, the ingress filter is enabled to drop those packets with a different VLAN identifier than the 

VLAN configured on the port. 

The ingress filter can be disabled to allow VLAN hoping if needed. 

Follow the steps below to enable/disable ingress filtering for any port or port channel.  

Step Command Description 
Step 1 configure terminal Enters the configuration mode 
Step 2 interface <interface-type> < interface-id> 

or 
interface range <interface-type> <interface-id> 

é. 
 

Enters the interface mode.  
 
interface-type ς may be any of the 
following:  
fx-ethernet ς fx 
cx-ethernet ς cx 
port-channel ς po 
 
interface-id is in slot/port format for all 
physical interfaces. It may be a port 
channel identifier for port channel 
interfaces. 
 
To configure multiple interfaces, use 
ǘƘŜ άinterface range Χέ ŎƻƳƳŀƴŘΦ ¢ƻ 
provide a range, use a hypen (-) 
between the start and end interface 
numbers.  
E.g. : int range fx 0/1-10 
To provide multiple interfaces or 
ranges, separate with a comma (,). 
E.g. : int range fx 0/1-10, fx 0/20 

Step 3 switchport ingress-filter  
 
(or) 
 
no switchport ingress-filter  

This command enables ingress filtering 
function. This is the default behavior. 
 
The no form of this command disables 
ingress filtering. 
 

Step 4 show vlan port config port <iftype> <ifnum> Displays the configured ingress filter 
mode for this interface. 



Step 5 write startup-config Optional step ς saves this VLAN 
configuration to be part of startup 
configuration. 
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The examples below show how to enable ingress filter on switch ports. 

Disable ingress filter for ports fx 0/1 to fx 0/10. 

SMIS# configure terminal  
SMIS(config)# interface range fx 0/1-10 
SMIS(config-if)# no switchport ingress-filter  
SMIS(config-if)# exit 
 

3.13 VLAN Configuration Example  
Configure the following requirements on switch A, as shown below in Figure VLAN-8. 

1. Ports Fx 0/1 to Fx 0/10 are trunk ports connected to servers that have VLANs 10, 20 and 30. Here, 

VLAN 10 is untagged. 

2. Port Fx 0/41 is a trunk port connected to storage, which carries VLAN 20 and 30. 

3. Ports Fx 0/20 to Fx 0/40 are access ports for VLAN 10. 

4. Ports Fx 0/15 and Fx 0/16 are part of a trunk port channel that carries all the VLANs to other switches 

with native VLAN 10. 

Figure VLAN-8: VLAN Configuration Example 
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SMIS# configure terminal 
 
# Create all the VLANs first  
SMIS(config)# vlan 10,20,30 
SMIS(config-vlan)# exit 
 
# Configure VLANs for ports fx 0/1-10 
SMIS(config)# interface range fx 0/1-10 
SMIS(config-if)# switchport mode trunk 
SMIS(config-if)# switchport trunk native vlan 10 
SMIS(config-if)# exit 
 
# Configure VLANs for port fx 0/41 
SMIS(config)# int fx 0/41 
SMIS(config-if)# switchport mode trunk 
SMIS(config-if)# exit 
 
# Configure the access VLAN for ports fx 0/20 to fx 0/40 
SMIS(config)# interface range fx 0/20-40 
SMIS(config-if)# switchport mode access 
SMIS(config-if)# switchport access vlan 10 
SMIS(config-if)# exit 
 
# Configure the port channel trunk interface on fx 0/15 and fx 0/16 
SMIS(config)# interface port-channel 1 
SMIS(config-if)# exit 
SMIS(config)# interface range fx 0/15-16 
SMIS(config-if)# channel-group 1 mode on 
SMIS(config-if)# exit 
SMIS(config)# interface port-channel 1 
SMIS(config-if)# switchport mode trunk 
SMIS(config-if)# switchport trunk native vlan 10 
SMIS(config-if)# end 
 
# Check the running-configuration for accuracy 
SMIS# show runnning-config 

 

 

Building configuration... 

ID   Hardware Version                   Firmware    OS        Boot Loader 

0          SSE-F3548                    1.0.0.0     6         0.0.0.0  

 

ip address 172.31.30.120 

interface port-channel 1 

exit 

 

# Vlans and hybrid mode member ports configurations 



vlan 1 

  ports fx 0/11-14 untagged 

 ports fx 0/17-19 untagged 

 ports fx 0/41-48 untagged 

 ports cx 0/1-6 untagged 

exit 

vlan 10,20,30 

exit 

 

interface Fx 0/1 

 switchport mode trunk 

 switchport trunk native vlan 10 

 

interface Fx 0/2 

 switchport mode trunk 

 switchport trunk native vlan 10 

 

interface Fx 0/3 

 switchport mode trunk 

 switchport trunk native vlan 10 

 

interface Fx 0/4 

 switchport mode trunk 

 switchport trunk native vlan 10 

 

interface Fx 0/5 

 switchport mode trunk 

 switchport trunk native vlan 10 

 

interface Fx 0/6 

 switchport mode trunk 

 switchport trunk native vlan 10 

 

interface Fx 0/7 

 switchport mode trunk 

 switchport trunk native vlan 10 

 

interface Fx 0/8 

 switchport mode trunk 

 switchport trunk native vlan 10 

 

interface Fx 0/9 

 switchport mode trunk 

 switchport trunk native vlan 10 

 

interface Fx 0/10 



 switchport mode trunk 

 switchport trunk native vlan 10 

 

interface Fx 0/15 

 channel-group 1 mode on 

 

interface Fx 0/16 

 channel-group 1 mode on 

 

interface Fx 0/20 

 switchport mode access 

 switchport access vlan 10 

 

interface Fx 0/21 

 switchport mode access 

 switchport access vlan 10 

 

interface Fx 0/22 

 switchport mode access 

 switchport access vlan 10 

 

interface Fx 0/23 

 switchport mode access 

 switchport access vlan 10 

 

interface Fx 0/24 

 switchport mode access 

 switchport access vlan 10 

 

interface Fx 0/25 

 switchport mode access 

 switchport access vlan 10 

 

interface Fx 0/26 

 switchport mode access 

 switchport access vlan 10 

 

interface Fx 0/27 

 switchport mode access 

 switchport access vlan 10 

 

interface Fx 0/28 

 switchport mode access 

 switchport access vlan 10 

 

interface Fx 0/29 



 switchport mode access 

 switchport access vlan 10 

 

interface Fx 0/30 

 switchport mode access 

 switchport access vlan 10 

 

interface Fx 0/31 

 switchport mode access 

 switchport access vlan 10 

 

interface Fx 0/32 

 switchport mode access 

 switchport access vlan 10 

 

interface Fx 0/33 

 switchport mode access 

 switchport access vlan 10 

 

interface Fx 0/34 

 switchport mode access 

 switchport access vlan 10 

 

interface Fx 0/35 

 switchport mode access 

 switchport access vlan 10 

 

interface Fx 0/36 

 switchport mode access 

 switchport access vlan 10 

 

interface Fx 0/37 

 switchport mode access 

 switchport access vlan 10 

 

interface Fx 0/38 

 switchport mode access 

 switchport access vlan 10 

 

interface Fx 0/39 

 switchport mode access 

 switchport access vlan 10 

 

interface Fx 0/40 

 switchport mode access 

 switchport access vlan 10 



 

interface po 1 

 switchport mode trunk 

 switchport trunk native vlan 10 

 

exit 

SMIS# show vlan         

 

Vlan database  

-------------  

Vlan ID: 1 

Member Ports: fx 0/1-14 fx 0/17-19 fx 0/41-48 cx 0/1-6 po 1 

Hybrid Tagged Ports: None  

Hybrid Untagged Ports: fx 0/11-14 fx 0/17-19 fx 0/41-48 cx 0/1-6 

Hybrid Forbidden Ports: None  

Access Ports: None  

Trunk Ports: fx 0/1-10 po 1 

Name:  

Status: Permanent 

---------------------------------------------------- 

Vlan ID: 10 

Member Ports: fx 0/1-10 fx 0/20-40 po 1 

Hybrid Tagged Ports: None  

Hybrid Untagged Ports: None  

Hybrid Forbidden Ports: None  

Access Ports: fx 0/20-40 

Trunk Ports: fx 0/1-10 po 1 

Name:  

Status: Permanent 

---------------------------------------------------- 

Vlan ID: 20 

Member Ports: fx 0/1-10 po 1 

Hybrid Tagged Ports: None  

Hybrid Untagged Ports: None  

Hybrid Forbidden Ports: None  

Access Ports: None  

Trunk Ports: fx 0/1-10 po 1 

Name:  

Status: Permanent 

---------------------------------------------------- 

Vlan ID: 30 

Member Ports: fx 0/1-10 po 1 

Hybrid Tagged Ports: None  

Hybrid Untagged Ports: None  

Hybrid Forbidden Ports: None  

Access Ports: None  



Trunk Ports: fx 0/1-10 po 1 

Name:  

Status: Permanent 

---------------------------------------------------- 

 

SMIS# 

 

3.14 Private Edge VLAN/Protected Ports  
The private edge VLAN (also called the Protected Ports feature) helps to isolate traffic among the same 
VLAN ports. A protected port cannot forward any traffic to another protected port on the switch even if 
they are in the same VLAN. 

Switch ports can be configured to operate in one of the following three modes. 

3.14.1 Unpro tected Port  
By default all the ports in the switch are unprotected ports. Unprotected ports can send and receive traffic 
with all the other ports including other unprotected, protected and community ports based on the VLAN 
membership. 

3.14.2 Protected Port  
Protected ports can send and receive traffic only with unprotected ports in the same VLAN. A protected 
port cannot send or receive traffic with other protected ports or community ports. Protected ports are also 
called isolated ports. 

3.14.3 Community Port  
Community ports can send and receive traffic with unprotected ports and other ports in the same 
community. 

 

Port Mode Communicates with 

Unprotected Ports Unprotected Ports 
Protected Ports 
Community Ports 

Protected Ports Unprotected Ports 

Community Ports Unprotected Ports 
Other ports in the same community 

 

3.15 Unprotected Ports Configuration  
By default, all ports are unprotected ports. A protected port or community port can be configured as 
unprotected port with the below CLI command in interface configuration mode. 

noswitchport protected 

There is no limit on the number of unprotected ports that can be supported by the switch. 

3.16 Protected Ports Configuration  
Any port can be configured as a protected port with the below CLI command in interface configuration 
mode. 



switchport protected 

This can be done in the ǿŜō ƛƴǘŜǊŦŀŎŜ ōȅ ŎƘŀƴƎƛƴƎ ǘƘŜ ǇƻǊǘ ƳƻŘŜ ǘƻ άProtected Portέ on the Protected 
Ports web configuration page in port manager. 

There is no limit on the number of protected ports that can be supported by the switch. 

3.17 Community Ports Configuration  
Any port can be configured as a community port with the below CLI command in interface configuration 
mode. 

switchport protected group <group number> 

This can be done in the ǿŜō ƛƴǘŜǊŦŀŎŜ ōȅ ŎƘŀƴƎƛƴƎ ǘƘŜ ǇƻǊǘ ƳƻŘŜ ǘƻ άProtected Portέ ŀƴŘ ŜƴǘŜǊƛƴƎ the 
group number on the Protected Ports web configuration page in port manager. 

Use the same group number for all the ports in same community. Here, community is identified with the 
configured group number. 

A maximum of 24 different communities can be configured in the switch. 

 

 

 

3.17.1 Configuration Example 1  
Configure all the 48 downlink Fx ports as isolated (or protected) ports. These 48 ports should not be able to 
communicate with each other. All these 48 ports should communicate only with the uplink ports cx 0/1 and 
cx 0/2. 

 

The required configuration for this example is shown below. The uplink ports can be left with their default 
configuration as unprotected ports. All the downlink 25Gig ports need to be configured as protected ports. 

 

 

 

 

 

Note:  

This feature is not supported for port channel interface and port channel member ports. 

SMIS# configure term 

SMIS(config)# interface range fx 0/1-48 

SMIS(config-if)# switchport protected 

SMIS(config-if)# exit 

Cx 0/1 Cx 0/2 

1 2 3 47 48 



3.17.2 Configuration Example 2  
The Fx ports 1 to 24 should be able to communicate among themselves and also should be able to 
communicate with uplink ports Cx 0/1 and Cx 0/2. 

The Fx ports 25 to 48 should be able to communicate among themselves and also should be able to 
communicate with uplink ports Cx 0/1 and Cx 0/2. 

The ports 1 to 24 should not be able to communicate with the ports 25 to 48 and vice versa. 

The required configuration for this example is given below. The uplink ports can be left with the default 
configuration as unprotected ports. The downlink ports 1 to 24 can be configured as one community 
(group) and ports 25 to 48 can be configured as another community (group).   

SMIS# configure term 

SMIS(config)# interface range fx 0/1-24 

SMIS(config-if)# switchport protected group 1 

SMIS(config-if)# exit 

SMIS(config)# interface range fx 0/25-48 

SMIS(config-if)# switchport protected group 2 

SMIS(config-if)# exit 



4 Link Aggregation  
` 

The Link Aggregation feature connects two or more physical links between two network devices without 
forming loops. Link aggregation can be used between switches, servers and routers. 

Link aggregation provides the following advantages: 

Increased bandwidth ς User can connect up to eight physical links between devices to increase the link 
bandwidth. When 25 Gbps links are aggregated, users can get an aggregated link with up to 200 Gbps 
bandwidth. When ports are set to 10Gig speed, users can aggregate eight 10Gig ports to get an aggregated 
uplink with up to 80 Gbps.  

Incremental bandwidth ς Users can start aggregation with a fewer number of ports and then increase the 
number of ports in aggregation (up to eight) incrementally based on the bandwidth requirements.  

Redundancy - When one of the physical links fails, traffic will be distributed over the other remaining links 
in the aggregation.  

Figure LA-1: Link Aggregation 
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 and switch 
 

                      The άǇƻǊǘ ŎƘŀƴƴŜƭέΣ άŎƘŀƴƴŜƭ ƎǊƻǳǇέ ŀƴŘ άŜǘƘŜǊ ŎƘŀƴƴŜƭǎέ ŀǊŜ ǳǎŜŘ ǎȅƴƻƴȅƳƻǳǎƭȅ ǘƻ refer to 

                      aggregate links 

 

4.1  Link Aggregation Support  
Supermicro switches support both static and dynamic link aggregations. Dynamic link aggregation support 

is based on the Link Aggregation Control Protocol (LACP). 

Supermicro switches support only Layer 2 level link aggregation. Hence, only switching ports can be 

aggregated.  



Supermicro switches do not support the Multiple Chassis Link Aggregation (MLAG) feature 

 

4.2 Link Aggregation Numbers  
 
Supermicro switches support up to 52 port channels. 

Each port channel can have eight active links. 

 

Users can configure more than eight ports to a LACP mode port channel. However, a 
maximum of eight ports only can be in an active bundle state in any port channel. 

 

4.3 Link Aggregation Defaults  
The Link Aggregation feature is enabled by default in Supermicro switches. 

When a port channel interface is created, it will be added to VLAN 1 by default. 

Port channels use the MAC address of the first physical link added to it. 

The default LACP system priority is 32768. 

The default LACP port priority is 128. 

The default LACP timeout is long (30 seconds). 

The default LACP wait time is 2 seconds. 

4.4  Static Link A ggregation  
Supermicro switches support static link aggregation. 

User can add up to eight ports to a static port channel group. When the physical link status of one or 
more ports in a channel group is up, that port channel status will be up. The port channel status will be 
down when the ports physical link status of all members are down. 

Switches do not exchange any port channel control information with other end devices in static link 
aggregation. Hence, users need to configure the port channel groups and member ports correctly on 
both end devices. 

 

4.5  Dynamic Link Aggregation - LACP 
Supermicro switches support dynamic link aggregation through IEEE 802.3ad Link Aggregation Control 
Protocol (LACP). 

Users can add one or more ports to an LACP mode port channel. When more than eight member ports 
are configured, only the first eight member ports reaching the άōǳƴŘƭŜέ ǎǘŀǘŜ ǿƛƭƭ ōŜ ǳǎŜŘ ŦƻǊ Řŀǘŀ ǘǊŀŦŦƛŎΦ 

Ports in LACP mode exchange LACP packets with other end devices. The LACP system priority, switch 
MAC address, port LACP priority, port number and aggregation key are all exchanged between devices. 
Based on the exchanged information, both end devices agree on the status of the member ports. The 



member portǎ ǘƘŀǘ ǎǳŎŎŜǎǎŦǳƭƭȅ ƴŜƎƻǘƛŀǘŜŘ [!/t ǇŀǊŀƳŜǘŜǊǎ ǿƛƭƭ ōŜ ƳƻǾŜŘ ǘƻ ǘƘŜ άōǳƴŘƭŜέ ǎǘŀǘŜΦ ¢ƘŜ 
ƳŜƳōŜǊ ǇƻǊǘǎ ǘƘŀǘ ŎƻǳƭŘ ƴƻǘ ǊŜŀŎƘ ŀƎǊŜŜƳŜƴǘ ƻƴ [!/t ǇŀǊŀƳŜǘŜǊǎ ǿƛƭƭ ǎǘŀȅ ƛƴ ǘƘŜ άƛƴŘŜǇŜƴŘŜƴǘέ ǎǘŀǘŜΦ 
{ǿƛǘŎƘŜǎ Řƻ ƴƻǘ ǎŜƴŘ ǘǊŀŦŦƛŎ ƻƴ ƳŜƳōŜǊ ǇƻǊǘǎ ƛƴ άƛƴŘŜǇŜƴŘŜƴǘέ ǎǘŀǘŜ. 

²ƘŜƴ ƻƴŜ ƻǊ ƳƻǊŜ ƳŜƳōŜǊ ǇƻǊǘǎ ǊŜŀŎƘ ǘƘŜ άōǳƴŘƭŜέ ǎǘŀǘŜΣ ǘƘŜ ǇƻǊǘ ŎƘŀƴƴŜƭ ǎǘŀǘǳǎ ǿƛƭƭ ōŜ ǳǇΦ ¢ƘŜ ǇƻǊǘ 
channel status will be down when all its member ports are either physically down or in the 
άiƴŘŜǇŜƴŘŜƴǘέ ǎǘŀǘŜΦ 

Ports can be configured in either active or passive LACP mode. Ports in active LACP mode will initiate 
LACP negotiation by sending LACP messages to the other end devices. Ports in passive LACP mode will 
not initiate the LACP negotiation, but they will respond to LACP messages if received from other end. 

 

Users should configure for an active LACP mode on at least one end of the LACP port channel 
connection. If LACP mode is configured as passive on both end devices, the port channel 
interface will not come up. Configuring LACP mode as active on both the end devices is 
allowed. 

 

Figure LA-2: Dynamic Link Aggregation 

 

Figure LA-2: Dynamic Link Aggregation 

The figure above shows an example of a port channel configuration with port status and aggregated ports. 

In this example, port 5 is not configured on LACP mode on switch B, and is therefore shown as being in the 

άƛƴŘŜǇŜƴŘŜƴǘέ ǎǘŀǘŜ ŀƴŘ ƴƻǘ ǇŀǊǘ ƻŦ ǘƘŜ ŀƎƎǊŜƎŀǘŜŘ ǇƻǊǘǎΦ 

4.6  Link Aggregation Port Channel  

4.6.1 Creating Port Channels  
Port channel creation involves two steps: the first is to create the port channel interfaces and the 
second is to add member ports to the port channel interfaces. 

4.6.1.1  Creating Port Channel Interfaces  
Follow the steps below to create port channel interfaces in Supermicro switches. 



  Step Command Description  

   
 

  

  Step 1 configure terminal Enters the configuration mode 

      

  Step 2 interface port-channel <channel-group-number> /ǊŜŀǘŜǎ ŀ ǇƻǊǘ ŎƘŀƴƴŜƭ ǳǎƛƴƎ άƛƴǘŜǊŦŀŎŜ 

   Or portτŎƘŀƴƴŜƭέ ŎƻƳƳŀƴŘΦ 

   no interface range port-channel <channel-group-    

   number> ΧΦ channel-group-number  ς may be any 

    number from 1 to 65535. 

    To  configure  multiple  port  channel 

    ƛƴǘŜǊŦŀŎŜǎΣ ǳǎŜ ǘƘŜ άƛƴǘŜǊŦŀŎŜ ǊŀƴƎŜ Χέ 

    command. To provide a range, use a 

    hyphen (-) between the start and end 

    interface numbers. 

    E.g.: int range po 1-3 

    To  provide  multiple  interfaces  or 

    ranges, separate with a comma (,). 

    E.g. : int range po 1, 2 

      

  Step 3 description <string> Optional step - adds any name string to 

    the port channel interfaces using the 

    description command. 

    The string may be up to 64 characters 

    in length. 

    The port channel description strings will 

    not   affect   the   member   ports 

    description strings configurations. 

      

  Step 4 mtu <framesize> Optional step. 

    Configures  the  MTU  for  the  port 



    channel interfaces. 

    framesize  may be any number from 

    

Port channel MTU will be used on its all 

member ports. 

    

 Step 5 VLAN Configurations Optional step ς configures the VLAN 

   parameters for port channel interfaces. 

   Refer to the VLAN configuration guide 

   for all VLAN configuration details.  

    

 Step 6 Spanning Tree Configurations Optional step ς configures the spanning 

   tree  parameters  for  port  channel 

   interfaces.    

   Refer to the spanning Tree 

   configuration  guide  for  all  spanning 

   tree configuration details.  

     

 Step 7 End Exits the configuration mode.  

    

 Step 8 show  interface  port-channel  <channel-group- Displays the configured port channel 

  number> information.    

  show  etherchannel  [[channel-group-number]  {      

  detail | load-balance | port | por      

  t-channel | summary | protocol}]      

    

 Step 9 write startup-config Optional step ς saves this port channel 

   configuration  to  be  part  of  startup 

   configuration.    

        

 



4.6.1.2  Adding Member Ports to Port Channels 
Users can add up to eight member ports to static port channels. For LACP port channels, users can add 
more than eight ports, but only the first eight member ports reaching a bundle state will be part of the 
port channel for data transfer. 

 

Only ports of same speed can be added to port channel interfaces. 

 

Follow the steps below to add member ports to port channel interfaces. 

  Step Command Description  

      

  Step 1 configure terminal Enters the configuration mode 

      

  Step 2 interface <interface-type><interface-id> Enters the interface mode. 

   Or    

   interface range <interface-type><interface-id> 

interface-type  ς may be any of the 

following: 

fx-ethernet ς fx 

cx-ethernet ς cx 

 

interface-id is in slot/port format for 
allphysical interfaces.To configure 
multiple interfaces, useǘƘŜ άƛƴǘŜǊŦŀŎŜ 
ǊŀƴƎŜ Χέ ŎƻƳƳŀƴŘΦ ¢ƻprovide  a  range,  
use  a  hyphen  (-).between the start and 
end interfacenumbers. E.g.: int range fx 
0/1-10 To  provide  multiple  interfaces  
or 

ranges, separate with a comma (,).E.g.: 
int range fx 0/1-10, fx 0/20 

 

    

 Step 3 channel-group   <channel-group-number>   mode Configures the interfaces as member 

  {active | passive | on} ports for the given port channel. 

   channel-group-number   ς  The  port 

   channel to which these member ports 



 

 

 

The MTU, VLAN and spanning tree parameters of a port channel interface will be used on its 
member ports. After adding a port to any port channel, users should not configure MTU, 
VLAN and spanning tree parameters on that port. Instead users should configure MTU, VLAN 
and spanning tree parameters on the port channel interfaces. 

The examples below show various ways to create port channels. 

Create an LACP port channel with member ports cx 0/1 and cx 0/2. 

SMIS# configure terminal 
SMIS(config)# interface port-channel 10 
SMIS(config-if)# exit 
SMIS(config)# int range cx 0/1-2 
SMIS(config-if)# channel-group 10 mode active 
SMIS(config-if)# end 
 

   are added. 

   For LACP aggregation, use the active or 

   passive mode. 

   For static link aggregation, use mode 

   on. 

    

 Step 4 End Exits the interface configuration mode. 

    

 Step 5 show  interface  port-channel  <channel-group- Displays the configured port channel 

  number> information. 

  show  etherchannel  [[channel-group-number]  {  

  detail | load-balance | port | por  

  t-channel | summary | protocol}]  

    

 Step 6 write startup-config Optional step ς saves this port channel 

   configuration  to  be  part  of  startup 

   configuration. 

    



Create a static port channel having MTU 9000 with member ports cx 0/1 and cx 0/2. Also configure this  
port channel as a trunk interface to carry all the VLANs configured in the switch. 
 
SMIS# configure terminal 
SMIS(config)# interface port-channel 10 
SMIS(config-if)# mtu 9000 
SMIS(config-if)# switchport mode trunk 
SMIS(config-if)# exit 
SMIS(config)# int range cx 0/1-2 
SMIS(config-if)# channel-group 10 mode on 
SMIS(config-if)# end 

4.6.2 Modifying Port Channels  

4.6.2.1 Modifying Port Channel Parameters  
After a port channel is created, users can modify the port channel configuration for description, MTU, 
VLAN, and spanning tree parameters. Users should not modify these parameters on port channel member 
ports directly. Instead, these parameters should be configured on port channel interfaces. 

To modify port channel parameters, follow the same steps used to create the port channels as explained in 
the Creating Port Channel Interfaces section. 

The example below shows the steps to modify the parameters of a port channel interface. 

Modify port channel 10 as a trunk interface to allow VLANs 100 to 200 with a native VLAN 100. 

SMIS# configure terminal 
SMIS(config)# interface port-channel 10 
SMIS(config-if)# switchport mode trunk 
SMIS(config-if)# switchport trunk allowed vlan 100-200 
SMIS(config-if)# switchport trunk native vlan 100 
SMIS(config-if)# exit 

4.6.2.2 Modifying Port Channel Member Ports  
Users can add or remove member ports to the existing port channels. Users can also modify the port 
modes for member ports. 

4.6.2.3 Adding New Member Ports 
To add new member ports to an existing port channel, follow the same steps explained in the Adding 
Member Ports to Port Channels section. 

The example below shows the steps necessary to add a new member port to an existing port channel 
interface. 

Add port fx 0/3 to static port channel interface 10. 

SMIS# configure terminal 
SMIS(config)# int fx 0/3 
SMIS(config-if)# channel-group 10 mode on 
SMIS(config-if)# exit 

4.6.2.4 Removing Member Ports 
Follow the steps below to remove member ports from the port channel interfaces. 

  Step Command Description  



      

  Step 1 configure terminal Enters the configuration mode 

      

  Step 2 interface <interface-type><interface-id> Enters the interface mode. 

   Or    

   interface range <interface-type><interface-id> interface-type  ς may be any of the 

   ΧΦ following: 

    fx-ethernet ς fx 

    cx-ethernet ς cx 

     

    interface-id is in slot/port format for all 

    physical interfaces. 

    To configure multiple interfaces, use 

    ǘƘŜ άƛƴǘŜǊŦŀŎŜ ǊŀƴƎŜ Χέ ŎƻƳƳŀƴŘΦ ¢ƻ 

    provide  a  range,  use  a  hyphen  (-) 

    between the start and end interface 

    numbers. 

    E.g.: int range fx 0/1-10 

    To  provide  multiple  interfaces  or 

    ranges, separate with a comma (,). 

    E.g.: int range fx 0/1-10, fx 0/20 

      

  Step 3 no channel-group Removes the member ports from the 

    port channel. 

      

  Step 4 End Exits the configuration mode. 

      

  Step 5 show  interface  port-channel  <channel-group- Displays the configured port channel 

   number> information. 

   show  etherchannel  [[channel-group-number]  {    



   

detail | load-balance | port | port-channel | 
summary 

|protocol }]    

  Step 6 write startup-config 

Optional step ς saves this port 
channel configuration  to  be  
part  of  startup configuration   

 

When a port is removed from a port channel, that port will automatically be added to VLAN 
1. The MTU and spanning tree configurations of that port will not be automatically changed 
to the default configurations. After removing any port from a port channel, users must 
verify and change the port VLAN, MTU and spanning tree configurations as needed.                                                

 

The example below shows the steps necessary to remove a member port from a port channel interface. 

Remove port cx 0/3 from port channel interface 10 

SMIS# configure terminal 
SMIS(config)# int cx 0/3 
SMIS(config-if)# no channel-group 
SMIS(config-if)# exit 
 
To modify the port channel mode (active/passive/on) for any member port, users should first remove the 
ǇƻǊǘ ŦǊƻƳ ǘƘŜ ǇƻǊǘ ŎƘŀƴƴŜƭ ǳǎƛƴƎ ǘƘŜ άƴƻ ŎƘŀƴƴŜƭ-ƎǊƻǳǇέ ŎƻƳƳŀƴd. After removing the port from the port 
channel interface, the channel-group command can be configuredwith the required port mode. 

 

S Step        Commands       Description 

 Step 1 

 

configure terminal Enters the configuration mode 

    

 Step 2 

interface <interface-type><interface-id> 

or 

Enters the interface mode. 

Interface-type - may be any of the 
following: 

fx-ethernet ς fx 

cx-ethernet ς cx 

  interface range <interface-type><interface-ƛŘҔΧΦ 

 Interface-id is in slot/port format for         
allphysical interfaces. 

To configure multiple interfaces,use the 
"interface range..." commnad. To provide 
a range, use a hyphen(-) between the 
start and end interface numbers. E.g.: int 



 

 

The example below shows the steps necessary to modify the member ports modes of a port channel 
interface. 

Modify the member portsΩ modes to άactiveέ for ports cx 0/2 and cx 0/3. 

SMIS# configure terminal 

range fx0/1-10 To provide multiple 
interfaces or ranges, separate with a 
comma(,).  

E.g.: int range fx 0/1-10,fx 0/1-20 

 Step 3 no channel-group Removes the member ports from the 

   port channel. 

 Step 4 channel-group   <channel-group-number>   mode Configures the interfaces as member 

  {active | passive | on} ports with the given port mode. 

   For LACP aggregation, use the active or 

   passive mode. 

   For  static  link  aggregation,  use  the 

   mode on. 

   channel-group-number   ς  The  port 

   channel to which these member ports 

   are added. 

 Step 5 End Exits the interface configuration mode. 

 Step 6 show  interface  port-channel  <channel-group- Displays the configured port channel 

  number> information. 

  show  etherchannel  [[channel-group-number]  {  

  detail | load-balance | port | por  

  t-channel | summary | protocol}]  

 Step 7 write startup-config Optional step ς saves this port channel 

   configuration  to  be  part  of  startup 

   configuration. 

    



SMIS(config)# int range cx 0/2-3 
SMIS(config-if)# no channel-group 
SMIS(config-if)# channel-group 10 mode active 
SMIS(config-if)# exit 

4.6.3 Removing Port Channels  
 

 Step Command Description 

    

 Step 1 configure terminal Enters the configuration mode 

    

 Step 2 no   interface   port-channel   <channel-group- Removes the port channel interface. 

  number>  

  Or channel-group-number  ς may be any 

   number from 1 to 65535. 

  no interface range port-channel <channel-group-  

  number> ΧΦ To  remove  multiple  port  channel 

   ƛƴǘŜǊŦŀŎŜǎΣ ǳǎŜ ǘƘŜ άƴƻ ƛƴǘŜǊŦŀŎŜ ǊŀƴƎŜ 

   Χέ ŎƻƳƳŀƴŘΦ ¢ƻ provide a range, use a 

   hyphen (-) between the start and end 

   interface numbers. 

   E.g.: no int range po 1-3 

   To  provide  multiple  interfaces  or 

   ranges, separate with a comma (,). 

   E.g. : no int range po 1, 2 

    

 Step 3 show running-config Displays the port channel information. 

  show etherchannel  

    

 Step 4 write startup-config Optional step ς saves this port channel 

   configuration  to  be  part  of  startup 

   configuration. 



    

 

 

When a port channel is removed, all its member ports will be automatically added to VLAN 1. 
The MTU and spanning tree configurations of that port will not automatically be changed to 
their default configurations. 

 

The example below shows the necessary steps to remove a port channel interface. 

Remove port channel 10 and add all its member ports to VLAN 10 as access ports. 

SMIS# configure terminal 
SMIS(config)# no int port-channel 10 
SMIS(config)# interface range cx 0/1-2 
SMIS(config-if)# switchport mode access 
SMIS(config-if)# switchport access vlan 10 
SMIS(config-if)# exit 

4.6.4 LACP Parameters 
Users can configure the following LACP parameters on Supermicro switches. 

LACP System 
Priority LACP 
Port Priority 
LACP 
Timeout  

4.6.4.1 LACP System Priority 
Every LACP device needs to have a globally unique system identifier. This globally unique system 
ƛŘŜƴǘƛŦƛŜǊ ƛǎ ŦƻǊƳŜŘ ōȅ ŎƻƳōƛƴƛƴƎ ŀ ǎǿƛǘŎƘΩǎ a!/ ŀŘŘǊŜǎǎ ŀƴŘ [!/t ǎȅǎǘŜƳ ǇǊƛƻǊƛǘȅΦ 

LACP system priority is also used to decide the active member ports of a port channel. When more than 
eight member ports are configured, the switch that has the lowest system priority value decides the 
active member ports. If both end devices have the same LACP system priority, the device with the 
numerically lower MAC address will get to decide the active member ports. 

The default LACP system priority value is 32768. 

Follow the steps below to modify the LACP system priority. 

 Step Command Description 

    

 Step 1 configure terminal Enters the configuration mode. 

    

 Step 2 lacp system-priority <system-priority> Configures the LACP system priority. 

   system-priority  ς may be any value 



   from 0 to 65535 

    

 Step 3 Exit Exits the configuration mode. 

    

 Step 4 show running-config Displays the configured LACP system 

   priority value. 

    

 Step 5 write startup-config Optional  step  ς  saves  this  LACP 

   configuration  to  be  part  of  startup 

   configuration. 

    

 

 

¢ƘŜ άƴƻ ƭŀŎǇ ǎȅǎǘŜƳ-ǇǊƛƻǊƛǘȅέ ŎƻƳƳŀƴŘ ǊŜǎŜǘǎ ǘƘŜ [!/t ǎȅǎǘŜƳ ǇǊƛƻǊƛǘȅ ǘƻ ǘƘŜ ŘŜŦŀǳƭǘ ǾŀƭǳŜ 
32768. 

 

The example below shows the steps necessary to configure the LACP system priority value. 

Set the LACP system priority as 1000. 
SMIS# configure terminal 
SMIS(config)# lacp system-priority 1000 
SMIS(config-if)# exit 

4.6.4.2 LACP Port Priority  
If a LACP is configured with more than eight member ports then, switch selects the first eight ports that 
have the lowest port priority value as active member ports. If multiple ports have the same port priority 
value then, switch selects the first eight ports that have the numerically lower port ID as the active 
member ports. 

The default LACP port priority is 128. 

Follow the steps below to modify the LACP port priority. 

 Step Command Description 

    

 Step 1 configure terminal Enters the configuration mode. 

    

 Step 2 interface <interface-type><interface-id> Enters the interface mode. 






































































































































































































































































































































































































































