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19 VLAN

VLANS (Virtual LANs) can be viewed as a group of devices on different physical
LAN segments which can communicate with each other as if they were all on the
same physical LAN segment, that is, a network of computers that behave as if
they are connected to the same wire even though they may actually be physically
located on different segments of a LAN. VLANSs are configured through software
rather than hardware, which make them extremely flexible.

VLAN provides the following benefits for switched LANs:

e Improved administration efficiency
e Optimized Broadcast/Multicast Activity
e Enhanced network security

The prompt for the switch configuration mode is,
Your Product (config)#
The prompt for the Config VLAN mode is,
Your Product (config-vlan) #
The list of commands for the configuration of VLAN is as follows:

e shutdown vian

e Vvian

e set mac-learning
e base bridge-mode
e mac-vlan

e subnet-vlan

e protocol-vlan

e map protocol
e setvlan traffic-classes

e mac-address-table static unicast — Transparent Bridging Mode
e mac-address-table static multicast

e mac address-table static mcast

e mac-address-table static multicast — Transparent Bridging mode
e mac-address-table aging-time

e clear vlan statistics

e wildcard

e unicast-mac learning limit

e map subnet

e ports
e vlan active

e set unicast-mac learning
e interface range
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vlan unicast-mac learning limit

switchport pvid

switchport access vlan

switchport acceptable-frame-type
switchport ingress-filter

protocol-vlan

switchport map protocols-group
switchport priority default

switchport mode

vlan max-traffic-class

vlan map-priority

mac-map

switchport filtering-utility-criteria
switchport protected

debug vian

show vlan

show vlan device info

show vlan device capabilities

show vlan traffic-classes

show vlan port config

show vlan protocols-group

show protocol-vlan

show mac-vlan

show subnet vlan mapping

show vlan statistics

show vlan learning params

show mac-address-table

show dotld mac-address-table

show mac-address-table count

show mac-address-table static unicast
show dotld mac-address-table static unicast
show mac-address-table static multicast
show dotld mac-address-table static multicast
show mac-address-table dynamic unicast
show mac-address-table dynamic multicast
show mac-address-table aging-time
show wildcard

shutdown garp

set gvrp

set port gvrp

set port gvrp - enable | disable
setgmrp

set port gmrp

set garp timer
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vlan restricted

group restricted

debug garp

show garp timer

switchport unicast-mac learning
private-vlan

private-vlan association
switchport private-vlan host-association
switchport private-vlan mapping
show vlan private-vilan

set filtering-utility-criteria

set sw-stats

set vlan counter

clear mac-address-table dynamic
debug vlan global

show gmrp statistics

show gvrp statistics
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19.1 shutdown vlan

Command Objective This command shuts down the VLAN switching feature in the
switch and releases all resources allocated to the VLAN feature.

The no form of the command starts and enables VLAN switching
feature in the switch. The resources required for the VLAN feature are
also allocated to it.

The VLAN feature allows you to logically segment a shared media
LAN for forming virtual workgroups.

Syntax

Mode Global Configuration Mode

Default VLAN switching feature is started and enabled in the switch.

e VLAN module can be shutdown, only if the GARP module is shutdown.
e VLAN switching configuration is not allowed in the switch, if the base bridge
mode is set as transparent bridging.

Example Your Product(config)# shutdown vlan

Related Command(s)

e set vlan -Globally enables / disables VLAN feature in the switch (that is the
status of the VLAN feature is configured for all ports of the switch).

e vlan - Creates a VLAN in the ISS and enters into the config-VLAN mode in
which VLAN specific configurations are done.

e base bridge-mode - Configuresthe base mode (either 802.1d transparent
bridge mode or 802.1q vlan aware bridge mode) in which the VLAN feature
should operate on the switch.
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mac-vlan - Enables MAC-based VLAN membership classification on all ports
of the switch.

subnet-vlan - Enables subnet-VLAN based membership classification on all
ports of the switch.

protocol-vlan - Enables protocol-VLAN based membership classification
on all ports of the switch.

map protocol - Creates a protocol group with a specific protocol and
encapsulation frame type combination.

set gvrp —Globally enables / disables GVRP feature on all ports of a
switch.

set gmrp —Globally enables/ disables GMRP feature on all ports of a switch.
set vlan traffic-classes -Enablesor disables traffic class feature in
a switch on all ports.

mac-map - Configures the VLAN-MAC address mapping that is used only for
MAC-based VLAN membership classification.

map subnet - Configures VLAN-IP subnet address mapping that is used only
for subnet-VLAN based membership classification.

switchport filtering-utility-criteria -Creates filtering utility
criteria for the port.

switchport protected - Enables switchport protection feature for a
port.

mac-address-table aging-time - Configures the timeout period (in
seconds) for aging out dynamically learned forwarding information entry and
static entry in the MAC address table.

clear vlan statistics - Clears VLAN counters that maintain statistics
information on a per VLAN basis. The counter is cleared for all available VLANs
or for the specified VLAN.

vlan default hybrid type - Configures the default hybrid learning
mode for all VLANs when the operational learning mode of the switch is
globally set as hybrid.

wildcard - Configures the wildcard VLAN entry for a specified MAC

address or any MAC address.

unicast-mac learning limit - Configures the unicast-MAC learning
limit for a switch.

switchport pvid - Configuresthe PVID on the specified port.
switchport acceptable-frame-type - Configures the type of VLAN
dependant BPDU frames such as GMRP BPDU, that the port should accept
during the VLAN membership configuration.

switchport ingress-filter - Enables ingress filtering feature on the
port.

port protocol-vlan - Enables protocol-VLAN based membership
classification in a port.
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switchport map protocols-group - Maps the configured protocol
group to a particular VLAN ID for an interface.

switchport priority default - Configures the default ingress user
priority for a port.

switchport mode - Configures the mode of operation for a switch port.
vlan max-traffic-class - Configures the maximum number of traffic
classes supported on a port.

vlan map-priority - Maps an evaluated user priority to a traffic class on
a port.

shutdown garp - Shuts down the GARP module in the switch on all ports
and releases all memories used for the GARP module.

debug vlan - Enables the tracing of the VLAN submodule as per the
configured debug levels.

show vlan - Displays VLAN entry related information of all active VLANs and
VLANSs (that are not active) for which the port details are configured.

show vlan device info - Displays the VLAN global information that is
applicable to all VLANSs created in the switch / all contexts.

show vlan device capabilities - Displays only the list of VLAN
features such as traffic class feature, supported in the switch / all contexts.
show vlan traffic-classes - Displaysthe evaluated user priority and
traffic class mapping information of all interfaces available in the switch / all
contexts.

show garp timer - Displays the GARP timer information of all interfaces
available in the switch / all contexts.

show vlan port config - Displays the VLAN related port specific
information for all interfaces available in the switch / all contexts.

show vlan protocols-group - Displays all entries in the protocol group
table.

show protocol-vlan - Displays all entries in the port protocol table.
show mac-vlan - Displays all entries in the MAC map table.

show subnet-vlan mapping - Displays all entries in the subnet map
table.

show vlan statistics - Displaysthe unicast/ broadcast statistics details
of all active VLANs and VLANSs (that are not active) for which the port details
are configured.

show mac-address-table - Displays all static / dynamic unicast and
multicast MAC entries created in the MAC address table.

show dotld mac-address-table - Displays all static / dynamic unicast
and multicast MAC address entries created in the FDB table, when the VLAN
base bridge mode is transparent bridging.
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show dotld mac-address-table static wunicast- Displays all
static unicast MAC address entries created in the FDB table, when the VLAN
base bridge mode is transparent bridging.

show dotld mac-address-table static multicast - Displays
all static multicast MAC address entries created in the FDB table, when the
VLAN base bridge mode is transparent bridging.

show mac-address-table count - Displays the total number of static
/ dynamic unicast and multicast MAC address entries created in the FDB table.
show mac-address-table static unicast - Displays all static
unicast MAC address entries created in the FDB table.

show mac-address-table static multicast - Displays the static multicast MAC
address entries created in the FDB table.

show mac-address-table dynamic wunicast - Displays all
dynamically learnt unicast entries from the MAC address table.

show mac-address-table dynamic multicast - Displays all
dynamically learnt multicast entries from the MAC address table.

show mac-address-table aging-time - Displays the ageing time
configured for the MAC address table.

show wildcard - Displays all wildcard MAC entries created in the switch
/in all contexts.

show vlan learning params - Displays the VLAN learning parameter
details for all active VLANs and VLANSs (that are not active) for which the port
details are configured, available in all contexts / in the switch.
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19.2 vlan

Command Objective This command creates a VLAN / VFI ID and enters into the config-VLANmode
in which VLAN specific configurations are done. This command directly enters
into the config-VLAN mode for the specified VLAN / VFI ID, if the VLAN is
already created.

° - This is a unique value that represents the specific VLAN. This
value ranges between 1 and 4094

. .- VFI ID is a VLAN created in the system which contains Pseudo
wires and Attachment Circuits as member ports. This creates a logical LAN for
the VPLS service. This value ranges between 4096 and 65535. This feature is
not available in SMIS switch models.

" The VLAN ID 4095 is reserved and may be used to indicate a wildcard

match for the VID in management operations or Filtering Database entries.

7 The theoretical maximum for the maximum number of VFlis 65535 but

the actual number of VFI supported is a sizing constant. Based on this, the
maximum number of VFI ID accepted in the management interface is
restricted. For example, if 100 VFIs are supported, the maximum number of
VFI supported will be restricted to maximum number of VLANs + 100. An
error message is displayed for any value beyond this range.

The no form of the command deletes the existing VLAN/ VFI and its
corresponding configurations.

Syntax

Mode Global Configuration Mode

Default By default, VLAN 1 is created for:

e The Native VLAN (VLAN 1) created by default cannot be deleted using the no
form of the command.

e For default VLAN 1, interface VLAN configuration alone is permitted and no
other configuration on this VLAN is allowed, if the base bridge mode is set as
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transparent bridging. No new VLAN can be created, if the base bridge mode is
set as transparent bridging

e The creation of new VLAN and configuration of existing VLAN can be done, only
if the VLAN switching feature is started and enabled in the switch.

Example Your Product(config)# vlan 4Your
Product (config-vlan) #

Related Command(s)

e base bridge-mode - Configuresthe base mode (either 802.1d transparent
bridge mode or 802.1q vlan aware bridge mode) in which the VLAN feature
should operate on the switch.

e no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.

e interface vlan <vlan-id> - Createsan L3 VLAN interface. An L3 VLAN
interfaceis a VLAN that is mappedto an IP interface and assigned an IP address.

e show vlan - Displays VLAN entry related information of all active VLANs and
VLANSs (that are not active) for which the port details are configured.
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19.3 setmac-learning

Command Objective This command configures the global mac learning status.
Syntax set mac-learning { enable | disable }

Parameter Description

e enable - Enables the global mac learning status

e disable - Disables the global mac learning status
Mode Global Configuration Mode

Default enable

Example Your Product(config)# set mac-learning enable
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19.4 Dbase bridge-mode

Command Objective  This command configures the base mode (either 802.1d transparent
bridge mode or 802.1q vlan aware bridge mode) in which the VLAN
feature should operate on the switch. This configuration is globally
applied on all ports of the switch.

Syntax

Parameter Description

° - Configures the VLAN operation mode as transparent
bridging. The switch operates according to IEEE 802.1q implementation.

This mode allows you to connect two similar network segments to each other
at the datalink layer in a manner transparent to end stations, so the end
stations do not participate in the bridging algorithm.

The mode can be set as transparent bridging, only if the following conditions
are satisfied:

— GARP, IGS, MLDS, LA, and LLDP are shutdown.

— Spanning tree mode is set as RSTP or spanning tree is shutdown.

— All logical interfaces such as loopback, are deleted. The default L3 VLAN
interface is also deleted.

° - Configures the VLAN operation mode as VLAN aware bridging.
The switch operates according to IEEE 802.1d implementation. This mode
allows you to interconnect end stations at different LAN segments and
communicate with each other using VLANSs.

Mode Global Configuration Mode

Default dotlg-vlan (VLAN aware bridging)

&= The VLAN mode can be configured, only if the VLAN switching feature is
started and enabled in the switch.
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Example Your Product(config)# base bridge-mode dotld-bridge

Related Command(s)

shutdown garp - Shuts down the GARP module in the switch on all ports
and releases all memories used for the GARP module.

shutdown snooping - Shuts down snooping in the switch.

shutdown spanning-tree - Shuts down spanning tree functionality in
the switch.

spanning-tree mode - Sets the type of spanning tree to be executed,
enables spanning tree operation and starts spanning tree functionality in the
switch.

shutdown port-channel - Shuts down LA in the switch and releases the
allocated resources to the switch.

shutdown 11dp - Shuts down all the ports in the LLDP and releases all the
allocated memory.

interface-configuration and deletion - Allows to configure
interface such as out of band management, port channel, tunnel, and so on.
set vlan - Globally enables/ disables VLAN feature in the switch (that is the
status of the VLAN feature is configured for all ports of the switch).

vlan - Creates a VLAN in the ISS and enters into the config-VLAN mode in
which VLAN specific configurations are done.

mac-vlan - Enables MAC-based VLAN membership classification on all ports
of the switch.

subnet-vlan - Enables subnet-VLAN based membership classification on all
ports of the switch.

protocol-vlan - Enables protocol-VLAN based membership classification
on all ports of the switch.

map protocol - Creates a protocol group with a specific protocol and
encapsulation frame type combination.

set gvrp - Globally enables / disables GVRP feature on all ports of a switch.
set gmrp - Globally enables / disables GMRP feature on all ports of a switch.
set vlan traffic-classes -Enables or disables traffic class feature in
a switch on all ports.

switchport filtering-utility-criteria - Creates filtering utility
criteria for the port.

mac-address-table static unicast - Transparent
Bridging Mode - Configures a static unicast MAC address in the forwarding
database when base bridge mode is transparent bridging in order to control
unicast packets to be processed.
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mac-address-table static multicast - Transparent
Bridging mode- Configures a static multicast MAC address in the
forwarding database in transparent bridging mode in order to control multicast
packets to be processed.

wildcard - Configures the wildcard VLAN entry for a specified MAC address
or any MAC address.

set unicast-mac learning - Enables or disables unicast-MAC learning
feature for a VLAN.

vlan unicast-mac learning limit - Configures the unicast-MAC
learning limit for a VLAN.

unicast-mac learning limit - Configures the unicast-MAC learning
limit for a switch.

vlan active - Activatesa VLAN in the switch.

switchport pvid - Configuresthe PVID on the specified port.
switchport acceptable-frame-type - Configures the type of VLAN
dependant BPDU frames such as GMRP BPDU, that the port should accept
during the VLAN membership configuration.

switchport ingress-filter - Enables ingress filtering feature on the
port.

switchport map protocols-group - Maps the protocol group
configured to a particular VLAN identifier for the specified interface
switchport priority default - Sets the default user priority for the
port

switchport mode - Configures the mode of operation for a switch port.
switchport map protocols-group - Maps the configured protocol
group to a particular VLAN ID for an interface.

switchport priority default - Configures the default ingress user
priority for a port.

switchport protected - Enables switchport protection feature for a
port.

no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.

show vlan device info: Displays the VLAN global information that is
applicable to all VLANSs created in the switch / all contexts.
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19.5 mac-vlan

Command Objective This command enables MAC-based VLAN membership classification on all
ports of the switch. VLAN membership classification is done based on the
MAC address of the source of received packets. The VLAN membership
should be assigned initially, if the MAC-based VLAN membership
classification is to be enabled in the switch.

The no form of the command disables MAC-based VLAN membership
classification on all ports of the switch.

Syntax

Mode Global Configuration Mode

Default MAC-based VLAN membership classification is disabled on all ports of the switch.

& MAC-based VLAN membership classification cannot be configured in the switch, if the base
bridge mode is set as transparent bridging or the VLAN switching feature is shutdown in the
switch.

Example Your Product(config)# mac-vlan

Related Command(s)

e base bridge-mode dotlg-vlan - Configuresthe VLAN operation mode
as VLAN aware bridging.

e mac-map - Configures the VLAN-MAC address mapping that is used only for
MAC-based VLAN membership classification.

e no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.

e show vlan device info - Displays the VLAN global information that is
applicable to all VLANSs created in the switch / all contexts.

e show mac-vlan - Displays all entries in the MAC map table.
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19.6 subnet-vlan

Command Objective

This command enables subnet-VLAN based membership classification on
all ports of the switch. The source IP address in received packet is
matched to a VLAN ID using an administrator configured table to perform
VLAN membership classification.

The no form of the command disables subnet-VLAN based membership
classification on all ports of the switch.

Syntax
Mode Global Configuration Mode
Default Subnet-based VLAN membership classification is disabled on all ports of the switch.
& Subnet-VLAN based membership classification cannot be configured in the switch, if the base

bridge mode is set as transparent bridging or the VLAN switching feature is shutdown in the

switch.

Example Your Product(config)# subnet-vlan

Related Command(s)

base bridge-mode dotlg-vlan - Configuresthe VLAN operation mode
as VLAN aware bridging.

map subnet - Configures VLAN-IP subnet address mapping that is used only
for subnet-VLAN based membership classification.

no shutdown vlan - Starts and enables VLAN switching feature in the
switch.

show vlan device info - Displays the VLAN global information that is
applicable to all VLANSs created in the switch / all contexts.

show subnet-vlan mapping - Displays all entries in the subnet map

table.
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19.7 protocol-vlan

Command Objective This command enables protocol-VLAN based membership classification on all
ports of the switch. VLAN membership classification is done for all untagged
and priority-tagged frames based on the port-protocol group / higher layer
protocol for the port.

The no form of the command disables protocol-VLAN based membership
classification on all ports of the switch.

Syntax

Mode Global Configuration Mode

Default Protocol-based VLAN membership classification is enabled on all ports of the switch.

a Protocol-VLAN based membership classification cannot be configured in the switch, if the base
bridge mode is set as transparent bridging or the VLAN switching feature is shutdown in the
switch.

Example Your Product(config)# no protocol-vlan

Related Command(s)

e base bridge-mode dotlg-vlan - Configuresthe VLAN operation mode
as VLAN aware bridging.

e port protocol-vlan - Enables protocol-VLAN based membership
classification in a port.

e no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.

e show vlan device info - Displays the VLAN global information that is
applicable to all VLANSs created in the switch / all contexts
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19.8 map protocol

Command Objective

Syntax

Parameter Description

This command creates a protocol group with a specific protocol and
encapsulation frame type combination.

The created protocol group is used for protocol-VLAN based membership
classification. The specified protocol is applied above the data-link layer in a
protocol template, and the frame type is applied in the template.

The no form of the command deletes all group that have the specified
protocol and encapsulation frame type combination.

- Sets the protocol as IP, which is used for communicating data across
network using TCP / IP. The corresponding octet string is 08:00.

- Sets the protocol as Novell Netware protocol suite, which is
developed by Novell Inc. The corresponding octet string is ff:ff.

- Sets the protocol as NetBIOS over TCP/IP, which allows legacy
application relying on NetBIOS API to be used on modern TCP/IP networks. The
corresponding octet string is f0:f0. This protocol can be set only for the
encapsulation frame type licOther.

- Sets the protocol as AppleTalk, which is a proprietary suite of
protocols developed by Apple Inc. The corresponding octet string is 80:9b.

- Sets the protocol type using its corresponding octet string. This value
is used to configure some other protocol type other than ip, novell, netbios and
appletalk and also the listed protocol types. This value is set as:

— 16-bit (2 octet) IEEE 802.3 type field, if the frame type is set as enet-v2,
snap and snap8021H.

— 40-bit (5 octet) PID, if the frame type is set as snapOther.

— 2 octet IEEE 802.2 LSAP pair, if the frame type is set as llcother. The first
octet is used for DSAP and the second octet is used for SSAP.
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- Applies the standard IEEE 802.3 frame format. This format

contains:

— Preamble — 7 byte value that allows the Ethernet card to synchronize with
the beginning of a frame.

— SFD —1 byte value that indicates the start of a frame.

— Destination— 6 byte MAC address of the destination.

— Source — 6 byte MAC address of the source or a broadcast.

— Length — 2 byte value representing the number of bytes in the data fields.

— Data — 46 to 1500 bytes higher layer information containing protocol
information or user data.

— FCS—4byte value representing the cyclic redundancy check used by source
and destination to verify a successful transmission.

- Applies the sub-network access protocol format. This format contains
the same structure as LLC format except the following additional fields added
before the data field:

— OUIl — 3 byte value representing organizational unique ID assigned to
vendors for differentiating protocols from different manufacturers.

— Type — 2-byte value representing protocol type that defines a specific
protocol in the SNAP. This maintains compatibility with Ethernet v2.

- Applies the LLC format. This format contains the same structure
as |IEEE 802.3 frame except the following additional fields added before the
data field:

— DSAP — 1 byte value representing destination service access point to
determine the protocol used for the upper layer.
— SSAP -1 byte value representing source service access point to determine
the protocol used for the upper layer.
— Control — 1 byte value that is used by certain protocols for administration.
- Applies the sub-network access protocol format. This format
contains the same structure as LLC format except for two additional fields
before the data field as mentioned below:
— 3 octet field having value 00:00:F8 signifying that next 2 octet field is the
encoding of 802.3 Type field in an IEEE 802.2/SNAP Header.
— 2 octet Type field - encoding of 802.3 Type field in an IEEE 802.2/SNAP
Header
- Applies the sub-network access protocol format. This format
contains the same structure as LLC format except for an additional 5 octet SNAP
Protocol Identifier (PID) added before the data field. The value of the PID is not
in ether of the ranges used for RFC_1042(SNAP) or SNAP
— 802.1H. This frame type can be set only for some other protocol type other
than ip, novell, netbios and appletalk.
- Configures a unique group ID
that is to be created with the specified protocol type and encapsulation frame
type. This value represents a specific group of protocols that are associated
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together when assigning a VID to a frame. This value ranges between 0 and
2147483647.

Mode Global Configuration Mode

“&~ protocol group cannot be created and configured in the switch, if the base bridge mode is

set as transparent bridging or the VLAN switching feature is shutdown in the switch.

Example Your Product(config)# map protocol ip enet-v2 protocols-
group 1

Related Command(s)

e base bridge-mode dotlg-vlan - Configuresthe VLAN operation mode
as VLAN aware bridging.

e switchport map protocols-group - Maps the configured protocol
group to a particular VLAN ID for an interface.

e no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.

e show vlan protocols-group - Displays all entries in the protocol group
table.
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19.9 set vlan traffic-classes

Command Objective

Syntax

Parameter Description

This command enables or disables traffic class feature in a switch on all ports.

Traffic class feature is used to meet the latency and throughput requirement
of time-critical traffic in a LAN environment, where both time-critical and non-
time- critical traffic compete for the network bandwidth.

- Enables traffic class feature in the switch on all ports. You can assign
user priority to the particular traffic class.
- Disables traffic class feature in the switch on all ports. The switch
operates with a single priority level for all traffics

Mode Global Configuration Mode

Default enable

o The traffic class feature cannot be configured in the switch, if the base bridge mode is set as

transparent bridging or the VLAN switching feature is shutdown in the switch.

Example Your Product(config)i# set vlan traffic-classes disable

Related Command(s)

base bridge-mode dotlqg-vlan - Configuresthe VLAN operation mode
as VLAN aware bridging.

no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.

show vlan device info - Displays the VLAN global information that is
applicable to all VLANSs created in the switch / all contexts.
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19.10 mac-address-table static unicast

Command Objective This command configures a static unicast MAC address in the

forwarding database.

The no form of the command deletes a configured static Unicast MAC address
from the forwarding database.

Syntax

mac-address-table static unicast <aa:aa:aa:aa:aa:aa> vlan <vlan-
id/vfi_id> [{recv-port <ifXtype> <ifnum> }] [interface
([<interface-type> <0/a-b, 0/c, ...>] [<interface-type> <0/a-b,
0/c, ...>] [port-channel <a,b,c- d>][pw <a,b,c-d>][ac <a,b, c-
d>])] [connection-identifier <ucast mac>] [status { permanent |
deleteOnReset | deleteOnTimeout }]

no mac-address-table static unicast <aa:aa:aa:aa:aa:aa> vlan
<vlan-id/vfi_id> [{recv-port <ifXtype> <ifnum>}]

Parameter Description

e <aa:aa:aa:aa:aa:aa> - Configures the static unicast destination MAC
address. The received packets having the specified MAC address are processed.
e vlan <vlan-id/vfi-id> -Configuresthe static unicast destination MAC
address for the specified VLAN / VFI ID. This value ranges between 1 and 65535.
— <vlan -id> -VLANID is a unique value that represents the specific ~
— VLAN. This value ranges between 1 and 4094
— <vfi-id>.-VFIIDisa VLAN created in the system which contains Pseudo
wires and Attachment Circuits as member ports. This creates a logical LAN
for the VPLS service. This value ranges between 4096 and 65535. This
feature is not supported.

.7~ The VLAN ID 4095 is reserved and may be used to indicate a wildcard

match for the VID in management operations or Filtering Database
entries.

7~ VFI IDs 4096 and 4097 are reserved identifiers used in MPLS PW.
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7 The theoretical maximum for the maximum number of VFlis 65535

but the actual number of VFI supported is a sizing constant. Based on

this, the maximum number of VFI ID accepted in the management

interface is restricted. For example, if 100 VFls are supported, the

maximum number of VFI supported will be restricted to maximum

number of VLANs + 100. An error message is displayed for any value

beyond this range.

- Configures the receive ports details. The static unicast packets

received only on this specified port are processed. The details to be provided

are:

- Configures the receive ports details for the

specified type of interface. The interface can be:

o

gx-ethernet —A version of Ethernet that supports data transfer up
to 40 Gigabits per second. This Ethernet supports only full duplex
links.
gigabitethernet — A version of LAN standard architecture that
supports data transfer up to 1 Gigabit per second.
extreme-ethernet — A version of Ethernet that supports data
transfer up to 10 Gigabits per second. This Ethernet supports only
full duplex links.
port-channel — Logical interface that represents an aggregator
which contains several ports aggregated together.

- Configures the receive ports details for the specified

type of interface. This is a unique value that represents the specific

interface. This value is a combination of slot number and port number

separated by a slash, for interface type other than port-channel. Only port-

channel ID is provided, for interface type port-channel.

- Configures the member ports interface type and ID. The details

to be provided are:

- Configures the member ports for the specified

type of interface. The interface can be:

o

gx-ethernet — A version of Ethernet that supports data transfer up
to 40 Gigabits per second. This Ethernet supports only full duplex
links.

gigabitethernet — A version of LAN standard architecture that
supports data transfer up to 1 Gigabit per second.
extreme-ethernet — A version of Ethernet that supports data
transfer up to 10 Gigabits per second. This Ethernet supports only
full duplex links.

port-channel — Logical interface that represents an aggregator
which contains several ports aggregated together.
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— - Configures the member ports for the specified
interface identifier. This is a unique value that represents the specific
interface. This value is a combination of slot number and port number
separated by a slash, for interface type other than port-channel. Only port-
channel ID is provided, for interface type port-channel.

° - Sets the list of port channel interfaces or a
specific port channel identifier. Use comma as a separator without space while
configuring list of interfaces. Example: 1,3.

° - Configures a static unicast MAC address for the specified
pseudowire interface. When the pseudo wire interface is mapped to a specific
VLAN, interface structures are created. This value ranges between 1 and
65535.Use comma as a separator without space while configuring list of
interfaces. Example: 1,3.. This interface type is not supported.

° - Configures a static unicast MAC address for the specified
attachment circuit interface. This value ranges between 1 and 65535. Use
comma as a separator without space while configuring list of interfaces.
Example: 1,3. This interface type is not supported.

° - Associates backbone MAC
address of peer backbone edge bridge with customer MAC address that can be
reached through the bridge.

° - Specifies the status of the Static unicast entry. The options are:

— - Entry remains even after the next reset of the bridge

- - Entry remains until the next reset of the bridge

- - Entry remains until it is aged out

Mode Global Configuration Mode

Default status - permanent

e VLAN/Service-instance must have been configured and member ports must
have been configured for the specified VLAN/Service-instance.

e The VLAN value in a configured static MAC entry must be active

e The new configured ports are appended to the existing member port list of the
vlan

e The Egress port value and receive port value in a configured static MAC entry
must be a member of the configured VLAN. Receive Port cannot be an Egress
port in a configured static MAC entry
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Example Your Product(config)# mac-address-table static unicast
00:11:22:33:22:11 vlan 3 recv-port gigabitethernet 0/2 interface
gigabitethernet 0/1 status deleteOnTimeout

Your Product(config)# mac-address-table static unicast
00:11:22:33:22:11 vlan 1 recv-port gigabitethernet 0/2 interface
gigabitethernet 0/1 pw 1

Your Product(config)# mac-address-table static unicast
00:11:22:33:22:11 vlan 4099 recv-port gigabitethernet 0/2
interface ac 1

Related Command(s)

e mac-address-table static multicast - Configures a static
multicast MAC address in the forwarding database.

e vlan - Configures a VLAN in the switch and enters the config-VLAN mode.

e ports - Statically configures a VLAN entry with the required member ports,
untagged ports and/or forbidden ports, and activates the VLAN.

e vlan active - Activates a VLAN in the switch.

¢ show mac-address-table static unicast - Displays the
statically configured unicast address from the MAC address table.
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19.11 mac-address-table static unicast -
Transparent Bridging Mode

Command Objective

This command configures a static unicast MAC address in the
forwarding database in transparent bridging mode in order to control
unicast packets to be processed. Only the unicast packets having the
configured value are processed.

The no form of the command deletes the configured static unicast
address from the forwarding database.

Syntax mac-address-table static unicast <aa:aa:aa:aa:aa:aa>

[recv- port <interface-type> <interface-id>] interface
([<interface-type> <0/a-b,0/c,...>] [<interface-type>
<0/a-b,0/c,...>] [port-channel <a,b,c-d>]) [status {
permanent | deleteOnReset | deleteOnTimeout }]

no mac-address-table static unicast

<aa:aa:aa:aa:aa:aa> [recv-port <interface-type>

<interface-id>]

Parameter Description

<aa:aa:aa:aa:aa:aa> - Configuresthe unicast destination MAC address.
The received packets having the specified MAC address are processed.
recv-port - Configures the receive port's details. The unicast packets
received only on this specified port are processed. The details to be provided
are:

— <interface-type> - Sets the type of interface. The interface can be:

o qx-ethernet —A version of Ethernet that supports data transfer up
to 40 Gigabits per second. This Ethernet supports only full duplex
links.

o gigabitethernet — A version of LAN standard architecture that
supports data transfer up to 1 Gigabit per second.

o extreme-ethernet — A version of Ethernet that supports data
transfer up to 10 Gigabits per second. This Ethernet supports only
full duplex links.

o port-channel — Logical interface that represents an aggregator
which contains several ports aggregated together.

— <interface-id> - Sets the interface identifier. This is a unique value
that represents the specific interface. This value is a combination of slot
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number and port number separated by a slash, for interface type other
than port-channel. Only port-channel ID is provided, for interface type
port-channel.

° - Configures the member ports details. The unicast packets
received on the specified receive ports and having the specified unicast
destination MAC address are forwarded through these member ports. The
details to be provided are:

— - Sets the type of interface. The interface can be:

o gx-ethernet — A version of Ethernet that supports data transfer up
to 40 Gigabits per second. This Ethernet supports only full duplex
links.

o gigabitethernet — A version of LAN standard architecture that
supports data transfer up to 1 Gigabit per second.

o extreme-ethernet — A version of Ethernet that supports data
transfer up to 10 Gigabits per second. This Ethernet supports only
full duplex links.

o port-channel — Logical interface that represents an aggregator
which contains several ports aggregated together.

- - Sets the list of interfaces or a specific interface
identifier. This value is a combination of slot number and port number
separated by a slash, for interface type other than port-channel. Only port-
channel ID is provided, for interface type port-channel. Use comma as a
separator withoutspace while configuring list of interfaces. Example:
0/1,0/3 or 1,3.

° - Sets the list of port channel interfaces or a
specific port channel identifier. Use comma as a separator without space while
configuring list of interfaces. Example: 1,3.

° - Configures the status of the static unicast entry. The options are:

- - The static unicast entry resides in the switch, even after
restarting the switch.

- - The static unicast entry is deleted, once the switch is
restart.

- - The static unicast entry is deleted once the MAC
address table aging timer expires.

Mode Global Configuration Mode

Default status - permanent
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e This command is applicable only if the base bridge mode is set as transparent
bridging.

e Theinterface gigabitethernet 0/1 cannot be set as member port or receive port
in the static entry, as it is configured as a router port in transparent bridging
mode.

e The same interface cannot be configured as both ingress port (receive port)
and egress port (member port). The port can act only as ingress or as egress.

o Ifthereceive portis configuredin the created static unicast MAC address entry,
then that entry can be deleted only if the receive port details are exactly
mentioned in the no form of the command.

e Only one static unicast MAC address entry is allowed in the switch in
transparent bridging mode. If any updates need to be done in the existing one,
then it should be deleted and new entry should be created with new
configurations.

Example Your Product(config)# mac-address-table static unicast
00:11:22:33:44:55 recv-port gigabitethernet 0/3 interface
gigabitethernet 0/2 status deleteOnTimeout

Related Command(s)

e base bridge-mode dotld-bridge - Configures the VLAN operation
mode as transparent bridging.

e mac-address-table aging-time - Configures the timeout period (in
seconds) for aging out dynamically learned forwarding information entry and
static entry in the MAC address table.

e show dotld mac-address-table - Displays all static / dynamic unicast
and multicast MAC address entries created in the FDB table, when the VLAN
base bridge mode is transparent bridging.

e show dotld mac-address-table static wunicast- Displays all
static unicast MAC address entries created in the FDB table, when the VLAN
base bridge mode is transparent bridging.
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19.12 mac-address-table static multicast

Command Objective

This command configures a static multicast MAC address in the
forwarding database.

Syntax mac-address-table static multicast <aa:aa:aa:aa:aa:aa> vlan
<vlan-id/vfi_id> [recv-port <ifXtype> <ifnum>]
interface ([<interface-type> <0/a-b,0/c,...>] [<interface-type>
<0/a- b,0/c,...>] [port-channel <a,b,c-d>][pw <a,b,c-d>] [ac

<a,b,c-d>])
b,0/c,...>]

[forbidden-ports ([<interface-type> <0/a-
[<interface-type> <0/a-b,0/c,...>] [port- channel

<a,b,c-d>] [pw <a,b,c-d>] [ac <a,b,c-d>])] [status { permanent |
deleteOnReset | deleteOnTimeout }]

no mac-address-table static multicast <aa:aa:aa:aa:aa:aa> vlan
<vlan-id/vfi_id> [recv-port <ifXtype> <ifnum>}]

Parameter Description

<aa:aa:aa:aa:aa:aa> - Configures the multicast destination MAC
address. The received packets having the specified MAC address are processed.

vlan <vlan-id/vfi-id> - Configures the static multicast destination
MAC address for the specified VLAN / VFI ID. This value ranges between 1 and
65535.

<vlan -id> - VLAN ID is a unique value that represents the specific
VLAN. This value ranges between 1 and 4094

<vfi-id>.-VFIIDis aVLAN created in the system which contains Pseudo
wires and Attachment Circuits as member ports. This creates a logical LAN
for the VPLS service. This value ranges between 4096 and 65535. This
feature is not supported.

2~ The VLAN ID 4095 is reserved and may be used to indicate a wildcard

match for the VID in management operations or Filtering Database
entries.

7 VFI IDs 4096 and 4097 are reserved identifiers used in MPLS PW.

7 The theoretical maximum for the maximum number of VFl is 65535

but the actual number of VFI supported is a sizing constant. Based on this,
the maximum number of VFI ID accepted in the management interface is
restricted. For example, if 100 VFIs are supported, the maximum number
of VFI supported will be restricted to maximum number of VLANs + 100.
An error message is displayed for any value beyond this range.
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- Configures the receive port's details. The multicast packets
received only on this specified port are processed. The details to be provided
are:

— - Sets the type of interface. The interface can be:

o gx-ethernet — A version of Ethernet that supports data transfer up
to 40 Gigabits per second. This Ethernet supports only full duplex
links.

o gigabitethernet — A version of LAN standard architecture that
supports data transfer up to 1 Gigabit per second.

o extreme-ethernet — A version of Ethernet that supports data
transfer up to 10 Gigabits per second. This Ethernet supports only
full duplex links.

o port-channel — Logical interface that represents an aggregator
which contains several ports aggregated together.

— - Sets the interface identifier. This is a unique value that
represents the specificinterface. This value is a combination of slot number
and port number separated by a slash, for interface type other than port-
channel. Only port-channel ID isprovided, for interface types port-channel.

- Configures the member ports details. The multicast packets
received on the specified receive ports and having the specified multicast
destination MAC address are forwarded through these member ports. The
details to be provided are:

— - Sets the type of interface. The interface can be:

o gx-ethernet— A version of Ethernet that supports data transfer up
to 40 Gigabits per second. This Ethernet supports only full duplex
links.

o gigabitethernet — A version of LAN standard architecture that
supports data transfer up to 1 Gigabit per second.

o extreme-ethernet — A version of Ethernet that supports data
transfer up to 10 Gigabits per second. This Ethernet supports only
full duplex links.

o port-channel — Logical interface that represents an aggregator
which contains several ports aggregated together.

— - Sets the list of interfaces or a specific interface
identifier. This value is a combination of slot number and port number
separated by a slash, for interface type other than port-channel. Only port-
channel ID is provided, for interface type port-channel. Use comma as a
separator withoutspace while configuring list of interfaces. Example:
0/1,0/3 or 1,3.

- - Sets the list of port channel interfaces or
a specific port channel identifier. Use comma as a separator without space
while configuring list of interfaces. Example: 1,3.
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— - Configures a static multicast MAC address the Pseudo
wire interface. When the pseudo wire interface is mapped to a specific
VLAN, the interface structures are created. This value ranges between 1
and 65535. This interface type is not supported.

> Maximum number of PseudoWire interfaces supported in the system
is 100.

- - Configures a static multicast MAC address for the
specified attachment circuit interface. This value ranges between 1 and
65535. Use comma as a separator without space while configuring list of
interfaces. Example: 1,3. This interface type is not supported.

- Configures the ports for which GMRP should not
dynamically register the service requirement attribute forward all multicast
groups. This configuration is restored once the switch is reset. The details to be
provided are:

— - Sets the type of interface. The interface can be:

o qgx-ethernet— A version of Ethernet that supports data transfer up
to 40 Gigabits per second. This Ethernet supports only full duplex
links.

o gigabitethernet - A version of LAN standard architecture that
supports data transfer up to 1 Gigabit per second.

o extreme-ethernet - A version of Ethernet that supports data
transfer up to 10 Gigabits per second. This Ethernet supports only
full duplex links.

o port-channel - Logical interface that represents an aggregator
which contains several ports aggregated together.

— - Sets the list of interfaces or a specific interface
identifier. This value is a combination of slot number and port number
separated by a slash, for interface type other than port-channel. Only port-
channel ID is provided, for interface type port-channel. Use comma as a
separator withoutspace while configuring list of interfaces. Example:
0/1,0/3 or 1,3.

— - Sets the list of port channel interfaces or
a specific port channel identifier. Use comma as a separator without space
while configuring list of interfaces. Example: 1,3

- - Configures the Pseudo wire interface. When the pseudo
wire interface is mapped to a specific VLAN, the interface structures are
created. This value ranges between 1 and 65535. This interface type is not
supported.

> Maximum number of PseudoWire interfaces supported in the system
is 100
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- - Configures a static multicast MAC address for the
specified attachment circuit interface. This value ranges between 1 and
65535. Use comma as a separator without space while configuring list of
interfaces. Example: 1,3. This interface is not supported.

- Status of the static multicast entry. The options are:

- - Entry remains even after the next reset of the bridge

- - Entry remains until the next reset of the bridge

— - Entry remains until it is aged out

Mode Global Configuration Mode

Default status - permanent

&

VLAN/Service-instance must have been configured and member ports must
have been configured for the specified VLAN/Service-instance.

The VLAN value in a configured static MAC entry must be active

The new configured ports are appended to the existing member port list of the
VLAN

The Egress Port value and Receive Port value in a configured static MAC entry
must be a member of the configured VLAN

Receive Port cannot be an Egress port in a configured static MAC entry

Example Your Product(config)# mac-address-table static multicast
01:02:03:04:05:06 vlan 2 interface gigabitethernet 0/1

Related Command(s)

mac-address-table static unicast - Configures a static unicast
MAC address in the forwarding database.

vlan - Configures a VLAN in the switch and is also used to enter in to the
config-VLAN mode.

ports - Statically configures a VLAN entry with the required member ports,
untagged ports and/or forbidden ports, and activates the VLAN. The VLAN can
also be activated using the vlan active command.

vlan active - Activatesa VLAN in the switch.
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e show mac-address-table static multicast - Displays the
statically configured multicast entries.
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19.13 mac address-table static mcast

Command Objective This command configures a static multicast MAC (Media Access Control)
address in the forwarding database.

The no form of the command deletes a configured static multicast MAC
address from the forwarding database.

" This command is a complete standardized implementation of the existing

command and operates similar to that of the command mac-address-table
static multicast. This feature has been included in adherence to the Industry
Standard CLI syntax.

Syntax

Parameter Description

° - Configures the static MAC address that should be mapped to
the specified VLAN and used for MAC based VLAN membership classification.
° - Configures the VLAN ID to which the

configured MAC address should be mapped. This is a unique value that
represents the specific VLAN created. This value ranges between 1 and 4094.
° - Configures the member ports details. The static packets
received on the specified receive ports and having the specified static
destination MAC address are forwarded through these member ports. The
details to be provided are:
— - Sets the type of interface. The interface can be:
o qx-ethernet — A version of Ethernet that supports data transfer up
to 40 Gigabits per second. This Ethernet supports only full duplex
links.
o gigabitethernet — A version of LAN standard architecture that
supports data transfer up to 1 Gigabit per second.
o extreme-ethernet — A version of Ethernet that supports data
transfer up to 10 Gigabits per second. This Ethernet supports only
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o internal-lan—Internal LAN created on a bridge per IEEE 802.1ap.
o port-channel — Logical interface that represents an aggregator
which contains several ports aggregated together.

° - Sets the list of interfaces or a specific interface
identifier. This value is a combination of slot number and port number
separated by a slash, for interface type other than port-channel. Only port-
channel ID is provided, for interface type port-channel. Use comma as a
separator without space while configuring list of interfaces. Example: 0/1,0/3
or1l,3.

— - Sets the list of port channel interfaces or
a specific port channel identifier. Use comma as a separator without space
while configuring list of interfaces. Example: 1,3.

Mode Global Configuration Mode

e VLAN must have been configured and member ports musthave been
configured for the specified VLAN.
e The VLAN value in a configured static MAC entry must be active

Example Your Product(config)# mac address-table static
01:02:03:04:05:06 vlan 2 interface gigabitethernet 0/1

Related Command(s)

¢ show mac-address-table static multicast - Displays the
statically configured multicast entries.

e vlan - Configures a VLAN in the switch and is also used to enter in to the
config-VLAN mode.

e vlan active - Activatesa VLAN in the switch.

e ports - Configures a VLAN entry.
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19.14 mac-address-table static multicast -
Transparent Bridging mode

Command Objective

Syntax

This command configures a static multicast MAC address in the forwarding
database in transparent bridging mode in order to control multicast packets to be
processed. Only the multicast packets having the configured value are processed.

This configuration is used to filter incoming reports that can be commonly used by
all multicast protocols.

The no form of command deletes the configured static multicast MAC address
from the forwarding database.

mac-address-table static multicast <aa:aa:aa:aa:aa:aa>
[recv-port <interface-type> <interface-id>] interface
([<interface-type> <0/a-b,0/c,...>] [<interface-type>
<0/a- b,0/c,...>] [port-channel <a,b,c-d>]]) [status ({
permanent | deleteOnReset | deleteOnTimeout }]

no mac-address-table static multicast
<aa:aa:aa:aa:aa:aa> [recv-port <interface-type>
<interface-id>]

Parameter Description

e <aa:aa:aa:aa:aa:aa> - Configures the multicast destination MAC
address. The received packets having the specified MAC address are processed.
e recv-port - Configures the receive port's details. The multicast packets
received only on this specified port are processed. The details to be provided
are:
— <ifXtype> - Sets the type of interface. The interface can be:

o gx-ethernet— A version of Ethernet that supports data transfer up
to 40 Gigabits per second. This Ethernet supports only full duplex
links.

o gigabitethernet — A version of LAN standard architecture that
supports data transfer up to 1 Gigabit per second.

o extreme-ethernet — A version of Ethernet that supports data
transfer up to 10 Gigabits per second. This Ethernet supports only
full duplex links.

o port-channel — Logical interface that represents an aggregator
which contains several ports aggregated together.
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— - Sets the interface identifier. This is a unique value that
represents the specificinterface. This value is a combination of slot number
and port number separated by a slash, for interface type other than port-
channel. Only port-channel ID isprovided, for interface type port-channel.

° - Configures the member ports details. The multicast packets
received on the specified receive ports and having the specified multicast
destination MAC address are forwarded through these member ports. The
details to be provided are:

- - Sets the type of interface. The interface can be:

o qx-ethernet — A version of Ethernet that supports data transfer up
to 40 Gigabits per second. This Ethernet supports only full duplex
links.

o gigabitethernet — A version of LAN standard architecture that
supports data transfer up to 1 Gigabit per second.

o extreme-ethernet — A version of Ethernet that supports data
transfer up to 10 Gigabits per second. This Ethernet supports only
full duplex links.

o port-channel — Logical interface that represents an aggregator
which contains several ports aggregated together.

— - Sets the list of interfaces or a specific interface
identifier. This value is a combination of slot number and port number
separated by a slash, for interface type other than port-channel. Only port-
channel ID is provided, for interface type port-channel. Use comma as a
separator withoutspace while configuring list of interfaces. Example:
0/1,0/3 or 1,3.

— - Sets the list of port channel interfaces or
a specific port channel identifier. Use comma as a separator without space
while configuring list of interfaces. Example: 1,3.

° - Configures the status of the static multicast entry. The options are:

— - The static multicast entry resides in the switch, even after
restarting the switch.

- - The static multicast entry is deleted, once the switch
is restart.

— - The static multicast entry is deleted once the MAC
address table aging timer expires.

Mode Global Configuration Mode

Default status - permanent

Supermicro NOS CLI User’s Guide



Supermicro NOS CLI User’s Guide



e This command is applicable only if the base bridge mode is set as transparent
bridging.

e Theinterface gigabitethernet 0/1 cannot be set as member port or receive port
in the static entry, as it is configured as a router port in transparent bridging
mode.

e The same interface cannot be configured as both ingress port (receive port)
and egress port (member port). The port can act only as ingress or as egress.

e If the receive port is configured in the created static multicast MAC
address entry, then that entry can be deleted only if the receive port
details are exactly mentioned in the no form of the command.

e Only one static multicast MAC address entry is allowed in the switch in
transparent bridging mode. If any updates need to be done in the existing one,
then it should be deleted and new entry should be created with new
configurations.

Example Your Product(config)# mac-address-table static multicast
01:00:5E:01:02:03interface gigabitethernet 0/2

Related Command(s)

e base bridge-mode dotld-bridge - Configures the VLAN operation
mode as transparent bridging.

e mac-address-table aging-time - Configures the timeout period (in
seconds) for aging out dynamically learned forwarding information entry and
static entry in the MAC address table.

e show dotld mac-address-table - Displays all static / dynamic unicast
and multicast MAC address entries created in the FDB table, when the VLAN
base bridge mode is transparent bridging.

e show dotld mac-address-table static multicast - Displays
all static multicast MAC address entries created in the FDB table, when the
VLAN base bridge mode is transparent bridging.
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19.15 mac-address-table aging-time

Command Objective This command configures the timeout period (in seconds) for aging out
dynamically learned forwarding information entry and static entry in the MAC
address table. That is, the entry is deleted once the aging timer expires. High
value for the aging time helps to record dynamic entries for a longer time, if
traffic is not frequent. This reduces the possibility of flooding.

The no form of the command resets the maximum age of an entry in the MAC
address table to its default value.

Syntax

Mode Global Configuration Mode

Default 300

e The aging timer is applied to the static entry in the MAC address table, only if
static entry status is set as deleteOnTimeout.

e The MAC address table maximum age can be configured in the switch, only if
the VLAN switching feature is started and enabled in the switch.

Example Your Product(config)# mac-address-table aging-time 200

Related Command(s)

e mac-address-table static unicast -  Transparent
Bridging Mode - Configures a static unicast MAC address in the forwarding
database in transparent bridging mode in order to control unicast packets to be
processed.
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mac-address-table static multicast - Transparent
Bridging mode - Configures a static multicast MAC address in the
forwarding database in transparent bridging mode in order to control multicast
packets to be processed.

no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.

show mac-address-table aging-time - Displays the ageing time
configured for the MAC address table.
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19.16 clear vlan statistics

Command Objective This command clears VLAN counters that maintain statistics information
on a per VLAN basis.

The counter is cleared for all available VLANSs or for the specified VLAN. The
statistics information contains number of unicast, broadcast and unknown
unicast packets flooded.

Syntax

Parameter Description

- Clears VLAN counters for the specified VLAN

/ VFIID. This value ranges between 1 and 65535.

- VLAN ID is a unique value that represents the specific
VLAN. This value ranges between 1 and 4094
.-VFIID is a VLAN created in the system which contains Pseudo
wires and Attachment Circuits as member ports . This creates a logical LAN
for the VPLS service. This value ranges between 4096 and 65535. This is not
supported.

.7~ The VLAN ID 4095 is reserved and may be used to indicate a wildcard

match for the VID in management operations or Filtering Database
entries.

7 VFI IDs 4096 and 4097 are reserved identifiers used in MPLS PW.

7 The theoretical maximum for the maximum number of VFl is 65535

but the actual number of VFI supported is a sizing constant.

Based on this, the maximum number of VFI ID accepted in the
management interface is restricted. For example, if 100 VFls are
supported, the maximum number of VFI supported will be restricted to
maximum number of VLANs + 100. An error message is displayed for any
value beyond this range.

Mode Global Configuration Mode
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&= The information is the VLAN counters can be deleted, only if the VLAN switching feature is
started and enabled in the switch.

Example Your Product (config) # clear vlan statistics vlan 1

Related Command (s)

e no shutdown vlan - Starts and enables VLAN switching feature in the
switch.
e show vlan statistics - Displaysthe unicast/broadcast statistics details

of all active VLANs and VLANs (that are not active) for which the port details
are configured.
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19.17 wildcard

Command Objective

Syntax

Parameter Description

This command configures the wildcard VLAN entry for a specified MAC
address or any MAC address.

The wild card VLAN static filtering information is used for all VLANSs for which
no static unicast and multicast MAC address entries are created.

The no form of the command deletes the wildcard entry for the specified MAC
address or broadcast address.

- Configures the destination unicast or
multicast MAC address to which filtering information of wild card entry should
be applied. The received frames that contain the configured MAC address are
forwarded through the specified interface, if no specific static filtering is
configured for that MAC address.

- Configures automatically the destination MAC address as
ff.ff.ff.ff.ff.ff. The received frames that contain any MAC address are forwarded
through the specified interface, if no specific filtering is configured for that MAC
address.

- Configures the member ports details. The received frames
having the specified destination MAC address are forwarded through these
member ports. The details to be provided are:

- - Sets the type of interface. The interface can be:

o gx-ethernet — A version of Ethernet that supports data transfer up
to 40 Gigabits per second. This Ethernet supports only full duplex
links.

o gigabitethernet — A version of LAN standard architecture that
supports data transfer up to 1 Gigabit per second.

o extreme-ethernet — A version of Ethernet that supports data
transfer up to 10 Gigabits per second. This Ethernet supports only
full duplex links.
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o port-channel — Logical interface that represents an aggregator
which contains several ports aggregated together.

o - Sets the list of interfaces or a specific
interface identifier. This value is a combination of slot number and
port number separated by a slash, for interface type other than
port-channel. Only port-channel ID is provided, for interface type
port-channel. Use comma as a separator withoutspace while
configuring list of interfaces. Example: 0/1,0/3 or 1,3.

° - Sets the list of port channel interfaces or a
specific port channel identifier. Use comma as a separator without space while
configuring list of interfaces. Example: 1,3.

° - Sets Pseudo wire interface. When the pseudo wire
interface is mapped to a specific VLAN, the interface structures are created.
This value ranges between 1 and 65535. This interface type is not supported.

" Maximum number of PseudoWire interfaces supported in the system is
100.

° - Configures the wildcard entry for the specified ac identifier
or a list of identifiers. This value ranges between 1 and 65535. Use comma as a
separator without space while configuring list of interfaces. Example: 1,3. This
interface type is not supported.

Mode Global Configuration Mode

e The wildcard VLAN entry cannot be configured in the switch, if the base bridge
mode is set as transparent bridging or the VLAN switching feature is shutdown
in the switch.

e This command executes only if statically a VLAN entry is configured with the
required member ports

Example Your Product(config)# wildcard mac-address 01:02:03:04:05:06
interface gigabitethernet 0/1

Related Command(s)
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base bridge-mode dotlg-vlan - Configuresthe VLAN operation mode
as VLAN aware bridging.

no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.

show wildcard - Displays all wildcard MAC entries created in the switch /
in all contexts.

ports - Statically configures a VLAN entry with the required member ports,
untagged ports and/or forbidden ports, and activates the VLAN. The VLAN can
also be activated using the vlan active command.
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19.18 unicast-mac learning limit

Command Objective

Syntax

This command configures the unicast-MAC learning limit for a switch. The
limit represents the maximum number of distinct unicast MAC addresses
that can be learnt in the switch. This value ranges between 0 and
4294967295.

The maximum number of unicast MAC addresses learnt differs for SMIS
models. Some models may not support because of hardware limitation.

The no form of the command resets the unicast-MAC learning limit for the
switch to its default value.

Mode Global Configuration mode

Default The maximum limit supported by the switch.

The limiting value should not be less than the unicast MAC learning limit set for
any of the VLAN.

Unicast-MAC learning limit cannot be configured in the switch, if the base
bridge mode is set as transparent bridging or the VLAN switching feature is
shutdown in the switch.

Example Your Product(config)# unicast-mac learning limit 5

Related Command(s)

base bridge-mode dotlg-vlan - Configuresthe VLAN operation mode
as VLAN aware bridging.

vlan unicast-mac learning limit - Configures the unicast-MAC

learning limit for a VLAN.
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no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.

show vlan device info - Displays the VLAN global information

applicable to all VLANSs created in the switch / all contexts.
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19.19 map subnet

Command Objective

Syntax

Parameter Description

This command configures VLAN-IP subnet address mapping that is used
only for subnet-VLAN based membership classification.

In subnet-VLAN based membership classification, the source IP address in
received packet is matched to a VLAN ID using this mapping entry to perform
VLAN membership classification.

The no form of the command deletes the VLAN-IP subnet address mapping
entry.

- Configures the IP subnet address to be used for
deciding on discarding / allowing of ARP frames.
- Configures VLAN-IP subnet address mapping
for the specified VLAN / VFI ID. This value ranges between 1 and 65535.
— - VLAN ID is a unique value that represents the specific
VLAN. This value ranges between 1 and 4094
- .-VFIID is a VLAN created in the system which contains Pseudo
wires and Attachment Circuits as member ports. This creates a logical LAN
for the VPLS service. This value ranges between 4096 and 65535. This
interface type is not supported.

7 The VLAN ID 4095 is reserved and may be used to indicate a wildcard

match for the VID in management operations or Filtering Database entries.

. VFI1Ds 4096 and 4097 are reserved identifiers used in MPLS PW.

7 The theoretical maximum for the maximum number of VFl is 65535 but

the actual number of VFI supported is a sizing constant. Based on this, the
maximum number of VFI ID accepted in the managementinterface is
restricted. For example, if 100 VFIs are supported, the maximum number of
VFI supported will be restricted to maximum number of VLANs + 100. An error
message is displayed for any value beyond this range.

- Configures the way of handling of ARP untagged frames on the specified

VLAN. The options are:
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— - Does not perform VLAN classification for ARP frames having
the specified source IP subnet address.

- - Performs VLAN classification for ARP frames having the specified
source IP subnet address.

7 This parameter is not supported in some SMIS models. The ARP option

cannot be configured as allow, when the hardware does not classify ARP
broadcast packets based on subnet VLAN mapping. In such case, subnet VLAN
mapping works only on IP packets.

° - Configures the subnet mask address to be used for
deciding on discarding / allowing of ARP frames.

Mode Global Configuration Mode

Default arp - Suppress for all boa, rds

&
e Onlythe VLANs that are activated in the switch can be mapped to the specified
IP subnet address.
e VLAN-IP subnet address mapping can be configured in the port, only if the VLAN
switching feature is started and enabled in the switch.
Example Your Product(config-if)# map subnet 14.0.0.0 vlan

1 arp allow

Related Command(s)

e subnet-vlan - Enables subnet-VLAN based membership classification on all
ports of the switch.

e vlan active - Activatesa VLAN in the switch.

e no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.

e show subnet-vlan mapping - Displays all entries in the subnet map
table.
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19.20 ports

Command Objective This command statically configures a VLAN entry with the required

member ports, untagged ports and/or forbidden ports, and activates
the VLAN. The VLAN can also be activated using the vlan active
command.

The configuration defines the tagged and untagged member ports that are
used for egress tagging of a VLAN at a port.

The no form of the command deletes the specified port details for the VLAN.
The member ports cannot be set empty for the VLAN, once the member ports
details are configured for that VLAN.

Syntax

ports [add] ([<interface-type> <0/a-b,0/c,...>][<interface-
type> <0/a-b,0/c,...>] [port-channel <a,b,c-d>][pw <a,b,c-

d>] [pw <a,b,c-d>]) [untagged <interface-type> <0/a-b,0/c,...>
[<interface-type> <0/a-b,0/c,...>] [port- channel <a,b,c-d>] [pw
<a,b,c-d>] [ac <a,b,c-d>] [all])] [forbidden <interface-type>
<0/a-b,0/c,...> [<interface- type> <0/a-b,0/c,...>] [port-
channel <a,b,c-d>] [pw <a,b,c- d>] [ac <a,b,c-d>]] [name <vlan-
name>]

no ports [<interface-type> <0/a-b,0/c,...>] [<interface- type>
<0/a-b,0/c,...>] [port-channel <a,b,c-d>] [pw <a,b,c- d>] [ac
<a,b,c-d>] [all] [untagged ([<interface-type> <0/a-
b,0/c,...>] [<interface-type> <0/a-b,0/c,...>] [port- channel
<a,b,c-d>] [pw <a,b,c-d>] [ac <a,b,c-d>] [all])] [forbidden
([<interface-type> <0/a-b,0/c,...>] [<interface- type> <0/a-
b,0/c,...>] [port-channel <a,b,c-d>] [pw <a,b,c- d>] [ac
<a,b,c-d>] [all])] [name <vlan—-name>]

Parameter Description

e add - Appends the new configured ports to the existing member port list of
the vlan
e <interface-type> <0/a-b,0/c,...> - Configures the ports that
should be set as a member of the VLAN. The details to be provided are:
— <interface-type> - Sets the type of interface. The interface can be:
o qx-ethernet— A version of Ethernet that supports data transfer up
to 40 Gigabits per second. This Ethernet supports only full duplex
links.
o gigabitethernet — A version of LAN standard architecture that
supports data transfer up to 1 Gigabit per second.
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o extreme-ethernet — A version of Ethernet that supports data
transfer up to 10 Gigabits per second. This Ethernet supports only
full duplex links.

o port-channel — Logical interface that represents an aggregator
which contains several ports aggregated together.

- - Sets the list of interfaces or a specific
interface identifier. This value is a combination of slot number
and port number separated by a slash, for interface type other
than port-channel. Only port-channel ID is provided, for interface
type port-channel. Use comma as a separator withoutspace
while configuring list of interfaces. Example: 0/1,0/3 or 1,3.

- Sets the list of port channel

interfaces or a specific port channel identifier. Use comma as a
separator without space while configuring list of interfaces.
Example: 1,3.

- Configures the Pseudo wire interface as member port.
When the pseudo wire interface is mapped to a specific VLAN, the interface
structures are created. This value ranges between 1 and 65535. This interface
type is not supported.

.~ Maximum number of PseudoWire interfaces supported in the
system is 100.

- Configures the specified attachment circuit
interface as a member port. This value ranges between 1 and 65535.
Use comma as a separator without space while configuring list of
interfaces. Example: 1,3. This interface type is not supported.

- Deletes all configured member ports for the VLAN and sets
the member ports as none. This option is available only in the no
form of the command.

Configures the ports that should be used for the VLAN to
transmit egress packets as untagged packets. The details to be
provided are:

- - Sets the type of interface. The interface can be:
o qx-ethernet— A version of Ethernet that supports data transfer up
to 40 Gigabits per second. This Ethernet supports only full duplex
links.
o gigabitethernet — A version of LAN standard architecture that
supports data transfer up to 1 Gigabit per second.
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o extreme-ethernet — A version of Ethernet that supports data
transfer up to 10 Gigabits per second. This Ethernet supports only
full duplex links.

o port-channel — Logical interface that represents an aggregator
which contains several ports aggregated together.

— - Sets the list of interfaces or a specific interface
identifier. This value is a combination of slot number and port number
separated by a slash, for interface type other than port-channel. Only port-
channel ID is provided, for interface type port-channel. Use comma as a
separator without space while configuring list of interfaces. Example:
0/1,0/3 or 1,3.

- - Sets the list of port channel interfaces or a specific port
channel identifier. Use comma as a separator without space while
configuring list of interfaces. Example: 1,3.

- - Sets Pseudo wire interface. When the pseudo wire
interface is mapped to a specific VLAN, the interface structures are
created. This value ranges between 1 and 65535. This interface type is not
supported.

~~ Maximum number of PseudoWire interfaces supported in the
system is 100.

- - Configures the ac identifier or a list of identifiers to
be used for the VLAN to transmit egress packets as untagged packets. This
value ranges between 1 and 65535. Use comma as a separator without
space while configuring list of interfaces. Example: 1,3. This interface type
is not supported.

— - Sets all configured member ports as the untagged ports for the
VLAN.

" The ports configured should be a subset of the member ports.

" The ports that are attached to VLAN-aware devices should always
be set as untagged ports only.

> The ports can be set as untagged ports, only if they are not

configured as trunk ports.

e forbidden<interface-type> <0/a-b,0/c,...> - Configures the ports that
should never receive packets from the VLAN. These ports drop the packets
received from this VLAN. The details to be provided are:

- - Sets the type of interface. The interface can be:
o qx-ethernet— A version of Ethernet that supports data transfer up
to 40 Gigabits per second. This Ethernet supports only full duplex
links.
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o gigabitethernet — A version of LAN standard architecture that
supports data transfer up to 1 Gigabit per second.

o extreme-ethernet — A version of Ethernet that supports data
transfer up to 10 Gigabits per second. This Ethernet supports only
full duplex links.

o port-channel — Logical interface that represents an aggregator
which contains several ports aggregated together.

- - Sets the list of interfaces or a specific interface
identifier. This value is a combination of slot number and port number
separated by a slash, for interface type other than port-channel. Only port-
channel ID is provided, for interface type port-channel. Use comma as a
separator without space while configuring list of interfaces. Example:
0/1,0/3 or 1,3.

- - Sets the list of port channel interfaces or a specific port
channel identifier. Use comma as a separator without space while
configuring list of interfaces. Example: 1,3.

— - Sets the Pseudo wire interface as a port that should
never receive packets from the VLAN. When the pseudo wire interface is
mapped to a specific VLAN, the interface structures are created. This value
ranges between 1 and 65535. This interface type is not supported

" Maximum number of PseudoWire interfaces supported in the system
is 100.

o - Sets the AC interface as a port that should
never receive packets from the VLAN. This value ranges between 1
and 65535. Use comma as a separator without space while
configuring list of interfaces. Example: 1,3. This interface type is
not supported.

o - Deletes all configured forbidden ports for the VLAN and sets
the forbidden port as none. This option is available only in the no
form of the command. The ports configured should not be a subset
of the member ports. That is, the forbidden ports and member
ports are mutually exclusive.

° - Configures the unique name of the VLAN. This name is
used to identify the VLAN and is an administratively assigned string with the
maximum size as 32.

Mode Config-VLAN Mode
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Default

Example

Related Command(s)

All ports available in the switch are configured as member ports and
untagged ports of the default VLAN (VLAN 1). For other active VLANSs, the
member, untagged and forbidden ports are not set (that is, set as none).

Your Product (config-vlan)# ports gigabitethernet 0/1
pw 1 untagged gigabitethernet 0/1 forbidden
gigabitethernet 0/2 pw 2 name vll

Your Product (config-vlan)# ports add gigabitethernet 0/1
ac 1 untagged gigabitethernet 0/1 forbidden
gigabitethernet 0/2 ac 2 name vll

vlan active - Activatesa VLAN in the switch.

ports - Statically configures a VLAN entry with the required member ports,
untagged ports and/or forbidden ports, and activates the VLAN. The VLAN can
also be activated using the vlan active command.

switchport mode - Configures the mode of operation for a switch port.
show vlan - Displays VLAN entry related information of all active VLANs and
VLANSs (that are not active) for which the port details are configured.

show vlan statistics - Displaysthe unicast/ broadcast statistics details
of all active VLANs and VLANSs (that are not active) for which the port details
are configured.

show mac-address-table count - Displays the total number of static
/ dynamic unicast and multicast MAC address entries created in the FDB table.
show vlan learning params - Displays the VLAN learning parameter
details for all active VLANs and VLANSs (that are not active) for which the port
details are configured, available in all contexts / in the switch.

set wvlan counter - Enables or disables the statistics collection for the
specified VLAN.
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19.21

vlan active

Command Objective This command activates a VLAN in the switch. The created VLANs should

Syntax

Mode

Default

Example

be active for further VLAN related configurations. The VLAN can also be
activated using ports command.

Config-VLAN Mode

Only default VLAN (VLAN 1) is activated once the switch is started.

VLAN cannot be made active, if base bridge mode is set as transparent bridging.

Your Product (config-vlan)# vlan active

Related Command(s)

ports - Statically configures a VLAN entry with the required member ports, untagged
ports and/or forbidden ports, and activates the VLAN.

base bridge-mode dotlg-vlan - Configures the VLAN operation mode as VLAN
aware bridging.

mac-map - Configures the VLAN-MAC address mapping that is used only for MAC-based
VLAN membership classification.

map subnet - Configures VLAN-IP subnet address mapping that is used only for subnet-
VLAN based membership classification.

set unicast-mac learning - Enables/ disables unicast-MAC learning feature for a
VLAN.

vlan unicast-mac learning limit - Configures the unicast-MAC learning limit
for a VLAN.

switchport pvid - Configuresthe PVID on the specified port.

show vlan - Displays VLAN entry related information of all VLANs for which the port
details are configured.

show vlan statistics - Displaysthe unicast/ broadcast statistics details of all VLANs
for which the port details are configured.
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show mac-address-table count - Displays the total number of static / dynamic
unicast and multicast MAC address entries created in the FDB table.

show vlan learning params - Displays the VLAN learning parameter details for all
VLANSs for which the port details are configured, available in all contexts / in the switch.
set vlan counter - Enables or disables the statistics collection for the specified VLAN.
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19.22 setunicast-mac learning

Command Objective This command enables or disables unicast-MAC learning feature for a VLAN.

The source MAC learning is not done in the switch when this feature is
disabled for the VLAN.

Syntax

Parameter Description

state.

Mode Config-VLAN Mode

Default disable

- Enables unicast-MAC learning feature for a VLAN.
- Disables unicast-MAC learning feature for a VLAN.
- Sets the unicast-MAC learning feature of the VLAN to its default

e VLAN unicast-MAC learning feature cannot be configured in the VLAN, if the
base bridge mode is set as transparent bridging.

e VLAN unicast-MAC learning feature can be configured only in the VLANSs that
are activated.

Example Your Product(config-vlan)# set unicast-mac learning disable

Related Command(s)

e base bridge-mode dotlg-vlan - Configuresthe VLAN operation mode
as VLAN aware bridging.

e vlan active - Activatesa VLAN in the switch.
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e show vlan learning params - Displays the VLAN learning parameter
details for all active VLANs and VLANSs (that are not active) for which the port
details are configured, available in all contexts / in the switch.
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19.23 interface range

Command Objective This command selects the range of physical interfaces and VLAN
interfaces to be configured.

The no form of the command selects the range of VLAN interfaces to be
removed.

" This command is a complete standardized implementation
of the existing command.

This feature has been included in adherence to the Industry Standard CLI
syntax.

Syntax

Parameter Description

° - Selects the range of the specified interface. The interface can be:

— qx-ethernet — A version of Ethernet that supports data transfer up to 40 Gigabits per
second. This Ethernet supports only full duplex links

— gigabitethernet — A version of LAN standard architecture that supports data transfer
up to 1 Gigabit per second.

— extreme-ethernet— A version of Ethernet that supports data transfer up to 10 Gigabits
per second. This Ethernet supports only full duplex links.

— port-channel — Logical interface that represents an aggregator which contains several
ports aggregated together.

° - Selects the range of the specified interface identifier. This is a
unique value that represents the specific interface. This value is a combination of slot
number and port number separated by a slash, for interface type other than port-channel.
Only port-channel ID is provided, for interface type port-channel.

° - Selects the range of the
specified VLAN ID. This is a unique value that represents the specific VLAN created and
activated. This value ranges between 1 and 4094. For specifying the interface VLAN range,
space should be provided before and after the dash. That is, the command interface range
vlan 1 -4 is valid, whereas the command interface range vlan 1-4 is not valid.

Mode Global Configuration Mode
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& For port channel range, the specified range must be configured
using the interface command.

Example Your Product(config)# interface range
gigabitethernet 0/1 vlan 1 - 2

Your Product(config-if-range) #

Your Product(config)# interface range vlan 1
- 4 gigabitethernet 0/1

Your Product(config-if-range) #

Related Command(s)

e interface - Entersinto the interface mode.
e show interfaces description - Displays the interface status and
configuration.
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19.24 vlan unicast-mac learning limit

Command Objective

Syntax

Mode

Default

Example

This command configures the unicast-MAC learning limit for a VLAN.

The limit represents the maximum number of distinct unicast MAC addresses
that can be learnt in the VLAN. This value ranges between 0 and 4294967295.
The maximum number of unicast MAC addresses that can be learnt differs for
SMIS models. 0 is unlimited and determined by the underlying hardware.

This feature may not be supported because of hardware limits.

The maximum limit that can be configured for a VLAN is dependent on the
total size available for dynamic unicast entries in the forwarding table and on
the maximum number of VLANs that can be supported. The lower and upper
limit values depend on the underlying hardware.

The no form of the command resets the unicast-MAC learning limit for the
VLAN to its default value.

Config-VLAN Mode

0

VLAN unicast MAC learning limit configuration is allowed only in case of
independent VLAN learning mode.

VLAN unicast-MAC learning limit cannot be configured for the VLAN, if the base
bridge mode is set as transparent bridging.

The unicast-MAC learning limit set for the VLAN should not exceed the unicast
MAC learning limit configured for the switch.

VLAN unicast-MAC learning limit can be configured only in the VLANs that are
activated.

Your Product (config-switch-vlan)# vlan unicast-mac
learning limit 100
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Related Command(s)

base bridge-mode dotlg-vlan - Configuresthe VLAN operation mode
as VLAN aware bridging.

unicast-mac learning limit - Configures the unicast-MAC learning
limit for a switch.

vlan active - Activatesa VLAN in the switch.

show vlan learning params - Displays the VLAN learning parameter
details for all active VLANs and VLANSs (that are not active) for which the port
details are configured, available in all contexts / in the switch.
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19.25 switchport pvid

Command Objective

Syntax

This command configures the PVID on the specified port. The PVID
represents the VLAN ID that is to be assigned to untagged frames or
priority-tagged frames received on the port. The PVID is used for port
based VLAN type membership classification. This value ranges between 1
and 65535.

- This is a unique value that represents the specific
VLAN. This value ranges between 1 and 4094
.- VFI ID is a VLAN created in the system which contains
Pseudo wires and Attachment Circuits as member ports. This creates a
logical LAN for the VPLS service. This value ranges between 4096 and
65535. This is not supported.

7~ The VLAN ID 4095 is reserved and may be used to indicate a

wildcard match for the VID in management operations or Filtering
Database entries.

7~ VFI IDs 4096 and 4097 are reserved identifiers used in MPLS PW.

7 The theoretical maximum for the maximum number of VFl is

65535 but the actual number of VFI supported is a sizing constant.
Based on this, the maximum number of VFI ID accepted in the
management interface is restricted. For example, if 100 VFIs are
supported, the maximum number of VFI supported will be restricted
to maximum number of VLANs + 100. An error message is displayed
for any value beyond this range.

The PVID configuration done is used based on the acceptable frame type of
the port. The packets are processed against PVID, if the packets accepted at
ingress is not having a tag.

The no form of the command resets the PVID to the default value on the port.

Mode Interface Configuration mode (Physical / Port Channel)
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Default 1 (ID of default VLAN)
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Only the IDs of the active VLAN can be used as PVIDs in the command.
This command is applicable only for the port configured as switch port.
The PVID cannot be configured for the port, if the base bridge mode is set as
transparent bridging or the VLAN switching feature is shutdown in the switch.

Example Your Product(config-if)# switchport pvid 3

Related Command(s)

switchport - Configures the port as switch port.

base bridge-mode dotlg-vlan - Configuresthe VLAN operation mode
as VLAN aware bridging.

vlan active - Activatesa VLAN in the switch.

switchport acceptable-frame-type - Configures the type of VLAN
dependant BPDU frames such as GMRP BPDU, that the port should accept
during the VLAN membership configuration.

no shutdown vlan - Starts and enables VLAN switching feature in the
switch.

show vlan port config - Displays the VLAN related port specific
information for all interfaces available in the switch / all contexts.
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19.26 switchportaccess vlan

Command Objective This command configures the PVID (Port VLAN Identifier) on a port. This
value ranges between 1 and 4094.

The no form of this command sets the PVID to the default value on the port.
7 This command is a complete standardized implementation
of the existing command and operates similar to that of the

command

This feature has been included in adherence to the Industry Standard CLI

syntax.
Syntax
Mode Interface Configuration Mode (Physical / Port Channel)
&

e [fthe frame (untagged/priority tagged/customer VLAN tagged) is received on a
"tunnel" port, then the default PVID associated with the port is used.

e [fthe received frame cannot be classified as MAC-based or port-and- protocol-
based, then the PVID associated with the port is used.

e Usage is based on acceptable frame type of the port. Packets will be either
dropped or accepted at ingress. Once a packet is accepted, if the packet is
having a tag, it will be processed against that tag. Otherwise, the packet will be
processed against PVID.

Example Your Product(config-if)# switchport access vlan 3

Related Command(s)

e show vlan port config - Displaysthe VLAN related parameters specific
for ports
e switchport pvid - Configuresthe PVID on the specified port
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19.27 switchport acceptable-frame-type

Command Objective

Syntax

Parameter Description

This command configures the type of VLAN dependent BPDU frames
such as GMRP BPDU that the port should accept during the VLAN
membership configuration.

The no form of the command resets the acceptable frame type for the port to
its default value.

This configuration does not affect VLAN independent BPDU frames such as
GVRP BPDU and STP BPDU. It affects only the VLAN dependent BPDU frames.

- Configures the acceptable frame type as all. All tagged, untagged and
priority tagged frames received on the port are accepted and subjected to
ingress filtering.

- Configures the acceptable frame type as tagged. Only the tagged
frames received on the port are accepted and subjected to ingress filtering. The
untagged and priority tagged frames received on the port are rejected.

- Configures the acceptable frame type as
untagged and priority tagged. Only the untagged or priority tagged frames
received on the port are accepted and subjected to ingress filtering. The tagged
frames received on the port are rejected.

Mode Interface Configuration Mode (Physical / Port Channel)

Default all

This command is applicable only for the port configured as switch port.

Supermicro NOS CLI User’s Guide m



e The acceptable frame type cannot be configured for the port, if the base bridge
mode is set as transparent bridging or the VLAN switching feature is shutdown
in the switch.

e The acceptable frame type cannot be configured and is always set as
untaggedAndPrioritytagged, if the bridge port type is set as customer network
port. The bridge port type can be set as CNP only in Metro package.

Example Your Product(config-if)# switchport acceptable-frame-type
tagged

Related Command(s)

e switchport - Configures the port as switch port.

e bridge port-type - Configuresthe bridge port type for an interface.

e base bridge-mode dotlg-vlan - Configuresthe VLAN operation mode
as VLAN aware bridging.

e switchport pvid - Configuresthe PVID on the specified port.

e switchport ingress-filter - Enables ingress filtering feature on the
port.

e switchport mode - Configures the mode of operation for a switch port.

e no shutdown vlan - Starts and enables VLAN switching feature in the
switch.

e show vlan port config - Displays the VLAN related port specific
information for all interfaces available in the switch / all contexts.
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19.28 switchport ingress-filter

Command Objective

Syntax

This command enables ingress filtering feature on the port. The ingress
filtering is applied for the incoming frames received on the port.

Only the incoming frames of the VLANs that have this port in its member list
are accepted. This configuration does not affect VLAN independent BPDU
frames such as GVRP BPDU and STP BPDU. It affects only the VLAN dependent
BPDU frames GMRP BPDU.

The no form of the command disables ingress filtering feature on the port. All
incoming frames received on the port are accepted.

Mode Interface Configuration Mode (Physical / Port Channel)

Default The ingress filtering feature is disabled on the port.

This command is applicable only for the port configured as switch port.

The ingress filtering cannot be configured on the port, if the base bridge mode
is set as transparent bridging or the VLAN switching feature is shutdown in the
switch.

The ingress-filtering feature cannot be configured and is always enabled on the
port, if the bridge port type is set as customer network port — S tagged. The
bridge port type can be set as CNP-S tagged only in Metro package.

Example Your Product(config-if)# switchport ingress-filter

Related Command(s)

switchport - Configures the port as switch port.
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bridge port-type - Configuresthe bridge port type for an interface.
base bridge-mode dotlqg-vlan - Configuresthe VLAN operation mode
as VLAN aware bridging.

switchport acceptable-frame-type - Configures the type of VLAN
dependant BPDU frames such as GMRP BPDU, that the port should accept
during the VLAN membership configuration.

no shutdown vlan - Starts and enables VLAN switching feature in the
switch.

show vlan port config - Displays the VLAN related port specific
information for all interfaces available in the switch / all contexts.
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19.29 port protocol-vlan

Command Objective

This command enables protocol-VLAN based membership classification
in a port. VLAN membership classification is done for all untagged and
priority- tagged frames based on the port-protocol group / higher layer
protocol for the port.

The no form of the command disables protocol-VLAN based membership
classification in the port.

Syntax

Mode Interface Configuration Mode (Physical / Port Channel)

Default Protocol-VLAN based membership classification is enabled on all ports.
&

Protocol-VLAN based membership classification can be enabled or disabled in
the ports without depending on the global status of the protocol-VLAN based
membership classification.

The change in global protocol-VLAN based membership classification overrides
the port membership classification. For example, If the classification in the port
is set as enabled while global classification is disabled, and if global
classification is changed as enabled and once again to disabled, the
classification in the port will be automatically set as disabled.

Protocol-VLAN based membership classification can be enabled / disabled in
the switch, only if the VLAN switching feature is started and enabled in the
switch.

Example Your Product(config-if)# no port protocol-vlan

Related Command(s)

Supermicro NOS CLI User’s Guide m



protocol-vlan - Enables protocol-VLAN based membership classification
on all ports of the switch.

no shutdown vlan - Starts and enables VLAN switching feature in the
switch.

show vlan port config - Displays the VLAN related port specific
information for all interfaces available in the switch / all contexts.
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19.30 switchport map protocols-group

Command Objective This command maps the configured protocol group to a particular VLAN
ID for an interface. This configuration is used during protocol-VLAN based

membership classification.

The no form of the command deletes the entry created for the

specified group ID in the Port Protocol Table.

Syntax

Parameter Description

- Configures a unique group ID hat is

already created with the specified protocol type and encapsulation frame type. This value

represents a specific group that should be associated with a VID. This value ranges between
0 and 2147483647.

- Maps the configured protocol group to the specified VLAN

/ VFIID. This value ranges between 1 and 65535.

- VLAN ID is a unique value that represents the specific
VLAN. This value ranges between 1 and 4094
.-VFIID is a VLAN created in the system which contains Pseudo
wires and Attachment Circuits as member ports . This creates a logical LAN
for the VPLS service. This value ranges between 4096 and 65535. This
interface type is not supported.

7~ The VLAN ID 4095 is reserved and may be used to indicate a wildcard

match for the VID in management operations or Filtering Database
entries.

7> VFI 1Ds 4096 and 4097 are reserved identifiers used in MPLS PW.

7 The theoretical maximum for the maximum number of VFl is 65535

but the actual number of VFI supported is a sizing constant. Based on this,
the maximum number of VFI ID accepted in the management interface is
restricted. For example, if 100 VFls are supported, the maximum number
of VFI supported will be restricted to maximum number of VLANs + 100.
An error message is displayed for any value beyond this range.
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Mode Interface Configuration Mode (Physical / Port Channel)

&

e The protocol group should have been already created with a specific protocol
and encapsulation frame type combination before mapping it to a VID.

e This command is applicable only for the port configured as switch port.

e The protocol group mapping cannot be configured for the port, if the base
bridge mode is set as transparent bridging or the VLAN switching feature is
shutdown in the switch.

Example Your Product (config-if)# switchport map protocols-

group 1 vlan 2

Related Command(s)

e switchport - Configures the port as switch port.

e base bridge-mode dotlg-vlan - Configuresthe VLAN operation mode
as VLAN aware bridging.

e map protocol - Creates a protocol group with a specific protocol and
encapsulation frame type combination.

e no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.

e show protocol-vlan - Displays all entries in the port protocol table.
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19.31 switchport priority default

Command Objective

This command configures the default ingress user priority for a port.

This priority is assigned to frames received on the port that does not have a
priority assigned to it. This priority value is useful only on media such as
Ethernet that does not support native user priority. This value ranges from 0
to 7. The value 0 represents the lowest priority and the value 7 represents the
highest priority.

The no form of the command resets the default ingress user priority for the
port to its default value.

Syntax

Mode Interface Configuration Mode (Physical / Port Channel)
Default 0

&

This command is applicable only for the port configured as switch port.

The default user priority cannot be configured for the port, if the base bridge
mode is set as transparent bridging or the VLAN switching feature is shutdown
in the switch.

Example Your Product(config-if)# switchport priority default 5

Related Command(s)

switchport - Configures the port as switch port.

base bridge-mode dotlg-vlan - Configuresthe VLAN operation mode
as VLAN aware bridging.

no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.
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e show vlan port config - Displays the VLAN related port specific
information for all interfaces available in the switch / all contexts.
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19.32 switchport mode

Command Objective

Syntax

Parameter Description

This command configures the mode of operation for a switch port. This
mode defines the way of handling of traffic for VLANSs.

The no form of the command resets the mode of operation for the switch port
to its default value.

- Configures the port as access port that accepts and sends only
untagged. This kind of port is added as a member to specific VLAN only and
carries traffic only for the VLAN to which the port is assigned. The port can be
set as access port, only if the following 3 conditions are met:

— The GVRP is disabled for that port.
— Acceptable frame type is set as “untagged AND priority” tagged.
— Portis a not a tagged member of any VLAN.

- Configures the port as trunk port that accepts and sends only tagged
frames. This kind of port is added as member of all existing VLANs and for any
new VLAN created, and carries traffic for all VLANs. The trunk port accepts
untagged frames too, if the acceptable frame type is set as all. The port can be
set as trunk port, only if the port is not a member of untagged ports for any
VLAN in the switch.

- Configures the port as hybrid port that accepts and sends both
tagged and untagged frames.

- Configures Pvlan for the specified VLAN switch port.

- Communicates with all interfaces, including the isolated and
community ports within a PVLAN. The function of the promiscuous port is to
move traffic between ports in community or isolated VLANSs.

- Specifies the type of a port in private vlan domain. Untagged member

port in a primary or secondary vlan

— If a host port is a member port of an isolated VLAN, traffic from the host
port is sent only to the promiscuous port of the Private VLAN and the trunk
port.

— If a host port is a member port of the community VLAN, traffic from the
port can be sent only to other ports of the community VLAN , trunk port
and promiscuous port of the private VLAN.
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Mode

Default

Example

Related Command(s)

- Configures the mode as Dynamic Mode. This can be:
— — Interface converts the link to a trunk link.
- — Interface actively attempts to convert the link to a trunk
link. This feature has been included to adhere to the Industry Standard CLI
syntax. This feature is currently not supported.

Interface Configuration Mode (Physical / Port Channel)

hybrid

This command is applicable only for the port configured as switch port.

The VLAN port mode cannot be configured for the port, if the base bridge mode
is set as transparent bridging or the VLAN switching feature is shutdown in the
switch.

Your Product (config-if)# switchport mode access

spanning-tree guard - Configures the various PVRST guard features such
as root guard, in a port.

spanning-tree encap - Configures the encapsulation type to be used in
an interface.

switchport - Configures the port as switch port.

base bridge-mode dotlg-vlan - Configuresthe VLAN operation mode
as VLAN aware bridging.

set port gvrp - Enables or disables GVRP feature on the specified
interface.

ports - Statically configures a VLAN entry with the required member ports,
untagged ports and/or forbidden ports, and activates the VLAN.
switchport acceptable-frame-type - Configures the type of VLAN
dependant BPDU frames such as GMRP BPDU, that the port should accept
during the VLAN membership configuration.

switchport mode dotlg-tunnel - Enables dotlg-tunneling on the
specified interface
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no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.

show vlan port config - Displays the VLAN related port specific
information for all interfaces available in the switch / all contexts.
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19.33 vlan max-traffic-class

Command Objective

This command configures the maximum number of traffic classes
supported on a port.

The number of traffic classes supported depends on the hardware used,
which can limit the number of traffic classes to a lower number. SMIS
supports eight traffic classes to handle priority traffic. Each traffic is assigned
a traffic type based on the time sensitiveness of the traffic. This value ranges
between 1 and 8.

The no form of the command resets the maximum traffic class value on the
port to its default value.

Syntax

Mode Interface Configuration Mode (Physical / Port Channel)

Default 8

& The maximum number of traffic classes supported on the port can be configured, only if the

VLAN switching feature is started and enabled in the switch.

Example Your Product (config-if)# vlan max-traffic-class 7

Related Command(s)

vlan map-priority - Maps an evaluated user priority to a traffic class on
a port.
no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.
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19.34 vlan map-priority

Command Objective

Syntax

Parameter Description

This command maps an evaluated user priority to a traffic class on a port.

The frame received on the interface with the configured priority is processed
in the configured traffic class. Traffic class is used to meet the latency and
throughput requirement of time-critical trafficin a LAN environment, where
both time-critical and non-time-critical traffic compete for the network
bandwidth.

The no form of the command maps the default traffic class to the specified
priority value on the port.

- Configures the priority value to be set for the
specified traffic class. This value ranges between 0 and 7. The frames with the
configured priority are mapped to the specified traffic class. The priority
determined for the received frame is equivalent to the priority indicated in the
received tagged frame or one of the evaluated priorities determined based on
the media-type. The priority determined is equal to the Default User Priority
value for the ingress port, if the untagged frames are received from Ethernet
media. The priority determined is equal to the Regen user priority for the
ingress port and media-specific user priority, if the untagged frames are
received from non-Ethernet media.

- Configures the traffic class value to
which the received frame of specified priority is to be mapped. This value
ranges between 0 and 7. Each value represents the concerned traffic. They are:
— 0 - Best effort. This represents all kinds of non-detrimental traffic that is

not sensitive to QoS metrics such as jitter.

— 1-Background. This represents bulk transfers and other activities that are
permitted on the network without impacting the network usage for users
and applications.

— 2-Standard (spare traffic). This represents traffic of more importance than
background but less importance than excellent load.
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3 - Excellent load. This represents the best effort type service that an
information services organization should deliver to its most important
customers.

4 - Controlled load. This represents traffic subject to admission control to
assure that the traffic is received even when the network is overloaded.

5 - Interactive voice and video. This represents traffic having delay less
than 100 milli-seconds.

6 - Internetwork control-Layer 3 network control. This represents traffic
having delay less than 10 milli-seconds.

7 - Network Control-Layer 2 network control reserved traffic. This
represents traffic that demands special treatment based on its
requirements and relative importance. The configured traffic class value
should be less than the maximum number of traffic classes in the port.

Mode Interface Configuration Mode (Physical / Port Channel)

Default The default traffic classes that are mapped to the priority is listed below:

Priority Traffic Class
1 0
2 1
3 3
4 4
5 5
6 6
7 7

e The default traffic classes mapped to the priority value depends upon the

maximum traffic classes supported on the port.

e The evaluated user priority can be mapped to the traffic class, only if the VLAN

switching feature is started and enabled in the switch.
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Example Your Product(config-if)# vlan map-priority 2 traffic-class 2

Related Command(s)

vlan max-traffic-class - Configures the maximum number of traffic
classes supported on a port.

no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.

show vlan traffic-classes - Displays the evaluated user priority and
traffic class mapping information of all interfaces available in the switch / all
contexts.
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19.35 mac-map

Command Objective

Syntax

Parameter Description

This command configures VLAN-MAC address mapping that is used only for
MAC-based VLAN membership classification.

In MAC-based VLAN membership classification, VLAN membership
classification is done based on the MAC address of the source of received
packets.

The no form of the command deletes the specified VLAN-MAC address
mapping entry.

- Configures the unicast MAC address that should
be mapped to the specified VLAN and used for MAC based VLAN membership
classification.

- Maps the MAC Address to the specified VLAN
/ VFIID. This value ranges between 1 and 65535.
— - VLAN ID is a unique value that represents the specific
VLAN. This value ranges between 1 and 4094
- .-VFIID is a VLAN created in the system which contains Pseudo
wires and Attachment Circuits as member ports. This creates a logical LAN
for the VPLS service. This value ranges between 4096 and 65535. This is not
supported.

" The VLAN ID 4095 is reserved and may be used to indicate a wildcard

match for the VID in management operations or Filtering Database
entries.

2 VFI1Ds 4096 and 4097 are reserved identifiers used in MPLS PW.

7~ The theoretical maximum for the maximum number of VFlis 65535

but the actual number of VFI supported is a sizing constant. Based on this,
the maximum number of VFI ID accepted in the management interface is
restricted. For example, if 100 VFIs are supported, the maximum number
of VFI supported will be restricted to maximum number of VLANs + 100.
An error message is displayed for any value beyond this range.
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Mode Global Configuration Mode

e Only the VLANs that are activated in the switch can be mapped to the specified
MAC address.

e VLAN-MAC address mapping can be configured in the port, only if the
VLAN switching feature is started and enabled in the switch.

Example Your Product(config)# mac-map 00:11:22:33:44:55 vlan 2

Related Command(s)

e mac-vlan - Enables MAC-based VLAN membership classification on all ports
of the switch.

e vlan active - Activatesa VLAN in the switch.

e no shutdown vlan - Starts and enables VLAN switching feature in the
switch.

e show mac-vlan - Displays all entries in the MAC map table.
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19.36 switchport filtering-utility-criteria

Command Objective This command creates filtering utility criteria for the port. This utility’s
criteria are used to reduce the capacity requirement of the filtering
database and to reduce the time for which service is affected, by retaining
the filtering information learnt prior to a change in the physical topology
of the network.

Syntax

Parameter Description

° - Allows learning of source MAC from a packet received on the port,
only if there is at least one member-port for a VLAN mentioned in the packet.

° - Allows learning of source MAC from a packet received on the
port, only if the following conditions are satisfied:

— Atleast one VLAN that uses the FID includes the reception port and at least
one other Port with a port state of Learning or Forwarding in its member
set.

— The operPointToPointMAC parameter is false for the reception port. Or
Ingress to the VLAN is permitted through a port other than source and
reception. This port can be or not be in the member set for the VLAN.

Mode Interface Configuration Mode (Physical / Port Channel)

Default default

&

e Thefiltering utility criteria cannot be configured in the switch, if the base bridge
mode is set as transparent bridging or the VLAN switching feature is shutdown
in the switch.

e This command is applicable only for the port configured as switch port.

Example Your Product(config-if)# switchport filtering-

utility- criteria enhanced

Related Command(s)
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switchport - Configures the port as switch port.

base bridge-mode dotlg-vlan - Configuresthe VLAN operation mode
as VLAN aware bridging.

no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.

show vlan port config - Displays the VLAN related port specific
information for all interfaces available in the switch / all contexts
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19.37 switchport protected

Command Objective

Syntax

This command enables switchport protection feature for a port.

This feature set the particular port as protected so that the port does not
forward frames received from another protected port present on the same
switch.

The no form of the command disables switchport protection feature for the
port.

Mode Interface Configuration Mode (Physical / Port Channel)

Default The switchport protection feature is disabled in the port.

&

The switchport protection feature cannot be configured in the switch, if the
base bridge mode is set as transparent bridging or the VLAN switching feature
is shutdown in the switch.

This command is applicable only for the port configured as switch port.

Example Your Product(config-if)# switchport protected

Related Command(s)

switchport - Configures the port as switch port.

base bridge-mode dotlg-vlan - Configuresthe VLAN operation mode
as VLAN aware bridging.

no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.

show vlan port config - Displays the VLAN related port specific
information for all interfaces available in the switch / all contexts.
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19.38 debug vlan

Command Objective

Syntax

Parameter Description

This command enables the tracing of the VLAN sub module as per the
configured debug levels. The trace statements are generated for the
configured trace levels.

The no form of the command disables the tracing of the VLAN sub module as
per the configured debug levels. The trace statements are not generated for
the configured trace levels.

This command allows combination of debug levels to be configured (that is,
more than one level of trace can be enabled or disabled).

- Sets the submodule as VLAN forward module, for which the tracing is to
be done as per the configured debug levels.

- Sets the submodule as VLAN priority module, for which the
tracing is to be done as per the configured debug levels.

- Sets the submodule as VLAN redundancy module, for which
the tracing is to be done as per the configured debug levels.

- Generates debug statements for init and shutdown traces. This
trace is generated on failed initialization and shutting down of VLAN related
entries.

- Generates debug statements for management traces. This trace is
generated during failure in configuration of any of the VLAN features.

- Generates debug statements for data path traces. This trace is
generated during failure in packet processing.

- Generates debug statements for control path traces. This trace is
generated during failure in modification or retrieving of VLAN entries.

- Generates debug statements for packet dump traces. This trace is
currently not used in VLAN module.
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° - Generates debug statements for OS resource related traces. This trace is
generated during failure in message queues.

° - Generates debug statements for all kind of failure traces.

° - Generates debug statements for VLAN buffer related traces. This
trace is currently not used in VLAN module.

° - Generates debug statements for all kinds of traces.

° - Configures the tracing of the VLAN submodule

for the specified context. This value represents unique name of the switch
context. This value is a string of maximum size 32. This parameter is specific to
multiple instance feature.

Mode Privileged Exec Mode

Default Tracing of the VLAN sub module is disabled.

&~ The VLAN sub module tracing related configuration takes effect in the switch, only if the

VLAN switching feature is started and enabled in the switch.

Example Your Product# debug vlan fwd all

Related Command(s)

e no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.
e show debugging - Displays state of each debugging option.
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19.39 show vlan

Command Objective

Syntax

Parameter Description

This command displays VLAN entry related information of all active VLANs
and VLANSs (that are not active) for which the port details are configured.

The information contains the member ports, untagged ports, forbidden ports,
VLAN name and the status of that VLAN entry.

- Displays the VLAN entry related information of all active VLANs 4

VLANSs (that are not active) for which the port details are configured.

- Displays the VLAN entry related information for
specified VLANs alone. This value denotes the VLAN ID range for which the
information needs to be displayed. This value is a string whose maximum size
is 9. Forexample, the value is provided as 4000-4010 to display the information
for VLANs IDs from 4000 to 4010. The information is displayed only for the
active VLANs and VLANSs (that are not active) for which the port details are
configured.

- Displays only the total number of VLANSs existing in the switch. This
includes only the active VLANs and VLANSs (that are not active) for which the
port details are configured. The VLAN entry related information is not
displayed.

- Displays the VLAN entry related information for standby node.

- Displays the VLAN entry related information in ascending order.

- Displays the VLAN entry related information

or total number of existing VLANs, for the specified context. This value

represents unique name of the switch context. This value is a string whose
maximum size is 32. This parameter is specific to multiple instance feature.

Mode Privileged EXEC Mode

Example

Your Product# show vlan brief
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Vlan database

Vlan ID
1
Member Ports : Gi0/1, Gi0/2, Gi0/3, Gi0/4, Gi0/5, Gi0/6
Gio/7, Gi0/8, Gi0/9, Gi0/10, Gi0/11, Gi0/12
Gi0/13, Gio/14, Gi0/15, GiO/le6, Gi0/17,
Gio/18, Gi0/19, Gi0/20, Gi0/21, Gio0/22,
Gi0/23, Gi0/24

Untagged Ports: Gi0/1, Gi0/2, Gi0/3, Gi0/4, Gi0/5, GiO/6

Gio/7, Gio/8, Gi0/9, Gi0/10, Gio0/11,
Gi0/12,Gi0/13, Gi0/14, Gi0/15, GiO/1le,
Gi0/17, Gi0/18, Gi0/24
Gi0/19, Gi0/20, Gi0/21, Gio/22,
Gi1i0/23,Forbidden Ports : None

Name

Status : Permanent

Your Product# show vlian summary

Number of vlans : 1

Related Command(s)

e no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.

e wvlan - Creates a VLAN in the ISS and enters into the config-VLAN mode in
which VLAN specific configurations are done.

e ports - Statically configures a VLAN entry with the required member ports,
untagged ports and/or forbidden ports, and activates the VLAN.

e vlan active - Activatesa VLAN in the switch.
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19.40 show vlan device info

Command Objective

Syntax

Parameter Description

This command displays the VLAN global information that is applicable to all
VLANSs created in the switch / all contexts.

The information contains VLAN status, VLAN oper status, GVRP status, GMRP
status, GVRP oper status, GMRP oper status, MAC-VLAN status, subnet-VLAN
status, protocol-VLAN status, bridge mode of the switch, VLAN base bridge
mode, VLAN traffic class status, VLAN learning mode, VLAN version number,
maximum VLAN ID supported, maximum number of VLANs supported and
VLAN unicast MAC learning limit.

- Displays the VLAN global information that is
applicable to all VLANS, for the specified context. This value represents unique
name of the switch context. This value is a string whose maximum size is 32.
For the models without multiple instance feature, it is not required to provide
this parameter.

Mode Privileged EXEC Mode

Example

Your Product# show vlan device info

Vlan device configurations

Vlan Status

Enabled Vlan Oper status

Enabled Gvrp status
Enabled Gmrp status
Disabled Gvrp Oper status
Enabled Gmrp Oper status
Disabled Mac-Vlan Status

Disabled Subnet-Vlan Status
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Enabled Protocol-Vlan Status

Enabled
Bridge Mode : Customer
Bridge Base-Bridge Mode : Vlan

Aware Bridge Traffic Classes

Enabled

Vlan Operational Learning Mode : IVL
Version number 1

Max Vlan id : 4094
Max supported vlans : 1024
Unicast mac learning limit : 150
Filtering Utility Criteria : Enabled
Unicast mac learning limit : 768

Related Command(s)

e no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.

e set vlan -Globally enables/ disables VLAN feature in the switch (that is the
status of the VLAN feature is configured for all ports of the switch).

e set gvrp - Globally enables/ disables GVRP feature on all ports of a switch.

e set gmrp -Globally enables/ disables GMRP feature on all ports of a switch.

e mac-vlan - Enables MAC-based VLAN membership classification on all ports
of the switch.

e subnet-vlan - Enables subnet-VLAN based membership classification on all
ports of the switch.

e protocol-vlan - Enables protocol-VLAN based membership classification
on all ports of the switch.

e Dbase bridge-mode - Configuresthe base mode (either 802.1d transparent
bridge mode or 802.1q vlan aware bridge mode) in which the VLAN feature
should operate on the switch.

e set vlan traffic-classes - Enablesor disables traffic class feature in
a switch on all ports.

e vlan learning mode - Configures the VLAN learning mode to be applied
for all ports of the switch.
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e unicast-mac learning limit - Configures the unicast-MAC learning
limit for a switch.

e set filtering-utility-criteria - Setsthe filtering utility criteria to
be applied on all ports

19.41 show vlan device capabilities

Command Objective This command displays only the list of VLAN features such as traffic
class feature, supported in the switch / all contexts.

Syntax

Parameter Description

° - Displays only the list of supported VLAN

features such as traffic class feature, for the specified context. This value
represents unique name of the switch context. This value is a string with the
maximum size as 32. This parameter is specific to multiple instance feature. It
is not necessary to provide this parameter for the models without multiple

instance feature.
Mode Privileged EXEC Mode
Example Your Product# show vlan device capabilities

Vlan device capabilities

-- Extended filtering

services Traffic classes

Static Entry Individual port

IVL capable
SVL capable
Hybrid

capable
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Configurable Pvid Tagging

Related Commands

¢ no shutdown vlan - Starts and enables VLAN switching feature in the
switch.
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19.42 show vlan traffic-classes

Command Objective This command displays the evaluated user priority and traffic class
mapping information of all interfaces available in the switch / all
contexts.

Syntax

Parameter Description

° - Displays the evaluated user priority and traffic class mapping
information of the specified interface. The details to be provided are:

- - Sets the type of interface. The interface can be:

o fastethernet — Officially referred to as 100BASE-T standard. This is
a version of LAN standard architecture that supports data transfer
up to 100 Megabits per second.

o gigabitethernet — A version of LAN standard architecture that
supports data transfer up to 1 Gigabit per second.

o extreme-ethernet — A version of Ethernet that supports data
transfer up to 10 Gigabits per second. This Ethernet supports only
full duplex links.

o i-lan—Internal LAN created on a bridge per IEEE 802.1ap.

— - Sets the interface identifier. This is a unique value
that represents the specific interface. This value is a combination of slot
number and port number separated by a slash, for interface type other
than i-lan. Only i-lan ID is provided, for interface type i-lan.

° - Displays the evaluated user priority and traffic
class mapping information of all interfaces, for the specified context. This value
represents unique name of the switch context. This value is a string whose
maximum size is 32. This parameter is specific to multiple instance feature.

Mode Privileged EXEC Mode
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Example Single Instance:
Your Product# show vlan traffic-classes

Traffic Class table

Port Priority Traffic
Gio/1 0 2
Gi0/1 1
Gi0/1 2
Gi0/1 3
Gi0/ 5
Gi0/ 6
Gi0/ 7
Gi0/ 0
1
2
3
4
5
6
7

w = O

Gi0/
Gi0/
Gi0/
Gi0/
Gi0/
Gi0/
Gi0/

~ o oo w PO N J o O

Related Command(s)

e vlan map-priority - Maps an evaluated user priority to a traffic class on
a port.

e no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.
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19.43 show vlan port config

Command Objective This command displays the VLAN related port specific information for all
interfaces available in the switch / all contexts. The information contains

PVID, acceptable frame type, port mode, filtering utility criteria, default

priority value and status of ingress filtering feature, GVRP module, GMRP

module, restricted VLAN registration feature, restricted group
registration feature, MAC-based VLAN membership, subnet based VLAN
membership, protocol-VLAN based membership and port protected
feature.

Syntax

Parameter Description

- Displays the VLAN related port specific information for the specified

interface. The details to be provided are:

- Sets the type of interface. The interface can be:

o fastethernet — Officially referred to as 100BASE-T standard. This is
a version of LAN standard architecture that supports data transfer
up to 100 Megabits per second.

o gigabitethernet — A version of LAN standard architecture that
supports data transfer up to 1 Gigabit per second.

o extreme-ethernet — A version of Ethernet that supports data
transfer up to 10 Gigabits per second. This Ethernet supports only
full duplex links.
internal-lan — Internal LAN created on a bridge per IEEE 802.1ap.
port-channel — Logical interface that represents an aggregator
which contains several ports aggregated together.

o virtual — Virtual Interface. This value ranges from 1 to 65535.

- Sets the interface identifier. This is a unique value
that represents the specific interface. This value is a combination of slot
number and port number separated by a slash, for interface type other
than port-channel. Only port-channel ID is provided, for interface type
port-channel.

- Displays the VLAN related port specific

information, for the specified context. This value represents unique name of

the switch context. This value is a string with the maximum size as 32. This

parameter is specific to multiple instance feature.
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Mode Privileged EXEC Mode

Example Your Product# show vlan port config

Vlan Port configuration table

Port Gi0/1
Port Vlan ID 1
Port Acceptable Frame Type : Admit

All Port Ingress Filtering
Disabled Port Mode
Hybrid Port Gvrp Status
Enabled Port Gmrp Status
Enabled Port Gvrp Failed Registrations
0

Gvrp last pdu origin
00:00:00:00:00:00

Port Restricted Vlan Registration

Disabled Port Restricted Group

Registration : Disabled Mac Based Support
Disabled Subnet Based Support
Disabled Port-and-Protocol Based Support
Enabled Default Priority

0
Filtering Utility Criteria : Default
Port Protected Status : Disabled
————— Port Gi0/2
Port Vlan ID 1
Port Acceptable Frame Type : Admit

All Port Ingress Filtering
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Related Command(s)

Disabled Port Mode
Hybrid Port Gvrp Status
Enabled Port Gmrp Status
Enabled Port Gvrp Failed Registrations
0

Gvrp last pdu origin
00:00:00:00:00:00

Port Restricted Vlan Registration

Disabled Port Restricted Group

Registration : Disabled Mac Based Support

Disabled Subnet Based Support
Disabled Port-and-Protocol Based Support
Enabled Default Priority

0
Filtering Utility Criteria : Default
Port Protected Status : Disabled

no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.

switchport pvid - Configuresthe PVID on the specified port.
switchport acceptable-frame-type - Configures the type of VLAN
dependant BPDU frames such as GMRP BPDU, that the port should accept
during the VLAN membership configuration.

switchport ingress-filter - Enables ingress filtering feature on the
port.

switchport mode - Configures the mode of operation for a switch port.
set port gvrp - Enables or disables GVRP feature on the specified
interface.

set port gmrp - Enables or disables GMRP feature on the specified
interface.

vlan restricted - Configures the restricted VLAN registration feature in
a port.

group restricted - Configures the restricted group registration feature
in a port.
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port protocol-vlan - Enables protocol-VLAN based membership
classification in a port.

switchport priority default - Configures the default ingress user
priority for a port.

switchport filtering-utility-criteria -Creates filtering utility
criteria for the port.

switchport protected - Enables switchport protection feature for a
port.
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19.44 show vlan protocols-group

Command Objective This command displays all entries in the protocol group table. These
entries contain protocol group information of the switch / all contexts.
The information contains ID of a group, protocol assigned to the group,
and frame type assigned to the group.

Syntax

Parameter Description

N - Displays all entries in the protocol group table,

for the specified context. This value represents unique name of the switch
context. This value is a string with the maximum size as 32. This parameter is
specific to multiple instance feature.

Mode Privileged EXEC Mode

Example Your Product# show vlan protocols-group

Protocol Group Table

_______ Frame Type Protocol
Group

Enet-v2 IP 1
Snap Novell 2

Related Command(s)

e map protocol - Creates a protocol group with a specific protocol and
encapsulation frame type combination.
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e no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.
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19.45 show protocol-vlan

Command Objective This command displays all entries in the port protocol table. These entries
contain VLAN-protocol group mapping information of the switch / all
contexts. The information contains ID of a group, ID of a VLAN mapped to
the group and ID of interface to which the VLAN-protocol group mapping
is assigned.

Syntax

Parameter Description

o - Displays all entries in the port protocol table,
for the specified context. This value represents unique name of the switch
context. This value is a string with the maximum size as 32. This parameter is
specific to multiple instance feature.

Mode Privileged EXEC Mode

Example Your Product# show protocol-vlan

Port Protocol Table

-—-—-—- Port Group Vlan ID
Gi0/2 1 2
Gi0/1 2 3

Related Command

e switchport map protocols-group - Maps the configured protocol
group to a particular VLAN ID for an interface.

e no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.

Supermicro NOS CLI User’s Guide



19.46 show mac-vlan

Command Objective This command displays all entries in the MAC map table. These entries
contain MAC-VLAN mapping details configured for the interfaces available in
the switch/ all contexts. The details contain MAC address, ID of VLAN that is
mapped to the MAC address, multicast and broadcast status, and MAC-based
VLAN membership status.

Syntax

Parameter Description

° - Displays all entries in the MAC map table for the specified
interface. The details to be provided are:

- - Sets the type of interface. The interface can be:

o qgx-ethernet — A version of Ethernet that supports data transfer up
to 40 Gigabits per second. This Ethernet supports only full duplex
links.

o gigabitethernet — A version of LAN standard architecture that
supports data transfer up to 1 Gigabit per second.

o extreme-ethernet — A version of Ethernet that supports data
transfer up to 10 Gigabits per second. This Ethernet supports only
full duplex links.

o port-channel — Logical interface that represents an aggregator
which contains several ports aggregated together.

- - Sets the interface identifier. This is a unique value
that represents the specific interface. This value is a combination of slot
number and port number separated by a slash, for interface type other
than port-channel. Only port-channel ID isprovided, for interface type port-
channel.

° - Displays all entries in the MAC map table, for the
specified context. This value represents unique name of the switch context.
This value is a string with the maximum size as 32. This parameter is specific to
multiple instance feature.

Mode Privileged EXEC Mode
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Example  Your Product# show mac-vlan interface gigabitethernet 0/1

Mac Map Table For Port 1--Mac Vlan Disabled

Mac Address Vlan ID MCast/Bcast
00:11:11:11:11:11 1 discard
00:22:22:22:22:22 1 allow

Related Command(s)

e mac-vlan - Enables MAC-based VLAN membership classification on all ports
of the switch.

e mac-map - Configures the VLAN-MAC address mapping that is used only for
MAC-based VLAN membership classification.

e no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.
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19.47 show subnet vlan mapping

Command Objective

Syntax

This command displays all entries in the subnet map table. These entries
contain VLAN-IP subnet address mapping details configured for the
interfaces available in the switch / all contexts. The details contain
subnet address, ID of VLAN that is mapped to the subnet address, ARP
status, and subnet-based VLAN membership status.

Mode Privileged EXEC Mode

Example  Your Product# show subnet-vlan mapping

Related Command(s)

Subnet Map Table For Port 1--Subnet Vlan Enabled

Source IP Subnet Mask Vlan ID ARP
Traffic
1.1.1.1 255.0.0.0 4150 allow

e subnet-vlan - Enables subnet-VLAN based membership classification on all
ports of the switch.

e map subnet - Configures VLAN-IP subnet address mapping that is used only
for subnet-VLAN based membership classification.

e no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.
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19.48 show vlan statistics

Command Objective This command displays the unicast / broadcast statistics details of all
active VLANs and VLANSs (that are not active) for which the port details
are configured.

The statistics details include VLAN ID, number of unicast packets received in the
VLAN, number of multicast / broadcast packets received in the VLAN, number of
unknown unicast packets flooded in the VLAN, number of known unicast
packets forwarded in the VLAN, and number of known broadcast packets
forwarded in the VLAN.

Syntax

Parameter Description

N - Displays the unicast / broadcast

statistics details ¢ specified VLANS alone. This value denotes the
VLAN ID range for which the details need to be displayed. This
value is a string whose maximum size is 9. For example, the value
is provided as 4000-4010 to display the details for VLAN IDs from
4000 to 4010. The details are displayed only for the VLANs that are
activated and VLANSs (that are not active) for which the port details
are configured.

° - Displays the unicast / broadcast
statistics details of specified VLANs alone or of all active VLANs and
VLANs (that are not active) for which the port details are
configured, for the specified context. This value represents unique
name of the switch context. This value is a string with the
maximum size as 32. This parameter is specific to multiple instance
feature.

Mode Privileged EXEC Mode

Example Your Product# show vlan statistics vlan 1

Software Statistics Enabled
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Related Command(s)

Unicast/broadcast Vlan statistics

-—-—-— Vlan Id
1

Unicast frames received
0

Mcast/Bcast frames received
0

Unknown Unicast frames flooded
0

Unicast frames transmitted
0

Broadcast frames transmitted
0

Vlan Statistics Collection is Disabled

e vlan active - Activatesa VLAN in the switch.

e ports - Statically configures a VLAN entry with the required

member ports, untagged ports and/or forbidden ports, and
activates the VLAN.

clear vlan statistics - Clears VLAN counters that
maintain statistics information on a per VLAN basis. The counteris
cleared for all available VLANSs or for the specified VLAN.

no shutdown vlan - Starts and enables VLAN switching
feature in the switch.

set sw-stats - Sets the software statistics collection globally
in the switch

set wvlan counter - Enables or disables the statistics
collection for the specified VLAN.
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19.49 show vlan learning params

Command Objective

Syntax

Parameter Description

This command displays the VLAN learning parameter details for all active
VLANs and VLANSs (that are not active) for which the port details are
configured, available in all contexts / in the switch. The details include admin
status of unicast MAC learning feature and value representing MAC learning
limit and operational status of learning feature.

- Displays the VLAN learning parameter details for
specified VLANs alone. This value denotes the VLAN ID range for which the
details need to be displayed. This value is a string whose maximum size is 9. For
example, the value is provided as 4000-4010 to display the details for VLAN IDs
from 4000 to 4010. The details are displayed only for the VLANs that are
activated and VLANs (that are not active) for which the port details are
configured.

- Displays the VLAN learning parameter details of
specified VLANs alone or of all active VLANs and VLANs (that are not active) for
which the port details are configured, for the specified context. This value
represents unique name of the switch context. This value is a string with the
maximum size as 32. This parameter is specific to multiple instance feature.

Mode Privileged EXEC Mode

Example Single Instance

Your Product# show vlan learning params

Unicast MAC Learning Paramters

--—-- Vlan Id 21

Mac Learning Admin-Status : Enable

Mac Learning Oper-Status : Enable
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Mac Learning Limit : 150

Related Command(s)

e vlan active - Activatesa VLAN in the switch.

e ports - Statically configures a VLAN entry with the required member ports,
untagged ports and/or forbidden ports, and activates the VLAN.

e set unicast-mac learning - Enables or disables unicast-MAC learning
feature for a VLAN.

e vlan unicast-mac learning limit - Configures the unicast-MAC
learning limit for a VLAN.

e no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.
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19.50 show mac-address-table

Command Objective

Syntax

Parameter Description

This command displays all static / dynamic unicast and multicast MAC
entries created in the MAC address table. These entries contain VLAN ID,
unicast / multicast MAC address, unicast backbone MAC address of peer
backbone edge bridge, member ports, the type of entry (that is static,
learnt and so on), and total number of entries displayed.

- Displays all static / dynamic unicast and multicast
MAC entries created in the MAC address table for the specified VLANs alone.
This value denotes the VLAN ID range for which the entries need to be
displayed. This value is a string with the maximum size as 9. For example, the
value is provided as 4000-4010 to display the entries for VLAN IDs from 4000 to
4010.

- Displays all static / dynamic unicast
and multicast MAC entries created in the MAC address table for the specified
unicast / multicast MAC address.

- Displays all static / dynamic unicast and multicast MAC entries
for the specified interface. The details to be provided are:
— - Sets the type of interface. The interface can be:

o qgx-ethernet — A version of Ethernet that supports data transfer up
to 40 Gigabits per second. This Ethernet supports only full duplex
links.

o gigabitethernet — A version of LAN standard architecture that
supports data transfer up to 1 Gigabit per second.

o extreme-ethernet — A version of Ethernet that supports data
transfer up to 10 Gigabits per second. This Ethernet supports only
full duplex links.

o port-channel — Logical interface that represents an aggregator
which contains several ports aggregated together.

. - Sets the interface identifier. Thisis a
unique value that represents the specific interface. This
value is a combination of slot number and port number
separated by a slash, for interface type other than port-
channel. Only port-channel ID is provided, for interface
type port-channel.
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° - Displays all static / dynamic unicast and
multicast MAC entries, for the specified context. This value represents unique
name of the switch context. This value is a string with the maximum size as 32.
This parameter is specific to multiple instance feature.

° - Displays all static / dynamic unicast and multicast MAC entries
for standby node.

Mode Privileged EXEC Mode

Example Your Product# show mac-address-table

Vlan Mac Address Type ConnectionId
1 00:10:00:00:00:0 Learnt

7
2 00:10:00:01:02:0 Learnt

3

Té£ai Mac Addresses displayed: 2

Related Command(s)

e no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.
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19.51 show dotld mac-address-table

Command Objective

Syntax

Parameter Description

This command displays all static / dynamic unicast and multicast MAC
address entries created in the FDB table, when the VLAN base bridge
mode is transparent bridging.

These entries contain unicast / multicast MAC address, member ports, and the
type of entry (that is static, learnt and so on).

- Displays all static / dynamic unicast
and multicast MAC entries created in the FDB table for the specified unicast /
multicast MAC address.

- Displays all static / dynamic unicast and multicast MAC entries
for the specified interface. The details to be provided are:
— - Sets the type of interface. The interface can be:

o gx-ethernet — A version of Ethernet that supports data transfer up
to 40 Gigabits per second. This Ethernet supports only full duplex
links.

o gigabitethernet — A version of LAN standard architecture that
supports data transfer up to 1 Gigabit per second.

o extreme-ethernet — A version of Ethernet that supports data
transfer up to 10 Gigabits per second. This Ethernet supports only
full duplex links.

o port-channel — Logical interface that represents an aggregator
which contains several ports aggregated together.

. - Sets the interface identifier. This is
a unique value that represents the specific interface. This
value is a combination of slot number and port number
separated by a slash, for interface type other than port-
channel. Only port-channel ID isprovided, for interface
type port-channel.
- Displays static / dynamic unicast and multicast
MAC entries for the specified MAC address alone or all entries in the FDB table,
for the specified context. This value represents unique name of the switch
context. This value is a string with the maximum size as 32. This parameter is
specific to multiple instance feature.
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Mode Privileged EXEC Mode

Example Your Producti# show dotld mac-address-table

Mac Address Type Ports

00:00:d1:20:18:d4 Learnt Gi0/1

Total Mac Addresses displayed: 1

Related Command(s)

e mac-address-table static unicast - Transparent
Bridging Mode - Configures a static unicast MAC address in the forwarding
database in transparent bridging mode in order to control unicast packets to be
processed.

e mac-address-table static multicast - Transparent
Bridging mode - Configures a static multicast MAC address in the
forwarding database in transparent bridging mode in order to control multicast
packets to be processed.

e no shutdown vlan - Starts and enables VLAN switching feature in the
switch.
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19.52 show mac-address-table count

Command Objective

Syntax

Parameter Description

This command displays the total number of static / dynamic unicast and
multicast MAC address entries created in the FDB table. The count is
displayed for all active VLANs, VLANs (that are not active) for which the
port details are configured, and VLANs for which the MAC address table
entries are created.

- Displays the total number of static / dynamic
unicast and multicast MAC address entries created for the specified VLAN / VFI
ID. This value ranges between 1 and 65535.

- - VLAN ID is a unique value that represents the specific
VLAN. This value ranges between 1 and 4094

— .-VFIID is a VLAN created in the system which contains Pseudo
wires and Attachment Circuits as member ports. This creates a logical LAN
for the VPLS service. This value ranges between 4096 and 65535. This
interface type is not supported.

7 The VLAN ID 4095 is reserved and may be used to indicate a wildcard

match for the VID in management operations or Filtering Database entries.

7 VFI IDs 4096 and 4097 are reserved identifiers used in MPLS PW.

" The theoretical maximum for the maximum number of VFl is 65535 but

the actual number of VFI supported is a sizing constant. Based on this, the
maximum number of VFI ID accepted in the management interface is
restricted. For example if 100 VFIs are supported, the maximum number of
VFI supported will be restricted to maximum number of VLANs + 100. An error
message is displayed for any value beyond this range.

- Displays the total number of static / dynamic
unicast and multicast MAC address entries, for the specified context. This value
represents unique name of the switch context. This value is a string with the
maximum size as 32. This parameter is specific to multiple instance feature.

Mode Privileged EXEC Mode
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Example

Your Product# show mac-address-table count

Mac Entries for Vlan 1:

Dynamic Unicast Address Count
Dynamic Multicast Address Count
Static Unicast Address Count

Static Multicast Address Count

Dynamic Unicast Address Count
Dynamic Multicast Address Count
Static Unicast Address Count

Static Multicast Address Count

Dynamic Unicast Address Count
Dynamic Multicast Address Count
Static Unicast Address Count

Static Multicast Address Count

Related Command(s)

e vlan active - Activatesa VLAN in the switch.
e ports - Statically configures a VLAN entry with the required member ports,
untagged ports and/or forbidden ports, and activates the VLAN.
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e no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.
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19.53 show mac-address-table static unicast

Command Objective

Syntax

Parameter Description

This command displays all static unicast MAC address entries created in the
FDB table.

These entries contain VLAN ID to which unicast MAC address entry is
assigned, unicast MAC address, member ports, receiver ports, the status of
entry (that is permanent, static and so on), the unicast backbone MAC
address of peer backbone edge bridge, and total number of entries displayed.

- Displays all static unicast MAC address entries
created in the FDB table for the specified VLANs alone. This value denotes the
VLAN ID range for which the entries need to be displayed. This value is a string
whose maximum size is 9. For example, the value is provided as 4000-4010 to
display the entries for VLAN IDs from 4000 to 4010.

- Displays all static unicast MAC
address entries created in the FDB table for the specified unicast MAC address.
- Displays all static unicast MAC address entries for the specified

interface. The details to be provided are:

- - Sets the type of interface. The interface can be:

o gx-ethernet — A version of Ethernet that supports data transfer up
to 40 Gigabits per second. This Ethernet supports only full duplex
links.

o gigabitethernet — A version of LAN standard architecture that
supports data transfer up to 1 Gigabit per second.

o extreme-ethernet — A version of Ethernet that supports data
transfer up to 10 Gigabits per second. This Ethernet supports only
full duplex links.

o port-channel — Logical interface that represents an aggregator
which contains several ports aggregated together.

— - Sets the interface identifier. This is a unique value
that represents the specific interface. This value is a combination of slot
number and port number separated by a slash, for interface type other
than port-channel. Only port-channel ID is provided, for interface type
port-channel.
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Mode

Example

o - Displays all static unicast MAC entries, for the
specified context. This value represents unique name of the switch context.
This value is a string with the maximum size as 32. This parameter is specific to
multiple instance feature.

Privileged EXEC Mode

Your Product# show mac-address-table static unicast

Vlan Mac Address RecvPort Status ConnectionId Ports

2 00:11:22:33:44:55 Gi0/2 Del-OnTimeout Gi0/3

Total Mac Addresses displayed: 1

Related Command(s)

e no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.
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19.54 show dotld mac-address-table static unicast

Command Objective This command displays all static unicast MAC address entries created in the
FDB table, when the VLAN base bridge mode is transparent bridging.

These entries contain unicast MAC address, member ports, receiver ports, the
status of entry (that is permanent, static and so on), and total number of
entries displayed.

Syntax

Parameter Description

° - Displays all static unicast MAC aptries

created in the FDB table for the specified unicast MAC address.

° - Displays all static unicast MAC entries for the specified
interface. The details to be provided are:

- - Sets the type of interface. The interface can be:

o gx-ethernet — A version of Ethernet that supports data transfer up
to 40 Gigabits per second. This Ethernet supports only full duplex
links.

o gigabitethernet — A version of LAN standard architecture that
supports data transfer up to 1 Gigabit per second.

o extreme-ethernet — A version of Ethernet that supports data
transfer up to 10 Gigabits per second. This Ethernet supports only
full duplex links.

o port-channel — Logical interface that represents an aggregator
which contains several ports aggregated together.

- - Sets the interface identifier. This is a unique value
that represents the specific interface. This value is a combination of slot
number and port number separated by a slash, for interface type other
than port-channel. Only port-channel ID isprovided, for interface type port-

channel.
Mode Privileged EXEC Mode
Example Your Product# show dotld mac-address-table static

unicast address 00:11:22:33:44:55
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Mac Address RecvPort Status Port

00:11:22:33:44:55 Permanent Gi0/2

Total Mac Addresses displayed: 1

Related Command(s)

e mac-address-table static unicast - Transparent
Bridging Mode - Configures a static unicast MAC address in the forwarding
database in transparent bridging mode in order to control unicast packets to
be processed.

e no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.
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19.55 show mac-address-table static multicast

Command Objective

Syntax

Parameter Description

This command displays the static multicast MAC address entries created in
the FDB table.

These entries contain VLAN ID to which multicast MAC address entry is
assigned, multicast MAC address, member ports, receiver ports, forbidden
ports, the status of entry (that is permanent, static and so on), and total
number of entries displayed.

- Displays all static multicast MAC address entries
created in the FDB table for the specified VLANs alone. This value denotes the
VLAN ID range for which the entries need to be displayed. This value is a string
whose maximum size is 9. For example, the value is provided as 4000-4010 to
display the entries for VLAN IDs from 4000 to 4010.

- Displays all static multicast MAC
address entries created in the FDB table for the specified unicast MAC address.
- Displays all static multicast MAC address entries for the

specified interface. The details to be provided are:

- - Sets the type of interface. The interface can be:

o gx-ethernet— A version of Ethernet that supports data transfer up
to 40 Gigabits per second. This Ethernet supports only full duplex
links.

o gigabitethernet — A version of LAN standard architecture that
supports data transfer up to 1 Gigabit per second.

o extreme-ethernet — A version of Ethernet that supports data
transfer up to 10 Gigabits per second. This Ethernet supports only
full duplex links.

o port-channel — Logical interface that represents an aggregator
which contains several ports aggregated together.

— - Sets the interface identifier. This is a unique value
that represents the specific interface. This value is a combination of slot
number and port number separated by a slash, for interface type other
than port-channel. Only port-channel ID isprovided, for interface type port-
channel.
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° - Displays all static multicast MAC entries, for
the specified context. This value represents unique name of the switch context.
This value is a string with the maximum size as 32. This parameter is specific to
multiple instance feature.

Mode Privileged EXEC Mode

Example Your Product# show mac-address-table static multicast

Static Multicast Table

-— Vlan 1

Mac Address : 01:02:03:04:05:06
Receive Port : Gi0/1

Member Ports : Gio/1

Forbidden Ports : Gi0/2

Status : Permanent

————— Total Mac Addresses displayed: 1
Related Command(s)

e no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.
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19.56 show dotld mac-address-table static

multicast
Command Objective This command displays all static multicast MAC address entries created in the
FDB table, when the VLAN base bridge mode is transparent bridging.
These entries contain multicast MAC address, member ports, receiver ports,
the status of entry (that is permanent, static and so on), and total number of
entries displayed.
Syntax

Parameter Description

° - Displays all static multicast MAC
entries created in the FDB table for the specified multicast MAC address.

° - Displays all static multicast MAC entries for the specified
interface. The details to be provided are:

— - Sets the type of interface. The interface can be:

o gx-ethernet —A version of Ethernet that supports data transfer up
to 40 Gigabits per second. This Ethernet supports only full duplex
links.

o gigabitethernet — A version of LAN standard architecture that
supports data transfer up to 1 Gigabit per second.

o extreme-ethernet — A version of Ethernet that supports data
transfer up to 10 Gigabits per second. This Ethernet supports only
full duplex links.

o port-channel — Logical interface that represents an aggregator
which contains several ports aggregated together.

— - Sets the interface identifier. This is a unique value
that represents the specific interface. This value is a combination of slot
number and port number separated by a slash, for interface type other
than port-channel. Only port-channel ID isprovided, for interface type
port-channel.

Mode Privileged EXEC Mode
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Example

Related Command(s)

Your Product# show dotld mac-address-table static
multicast address 01:00:5E:01:02:03

Mac Address RecvPort Type Ports

01:00:5E:01:02:03 static Gi0/2-3

Total Mac Addresses displayed: 1

Your Product# show dotld mac-address-table static
multicast interface gigabitethernet 0/2

Mac Address RecvPort Type Ports
01:00:5E:01:02:03 static Gi0/2
01:00:5E:01:02:04 static

Total Mac Addresses displayed: 2

e mac-address-table static multicast - Transparent
Bridging mode- Configures a static multicast MAC address in the
forwarding database in transparent bridging mode in order to control multicast
packets to be processed.

e no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.
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19.57 show mac-address-table dynamic unicast

Command Objective This command displays all dynamically learnt unicast entries from the MAC
address table.

These entries contain VLAN ID for which unicast MAC address entry is learnt,
unicast MAC address, ports through which the entry is learnt, the status of
entry (that is permanent, static and so on), the unicast backbone MAC address
of peer backbone edge bridge, and total number of entries displayed.

Syntax

Parameter Description

N - Displays all dynamically learnt unicast entries from
the MAC address table for the specified VLANs alone. This value denotes the
VLAN ID range for which the entries need to be displayed. This value is a string
whose maximum size is 9. For example, the value is provided as 4000-4010 to
display the entries for VLAN IDs from 4000 to 4010.

° - Displays all dynamically learnt unicast
entries from the MAC address table for the specified unicast MAC address.

° - Displays all dynamically learnt unicast entries from the MAC
address table for the specified interface. The details to be provided are:

— - Sets the type of interface. The interface can be:

o gx-ethernet — A version of Ethernet that supports data transfer up
to 40 Gigabits per second. This Ethernet supports only full duplex
links.

o gigabitethernet — A version of LAN standard architecture that
supports data transfer up to 1 Gigabit per second.

o extreme-ethernet — A version of Ethernet that supports data
transfer up to 10 Gigabits per second. This Ethernet supports only
full duplex links.

o port-channel — Logical interface that represents an aggregator
which contains several ports aggregated together.

" - Sets the interface identifier. This is
a unique value that represents the specific interface. This
value is a combination of slot number and port number
separated by a slash, for interface type other than port-
channel. Only port-channel ID is provided, for interface
type port-channel.
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° - Displays all dynamically learnt unicast
entries, for the specified context. This value represents unique name of the
switch context. This value is a string with the maximum size as 32. This
parameter is specific to multiple instance feature.

Mode Privileged EXEC Mode

Example Your Product# show mac-address-table dynamic unicast vlan 2

Vlan Mac Address Type ConnectionId Ports

2 00:01:02:03:04:21 Learnt Gi0/1
Total Mac Addresses displayed: 1

Related Command(s)

e no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.
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19.58 show mac-address-table dynamic multicast

Command Objective

Syntax

Parameter Description

This command displays all dynamically learnt multicast entries from the MAC
address table.

These entries contain VLAN ID for which multicast MAC address entry is
learnt, multicast MAC address, ports through which the entry is learnt, the
status of entry (that is permanent, static and so on), the unicast backbone
MAC address of peer backbone edge bridge, and total number of entries
displayed.

- Displays all dynamically learnt multicast entries o,

the MAC address table for the specified VLANs alone. This value denotes the
VLAN ID range for which the entries need to be displayed. This value is a string
whose maximum size is 9. For example, the value is provided as 4000-4010 to
display the entries for VLAN IDs from 4000 to 4010.

- Displays all dynamically learnt
multicast entries from the MAC address table for the specified unicast MAC
address.

- Displays all dynamically learnt multicast entries from the MAC
address table for the specified interface. The details to be provided are:
— - Sets the type of interface. The interface can be:

o gx-ethernet— A version of Ethernet that supports data transfer up
to 10 Gigabits per second. This Ethernet supports only full duplex
links.

o gigabitethernet — A version of LAN standard architecture that
supports data transfer up to 1 Gigabit per second.

o extreme-ethernet — A version of Ethernet that supports data
transfer up to 10 Gigabits per second. This Ethernet supports only
full duplex links.

o port-channel — Logical interface that represents an aggregator
which contains several ports aggregated together.

" - Sets the interface identifier. This is
a unique value that represents the specific interface. This
value is a combination of slot number and port number
separated by a slash, for interface type other than port-
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channel. Only port-channel ID is provided, for interface
type port-channel.

° - Displays all dynamically learnt multicast entries,
for the specified context. This value represents unique name of the switch context.
This value is a string with the maximum size as 32. This parameter is specific to
multiple instance feature

Mode Privileged EXEC Mode

Example Your Product# show mac-address-table dynamic multicast

Vlan Mac Address Type ConnectionId Ports

2 01:03:05:07:09:04 Learnt Gi0/1

Total Mac Addresses displayed: 1

Related Command(s)

¢ no shutdown vlan - Starts and enables VLAN switching feature
in the switch.
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19.59 show mac-address-table aging-time

Command Objective This command displays the ageing time configured for the MAC address table.

This time denotes the interval (in seconds) after which the dynamically
learned forwarding information entry and static entry in the MAC address
table are deleted.

Syntax

Parameter Description

. - Displays ageing time of the MAC address table,

for the specified context. This value represents unique name of the switch
context. This value is a string with the maximum size as 32. This parameter is
specific to multiple instance feature.

Mode Privileged EXEC Mode

Example Your Product# show mac-address-table aging-time

Mac Address Aging Time: 300

Related Command(s)

e mac-address-table aging-time - Configures the timeout period (in
seconds) for aging out dynamically learned forwarding information entry and
static entry in the MAC address table.

e no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.
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19.60 show wildcard

Command Objective This command displays all wildcard MAC entries created in the switch /
in all contexts.

The wild card VLAN static filtering information is used for all VLANSs for which
no static unicast and multicast MAC address entries are created.

Syntax

Parameter Description

o - Displays the wildcard MAC entries created j,,

the switch / in all contexts, for the specified destination unicast or multicast
MAC address to which filtering information of wild card entry is applied.

° - Displays the wildcard MAC entries created in the switch / in all
contexts, for the broadcast MAC address (that is, ff:ff.ff.ff.ff.ff).
° - Displays the wildcard MAC entries for the

specified context. This value represents unique name of the switch context.
This value is a string with the maximum size as 32. This parameter is specific to
multiple instance feature.

Mode Privileged EXEC Mode

Example Your Product# show wildcard mac-address 00:11:22:33:00:00

Wild Card Entries: Mac Address Ports

Related Command(s)

e wildcard - Configures the wildcard VLAN entry for a specified MAC address
or any MAC address.

e no shutdown wvlan - Starts and enables VLAN switching feature in the

switch.
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19.61 shutdown garp

Command Objective

Syntax

This command shuts down the GARP module in the switch on all ports
and releases all memories used for the GARP module.

The no form of the command starts and enables the GARP module in the
switch on all ports. GMRP and GVRP are enabled explicitly, once the disabled
GARP is enabled.

GARP is used to synchronize attribute information between the bridges in the
LAN. It allows registering and de-registering attribute values, which are
disseminated into the backbone of the GARP participants.

Mode Global Configuration Mode

Default GARP module is started and enabled in the switch on all ports.

GARP can be started, only if VLAN switching feature is started in the switch.
GARP can be shutdown, only if GVRP and/or GMRP are disabled.

GARP cannot be started in the switch, if the base bridge mode is configured as
transparent bridging.

Example Your Product(config)# shutdown garp

Related Command(s)

base bridge-mode - Configuresthe base mode (either 802.1d transparent
bridge mode or 802.1q vlan aware bridge mode) in which the VLAN feature
should operate on the switch.
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set gvrp disable - Globally disables GVRP feature on all ports of a
switch.

set port gvrp - Enables or disables GVRP feature on the specified
interface.

set gmrp disable - Globally disables GMRP feature on all ports of a
switch.

set port gmrp - Enables or disables GMRP feature on the specified
interface.

set garp timer - Configures GARP timers for a port.

vlan restricted - Configures the restricted VLAN registration feature in
a port.

group restricted - Configures the restricted group registration feature
in a port.

no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.

show garp timer - Displays the GARP timer information of all interfaces
available in the switch / all contexts.

debug garp - Enables the tracing of the GARP submodule as per the
configured debug levels.
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19.62 setgvrp

Command Objective This command globally enables or disables GVRP feature on all ports
of a switch.

GVRP uses the services of GARP to propagate VLAN registration information
to other VLAN aware bridges in a LAN. This information allows GVRP aware
devices to dynamically establish and update the information about the
existence of the VLANs in a topology. The GVRP registers the created VLANs
with GARP and de-registers the deleted VLANs from the GARP.

Syntax

Parameter Description

° - Enables GVRP feature in the switch on all ports and also starts the
GARP in the switch if the GARP is disabled.
° - Disables GVRP feature in the switch on all ports.
Mode Global Configuration Mode

Default enable

e GVRP feature can be globally enabled, only if VLAN feature is globally enabled
in the switch.

e GVRP feature should be globally disabled before globally disabling the VLAN
feature in the switch.

e GVRP feature cannot be enabled in the switch, if the base bridge mode is set as
transparent bridging or the VLAN switching feature is shutdown in the switch.

Example Your Product (config) # set gvrp disable

Related Command(s)
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spanning-tree mode - Sets the type of spanning tree to be executed,
enables spanning tree operation and starts spanning tree functionality in the
switch.

set vlan - Globally enables / disables VLAN feature in the switch (that is the
status of the VLAN feature is configured for all ports of the switch).

base bridge-mode dotlg-vlan - Configuresthe VLAN operation mode
as VLAN aware bridging.

shutdown garp - Shuts down the GARP module in the switch on all ports
and releases all memories used for the GARP module.

no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.

show vlan device info - Displays the VLAN global information that is
applicable to all VLANSs created in the switch / all contexts.

show gvrp statistics - Displays GVRP statistics for the specified port.
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19.63 setportgvrp

Command Objective This command enables or disables GVRP feature on the specified interface.

GVRP uses the services of GARP to propagate VLAN registration information
to other VLAN aware bridges in a LAN. This information allows GVRP aware
devices to dynamically establish and update the information about the
existence of the VLANSs in a topology. The GVRP registers the created VLANs
with GARP and de-registers the deleted VLANs from the GARP.

Syntax

Parameter Description

° - Configures the GVRP feature for the specified type of
interface. The interface can be:

— gx-ethernet — A version of Ethernet that supports data transfer upto 40
Gigabits per second. This Ethernet supports only full duplex links.

— gigabitethernet — A version of LAN standard architecture that supports
data transfer upto 1 Gigabit per second.

— extreme-ethernet— A version of Ethernet that supports data transfer upto
10 Gigabits per second. This Ethernet supports only full duplex links.

— port-channel — Logical interface that represents an aggregator which
contains several ports aggregated together.

° - Configures the GVRP feature for the specified interface
identifier. This is a unique value that represents the specific interface. This
value is a combination of slot number and port number separated by a slash,
for interface type other than port-channel. For example: 0/1 represents that
the slot number is 0 and port number is 1. Only port-channel ID is provided, for
interface type port-channel. For example: 1 represents port-channel ID.

° - Enables GVRP feature on the specified interface.
° - Disables GVRP feature on the specified interface.
Mode Global Configuration Mode

Default enable
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e The GVRPfeature can be configured on the specifiedinterface, only if the GARP
module is not shutdown.

e Any GVRP packet received is discarded and no GVRP registrations are
propagated from other ports, if GVRP is globally disabled or GVRP is disabled in
the interface.

Example Your Product(config)# set disable port gvrp gigabitethernet 0/1

Related Command(s)

e no shutdown garp - Starts and enables the GARP module in the switch on
all ports.

e switchport mode - Configures the mode of operation for a switch port.

e shutdown garp - Shuts down the GARP module in the switch on all ports
and releases all memories used for the GARP module.

e show vlan port config - Displays the VLAN related port specific
information for all interfaces available in the switch / all contexts.

e show gvrp statistics - Displays GVRP statistics for the specified port.
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19.64 setportgvrp - enable | disable

Command Objective This command enables or disables GVRP (GARP VLAN Registration Protocol)
on the interface.

#” This command operates similar to that of the command
. This feature has been included in adherence to the Industry Standard

CLI syntax.
Syntax
Parameter Description
° - Enables GVRP on the interface
° - Disables GVRP on the interface
° - Configures the GVRP feature for the specified interface

identifier. This is a unique value that represents the specific interface. This
value is a combination of slot number and port number separated by a
represents that the slot number is 0 and port number is 1. Only i-lan and port-
channel ID is provided, for interface types i-lan and port-channel. For example:
1 represents i-lan and port-channel ID.

Mode Global Configuration Mode
Default enable
(=

e Thevalue enable indicates that GVRP is enabled on the current port, as long as
global GVRP status is also enabled for the device

e If port GVRP state is disabled, but global GVRP status is still enabled, then GVRP
is disabled on current port. Any received GVRP packets will be discarded and
no GVRP registrations will be propagated from other ports

Example Your Product (config)# set port gvrp disable 0/1
Related Command(s)

e show vlan port config - Displaysthe vlan related parameters specific
for ports

Supermicro NOS CLI User’s Guide



19.65 setgmrp

Command Objective

Syntax

Parameter Description

This command globally enables or disables GMRP feature on all ports
of a switch.

GMRP uses the services of GARP to propagate multicast information to the
bridges in a LAN. This information allows GMRP aware devices to reduce the
transmission of multicast traffic to the LANs, which do not have any members
of that multicast group. GMRP registers and de-registers the group
membership information and group service requirement information with the
GARP.

- Enables GMRP feature in the switch on all ports and also starts the
GARP in the switch if the GARP is disabled..
- Disables GMRP feature in the switch on all ports.

Mode Global Configuration Mode

Default enable

GMRP feature can be globally enabled, only if VLAN feature is globally enabled
in the switch.

GMRP feature should be globally disabled before globally disabling the VLAN
feature in the switch.

GMRP feature cannot be configured in the switch, if the base bridge mode is
set as transparent bridging or the VLAN switching feature is shutdown in the
switch.

Example Your Product (config)# set gmrp disable
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Related Command(s)

set vlan - Globally enables / disables VLAN feature in the switch (that is the status of
the VLAN feature is configured for all ports of the switch).

base bridge-mode dotlg-vlan - Configures the VLAN operation mode as VLAN
aware bridging and releases all memories used for the GARP module.

shutdown garp - Shuts down the GARP module in the switch on all ports

no shutdown vlan - Starts and enables VLAN switching feature in the switch.

show vlan device info - Displays the VLAN global information that is applicable
to all VLANSs created in the switch / all contexts.

show gmrp statistics - Displays GMRP statistics for the specified port.
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19.66 setportgmrp

Command Objective This command enables or disables GMRP feature on the specified interface.

GMRP uses the services of GARP to propagate multicast information to the
bridges in a LAN. This information allows GMRP aware devices to reduce the
transmission of multicast traffic to the LANs, which do not have any members
of that multicast group. GMRP registers and de-registers the group
membership information and group service requirement information with the
GARP.

Syntax

Parameter Description

° - Configures the GMRP feature for the specified type of interface.
The interface can be:

— qgx-ethernet — A version of Ethernet that supports data transfer upto 40 Gigabits per
second. This Ethernet supports only full duplex links.

— gigabitethernet — A version of LAN standard architecture that supports data transfer
upto 1 Gigabit per second.

— extreme-ethernet — A version of Ethernet that supports data transfer upto 10 Gigabits
per second. This Ethernet supports only full duplex links.

— port-channel — Logical interface that represents an aggregator which contains several
ports aggregated together.

° - Configures the GMRP feature for the specified interface identifier.
This is a unique value that represents the specific interface. This value is a combination of
slot number and port number separated by a slash, for interface type other than port-
channel. For example: 0/1 represents that the slot number is 0 and port number is 1. Only
port-channel ID is provided, for interface type port-channel. For example: 1 represents
port-channel ID.

° - Enables GMRP feature on the specified interface.
° - Disables GMRP feature on the specified interface.
Mode Global Configuration Mode

Default enable

&
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e The GMRP feature can be configured on the specified interface, only if the
GARP module is not shutdown.

e Any GMRP packet received is discarded and no GMRP registrations are

propagated from other ports, if GMRP is globally disabled or GMRP is disabled
in the interface.

Example Your Product(config)# set disable port gmrp gigabitethernet 0/1

Related Command(s)

e no shutdown garp - Starts and enables the GARP module in the switch on all ports.

e show vlan port config - Displaysthe VLAN related port specific information for all
interfaces available in the switch / all contexts.

e show gmrp statistics - Displays GMRP statistics for the specified port.
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19.67 setgarp timer

Command Objective

Syntax

Parameter Description

This command configures GARP timers for a port. GARP uses these timer
values to control the transmission of GARP PDUs used in synchronizing
attribute information between the switches, and in registering and de-
registering of attribute values. The configured GARP timer values are
applicable for both GVRP and GMRP application of the GARP module.

- Configures the time interval (in milli-
seconds) till which a GARP participant should wait for its join message to be
acknowledged before re-sending the join message. The join message is re-
transmitted only once, if the initial message is not acknowledged. This time is
started, once the initial join message is sent. The join message is sent by a GARP
participant to another GARP participant for registering:

— Its attributes with other participant
— Its manually configured attributes
— Attributes received from a third GARP participant

This value can be multiple of tens only (that is, as 210, 220, 230 and so on)
This value should satisfy the condition: GarpJoinTime >0 and
(2*GarploinTime) < GarpLeaveTime.

- Configures the time interval (in
milli-seconds) till which a GARP participant should wait for any join message
before removing attribute details (that is, waiting time for a registrar to move
from empty state (MT) to leave state (LV)). This time is started, once a leave
message is sent to de-register the attribute details. The leave messages are
sent from a GARP participant to another participant, when:

— Its attributes should be de-registered
—  lts attributes are manually de-registered
— It receives leave messages from a third GARP participant

This value can be multiple of tens only (that is, as 610, 620, 630 and so
on). The leave time should be greater than or two times as that of the
GarpJoinTime. That is, the maximum value of the leave time cannot be
more than two times of the join time. For example, if you configure join
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time as 500 milliseconds, then the leave time value can be from 510
milliseconds to 1000 milliseconds only.

- Configures the time interval
(in milli-seconds) till which the details of the registered attributes are
maintained. The attribute details should be re-registered after this time
interval. A leaveall message is sent from a GARP participant to other GARP
participants, after this time interval. This time is started, once a GARP
participant starts/once re-registration is done. The leaveall messages are sent
from a GARP participant to other participants for:
—  De-registering all registered attributes
—  Re-registering all attributes with each of the participants. This value
can be multiple of tens only (that is, as 10010, 10020 and so on). The
leaveall time should be greater than 0 and greater than
GarplLeaveTime.

Mode Interface Configuration Mode (Physical)

Default

join - 200
leave - 600
leaveall - 10000

The GARP timers cannot be set as zero.
The GARP timers can be configured, only if the GARP module is not shutdown.

Example Your Product(config-if)# set garp timer join 250

Related Command(s)

no shutdown garp - Starts and enables the GARP module in the switch on
all ports.

show garp timer - Displays the GARP timer information of all interfaces
available in the switch / all contexts.
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19.68 vlan restricted

Command Objective This command configures t feature configures the dyna he restricted VLAN
registration feature in a port. This mic registration of VLAN.

Syntax

Parameter Description

° - Enables restricted VLAN registration feature in the port. The
dynamic VLAN entry is permitted only for VLAN registration entries that exist.
° - Disables recreation or modification of retricted VLAN registration

feature in the port. The creation or modification VLANSs, for which static of a
dynamic VLAN entry is permitted for all VLANSs.

Mode Interface Configuration Mode (Physical)

Default disable

& The restricted VLAN registration feature can be configured in the port, only if the GARP

module is started and enabled in the switch.

Example Your Product(config-if)# vlan restricted enable

Related Command(s)

e no shutdown garp - Starts and enables the GARP module in the switch on
all ports.

e show vlan port config - Displays the VLAN related port specific
information for all interfaces available in the switch / all contexts.
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19.69 group restricted

Command Objective

Syntax

Parameter Description

This command configures the restricted group registration feature in a
port. This feature enables you to restrict the multicast groups learnt
through GMRP learning.

- Enables restricted group registration feature in the port. The
multicast group attribute / service requirement attribute is learnt dynamically
from the GMRP frame only if the specific attribute is statically configured in the
switch.

- Disables restricted group registration feature in the port. The
GMRP packets are processed normally and the multicast group
attribute/service requirement attribute are learnt dynamically even if they are
not statically configured in the switch.

Mode Interface Configuration Mode (Physical)

Default disable

(&~ The restricted group registration feature can be configured in the port, only if the GARP

module is started and enabled in the switch.

Example Your Product(config-if)# group restricted enable

Related Command(s)

no shutdown garp - Starts and enables the GARP module in the switch on
all ports.

show vlan port config - Displays the VLAN related port specific
information for all interfaces available in the switch / all contexts.
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19.70 debuggarp

Command Objective

Syntax

Parameter Description

This command enables the tracing of the GARP sub module as per the
configured debug levels. The trace statements are generated for the
configured trace levels.

The no form of the command disables the tracing of the GARP sub module as
per the configured debug levels. The trace statements are not generated for
the configured trace levels.

This command allows combination of debug levels to be configured (that is,
more than one level of trace can be enabled or disabled). The debug levels
are configured one after the other and not in single execution of the
command.

- Generates debug statements for all kinds of traces.

- Sets the submodule as GARP module, for which the tracing is to

be done as per the configured debug levels.
- Sets the submodule as GMRP module, for which the tracing is to be
done as per the configured debug levels.
- Sets the submodule as GVRP module, for which the tracingis to be done
as per the configured debug levels.
- Sets the submodule as GARP redundancy module, for which
the tracing is to be done as per the configured debug levels.

- Generates debug statements for init and shutdown traces. This
trace is generated on failed initialization and shutting down of GARP related
entries.

- Generates debug statements for management traces. This trace is
generated during failure in configuration of any of the GARP features.

- Generates debug statements for data path traces. This trace is
generated during failure in packet processing.
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Mode

Default

Example

Related Command(s)

- Generates debug statements for control path traces. This trace is
generated during failure in modification or retrieving of GARP entries.
- Generates debug statements for packet dump traces. This trace is
currently not used in GARP module.
- Generates debug statements for OS resource related traces. This trace is
generated during failure in message queues.
- Generates debug statements for all kind of failure traces.
- Generates debug statements for GARP buffer related traces. This
trace is currently not used in GARP module.
- Generates debug statements for all kinds of traces.

- Configures the tracing of the GARP submodule
for the specified context. This value represents unique name of the switch
context. This value is a string whose maximum size is 32. This parameter is
specific to multiple instance feature.

Privileged Exec Mode

Tracing of the GARP sub module is disabled.

&~ The GARP sub module tracing can be configured in the switch, only if the GARP module

is started and enabled in the switch on all ports.

Your Product# debug garp gvrp all

no shutdown garp - Starts and enables the GARP module in the switch on
all ports.
show debugging - Displays state of each debugging option.
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19.71 show garp timer

Command Objective This command displays the GARP timer information of all interfaces
available in the switch / all contexts. The information contain the interface
type, interface ID, GARP join time, GARP leave time and GARP leave all time.

Syntax

Parameter Description

° - Displays the GARP timer information of the specified interface. The
details to be provided are:

- - Sets the type of interface. The interface can
be:

o gx-ethernet— Aversion of Ethernet that supports data transfer
up to 40 Gigabits per second. This Ethernet supports only full
duplex links.

o gigabitethernet — A version of LAN standard architecture that
supports data transfer up to 1 Gigabit per second.

o extreme-ethernet — A version of Ethernet that supports data
transfer up to 10 Gigabits per second. This Ethernet supports
only full duplex links.

o port-channel — Logical interface that represents an aggregator
which contains several ports aggregated together.

— - Sets the interface identifier. This is a unique
value that represents the specific interface. This value is a combination
of slot number and port number separated by a slash, for interface type
other than port-channel. Only port-channel ID isprovided, for interface
type port-channel.

— - Displays the GARP timer information
of all interfaces, for the specified context. This value represents unique
name of the switch context. This value is a string with the maximum
size as 32. This parameter is specific to multiple instance feature.

Mode Privileged EXEC Mode
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(&~ This command can be executed in the switch, only if the GARP module is not shutdown

and VLAN switching feature is started and enabled in the switch.

Example Your Product# show garp timer port gigabitethernet 0/1

Garp Port Timer Info (in milli seconds)

Port Join-time Leave-time Leave-all
time
Gi0/1 200 600 10000

Related Command(s)

e set garp timer - Configures GARP timers for a port.
e no shutdown garp - Starts and enables the GARP module in the switch on

all ports.
e no shutdown wvlan - Starts and enables VLAN switching feature in the

switch.
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19.72

switchport unicast-mac learning

Command Objective This command enables / disables unicast-MAC learning for the port.

Syntax

Parameter Description

Mode

Default

Example

° Enables unicast-MAC learning for the port. When Mac Learning is
enabled, unicast mac entries will be learnt on this port. Configuration of this
object will not get affected by the Global MacLearning Status

° - Disables unicast-MAC learning for the port. When Unicast Mac
Learning is disabled, no unicast mac entry will be learnt on this port.

Interface Configuration Mode (Physical / Port channel)

enable

Your Product (config-if)# switchport unicast-mac
learning enable

Related Command(s)

e show [provider-bridge] port config - Displays Service VLAN port
information
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19.73 private-vlan

Command Objective

Syntax

Parameter Description

This command configures the private vlan type for the vlan to provide
layer 2 isolation between the ports within the same broadcast domain.

The no form of the command removes the pvlan type for the vlan.

Encompasses the entire private VLAN domain. It is a part of each
subdomain and provides the Layer 3 gateway out of the VLAN. A private VLAN
domain has only one primary VLAN. Every port in a private VLAN domain is a
member of the primary VLAN

- Configures an isolated VLAN which is a secondary VLAN in which
all hosts connected to its ports are isolated at Layer 2. An isolated port has
complete Layer 2 separation from the other ports within the same PVLAN, but
not from the promiscuous ports. Traffic from isolated port is forwarded only to
promiscuous ports.

- Configures a community VLAN which is a secondary VLAN that
is associated to a group of ports that connect to a certain "community" of end
devices with mutual trust relationships. Community ports communicate among
themselves and with their promiscuous ports. These interfaces are separated
at Layer 2 from all other interfaces in other communities or isolated ports
within their PVLAN.

Mode Config-VLAN Mode

&~ This command executes only if the VLAN is created without IVR interface.

Example Your Product(config-vlan)i# private-vlan primary
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Related Command(s)

e show vlan private-vlan - Displays the private-VLAN information for
the switch
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19.74 private-vlan association

Command Objective This command maps the list of vlans to a primary vlan and associates
a specified secondary VLAN with the primary VLAN to function as a
PVLAN domain in the running configuration.

The no form of the command removes the secondary vlan from the primary
vlan association.

Syntax

Parameter Description

° - Adds the given list of vlans to the existing secondary vlan list
° - Removes the given list of vlans from the existing secondary vlan list
° - Replaces the existing vlans with the given list

of secondary vlans, if add and remove is not given. This value ranges between
1 and 4094. Use comma as a separator without space while configuring list of
vlans. Example: 502,4094.

Mode Config-VLAN Mode

&~ This command executes only when primary and secondary vlan are created.

Example Your Product(config-vlan)# private-vlan association add 303,1000

Related Command(s)

e private-vlan - Configures the private vlan type for the vlan to provide
layer 2 isolation between the ports

e show vlan private-vlan - Displays the private-VLAN information for
the switch
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19.75 switchport private-vlan host-association

Command Objective This command configures the association between the primary and
secondary vlan id to host port.

The no form of the command deletes the primary and secondary vlan id
association from host.

Syntax switchport private-vlan host-association <primary-vlanId
(1-4094) > <secondary-vlanId(1-4094)>

no switchport private-vlan host-association

Parameter Description

e <primary-vlanId(1-4094)> - Configures a unique value that
represents the specific Primary VLAN to which the switch port has to be
associated. This value ranges between 1 and 4094

e <secondary-vlanId(1-4094)> - Configures a unique
value that represents the specific secondary to which the
switch port has to be associated. This value ranges between 1
and 4094.

Mode Interface configuration mode (Physical / Port channel)

(&~ This command executes only when primary and secondary vlan are created and

configured

Example Your Product(config-if)# switchport private-vlan host-
association 35 55

Related Command(s)

e private-vlan - Configures the private vlan type for the vlan to provide

layer 2 isolation between the ports
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¢ show vlan private-vlan - Displays the private-VLAN information for
the switch
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19.76 switchport private-vlan mapping

Command Objective This command maps the Private VLAN promiscuous port to the primary VLAN
and to the selected secondary VLANSs.

The no form of the command unmaps the primary and secondary vlan
association for this promiscuous port.

Syntax

Parameter Description

° Configures a unique value that
represents the specific Primary VLAN to which the promiscuous switchport is
to be mapped.This value ranges between 1 and 4094.

° - Maps the list of secondary vlan id to this primary VLAN ID and switch
port.

° - Unmaps the given list of primary VLAN ID from the existing
secondary vlan list.

° - Configures the list of secondary vlan id to
which the promiscuous port is associated in the Private VLAN domain. This
value ranges between 1 and 4094. Use comma as a separator without space
while configuring list of vlans (example: 502,4094).

Mode Interface configuration mode (Physical / Port channel)

Example Your Product (config-if)# switchport private-vlan
mapping 34 add 35,36

Related Command(s)

e show vlan private-vlan - Displays the private-VLAN information for
the switch
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19.77 show vlan private-vlan

Command Objective

This command displays the private-VLAN information for the switch.

Syntax show vlan private-vlan [{primary | isolated |
community}] [switch <context name>]

Parameter Description

primary - Displays the private VLAN information for primary primary, VLAN.
isolated - Displays the private VLAN information for isolated VLAN.
community - Displays the private VLAN information for community VLAN.
switch <context name> - Displays private vlan information for the
specified context. This value represents unique name of the switch context.
This value is a string of maximum size 32. This parameter is specific to multiple
instance feature.

Mode Privileged EXEC Mode

Example

Your Product# show vlan private-vlan

Switch
default
switch

default

VlanId Type Primary VlanId Ports

2 isolated 10
10 primary -
Your Product # show vlan private-vlan isolated

Switch
default
switch

default
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Related Command(s)

VlanId Type Primary VlanId Ports

2 isolated 10

private-vlan - Configures the private vlan type for the vlan to
provide layer 2 isolation between the ports.

private-vlan association - Maps the list of vlans to a primary

vlan and associates a specified secondary VLAN with the primary VLAN to
function as a PVLAN domain in the running configuration.

switchport private-vlan host-association — Configures the
association between the primary and secondary vlan id to host port.
switchport private-vlan mapping - Maps the Private VLAN
promiscuous port to the primary VLAN and to the selected secondary VLANSs.
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19.78 set filtering-utility-criteria

Command Objective This command sets the filtering utility criteria to be applied on all ports.
Syntax

Parameter Description

° - Applies the filtering utiltiy criteria configured on the port. It can be
default or enhanced. If enhanced filtering utility criteria is selected on a port,
then learning of source mac from a received packet on that port will be done if
the following are satisfied:

— If at least one VLAN that uses the FID includes the reception Port and
at least one other Port with a Port State of Learning or Forwarding in
its member set, and:

e The operPointToPointMAC parameter is false for the reception
Port;

or

e Ingress to the VLAN is permitted through a third Port. The third
port can, but is not required to, be in the member set.

° - Sets default filtering utility criteria to be applied on all ports. If
default filtering utility Criteria is selected on a port, then learning of source mac
from a received packet on that port will be done only if there is atleast on
member port in that vlan.

Mode Global Configuration Mode / Switch Configuration Mode
Default enable
Example Your Product(config)# set filtering-utility-criteria enable

Related Command(s)

e show vlan device info - Displays the VLAN global information that is
applicable to all VLANSs created in the switch / all contexts
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19.79 setsw-stats

Command Objective This command sets the software statistics collection globally in the switch.

Syntax

Parameter Description

° Enables Software statistics collection globally in the switch and the
statistics will be stored in the software. This value can be set only if data
switching is done by the software.

° - Disables Software statistics collection globally in the switch. The
statistics collection will be done by the hardware and will not be stored in
software

Mode Global Configuration Mode
Default If data switching is done by software, then the default value is enabled else

by default statistics collection by the software is disabled.

Example Your Product(config)# set sw-stats enable

Related Command(s)

e show vlan statistics - Displaysthe unicast/broadcast statistics details
of all active VLANs and VLANSs (that are not active) for which the port details
are configured.
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19.80 setvlan counter

Command Objective This command enables or disables the statistics collection for the specified
VLAN.

Syntax

Parameter Description

° - Enables statistics collection for the VLAN.
° - Disables statistics collection for the VLAN.

Mode Config VLAN Mode

““” This command executes only if the VLAN is set to active or if the member ports are

associated with the VLAN.

Default disable

Example Your Product(config)# set vlan counter enable

Related Command(s)

e vlan active - Activatesa VLAN in the switch.

e ports - Configures a VLAN entry with the required member ports, untagged
ports and/or forbidden ports, and activates the VLAN.

e show vlan statistics - Displaysthe unicast/ broadcast statistics details
of all active VLANs and VLANSs (that are not active) for which the port details
are configured.
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19.81 clear mac-address-table dynamic

Command Objective

Syntax

Parameter Description

This command clears the dynamically learnt MAC Addresses.

Clears the FDB
entries for the specified port channel interface. Port-Channel are logical
interfaces that represents an aggregator which contains several ports
aggregated together. This value ranges between 1 and 65535

- Clears the FDB entries for the specified type of
interface. The interface can be:

— qgx-ethernet — A version of Ethernet that supports data transfer up to

— 40 Gigabits per second. This Ethernet supports only full duplex links.

— gigabitethernet— A version of LAN standard architecture that supports
data transfer up to 1 Gigabit per second.

— extreme-ethernet — A version of Ethernet that supports data transfer
up to 10 Gigabits per second. This Ethernet supports only full duplex
links.

- Clears the FDB entries for the interface identifier of the
specified type of interface. This is a unique value that represents the specific
interface. This value is a combination of slot number and port number
separated by a slash, for interface type other than port-channel. Only port-
channelis provided, for interface type port-channel.

- Clears the FDB entries for the specified VLAN
/ VFIID. This value ranges between 1 and 65535.

- - VLAN ID is a unique value that represents the specific
VLAN. This value ranges between 1 and 4094

- .- VFI ID is a VLAN created in the system which contains
Pseudo wires and Attachment Circuits as member ports. This creates a
logical LAN for the VPLS service. This value ranges between 4096 and
65535. This interface type is not supported.

> The VLAN ID 4095 is reserved and may be used to indicate a

wildcard match for the VID in management operations or Filtering
Database entries.
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7~ VFI IDs 4096 and 4097 are reserved identifiers used in MPLS PW.

7 The theoretical maximum for the maximum number of VFl is

65535 but the actual number of VFI supported is a sizing constant.
Based on this, the maximum number of VFI ID accepted in the
management interface is restricted. For example, if 100 VFIs are
supported, the maximum number of VFI supported will be restricted
to maximum number of VLANs + 100. An error message is displayed
for any value beyond this range.

Mode Global Configuration Mode/ Switch Configuration Mode

Example Your Product(config)# clear mac-address-table dynamic

Related Command(s)

e show mac-address-table static unicast - Displaysthe statically
configured unicast address from the MAC address table.
e show mac-address-table static multicast - Displays the

statically configured multicast entries.
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19.82 debug vlan global

Command Objective  This command enables tracing in VLAN sub module and generates debug
statements for global traces.

The no form of the disables tracing of the VLAN sub module.

Syntax

Mode Privilege Exec Mode
Default Tracing of the VLAN sub module is disabled.

& The VLAN sub module tracing related configuration takes effect in the switch, only if the VLAN
switching feature is started and enabled in the switch.

Example Your Product# debug vlan global

Related Command (s)

e no shutdown wvlan - Starts and enables VLAN switching feature in the
switch.
e show debugging - Displays state of each debugging option.
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19.83 show gmrp statistics

Command Objective This command displays GMRP statistics for the specified port.

Syntax

Parameter Description

° - Displays GMRP statistics for the specified type of
interface. The interface can be:

- — A version of Ethernet that supports data transfer up

to 40 Gigabits per second. This Ethernet supports only full duplex links.

— — A version of LAN standard architecture that
supports data transfer up to 1 Gigabit per second.

— — A version of Ethernet that supports data

transfer up to 10 Gigabits per second. This Ethernet supports only full

duplex links.

o) — Logical interface that represents an
aggregator which contains several ports aggregated
together.

o - Pseudowire (PW) is a emulation of a point-to-point

connection over a packet-switching network (PSN). This

value ranges between 1 and 65535. Maximum number of
PseudoWire interfaces supportedin the system is 100. This
interface type is not supported.

o - Attachment Circuit (AC) is a physical or virtual circuit
attaching a Customer Edge to a Provider Edge port. This
value ranges between 1 and 65535. This interface type is
not supported.

° - Displays GMRP statistics for the interface id of the
specified type of interface. This is a unique value that represents the specific
interface. This value is a combination of slot number and port number
separated by a slash, for interface type other than port- channel. Only port-
channel ID is provided, for interface type port-channel.

Mode Privileged EXEC Mode
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Example Your Product# show gmrp statistics gi 0/1

Related Command(s)

e set gmrp —Globallyenables or disables GMRP feature on all ports of a switch
e set port gmrp - Enables or disables GMRP feature on the specified
interface
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19.84 show gvrp statistics

Command Objective

Syntax

Parameter Description

This command displays GVRP statistics in the system or for the specified port.

- Displays GVRP statistics for the specified type of

interface. The interface can be: —

A version of Ethernet that supports data transfer upto 40 Gigabits per
second. This Ethernet supports only full duplex links.
— A version of LAN standard architecture that
supports data transfer up to 1 Gigabit per second.
— A version of Ethernet that supports data transfer
up to 10 Gigabits per second. This Ethernet supports only full duplex links.
— Logical interface that represents an aggregator which
contains several ports aggregated together.
- Pseudowire (PW) is an emulation of a point-to-point connection over
a packet-switching network (PSN). This value ranges between 1 and 65535.

Maximum number of PseudoWire interfaces supported in the system is
100. This interface type is not supported.

- Attachment Circuit (AC) is a physical or virtual circuit attaching a
Customer Edge to a Provider Edge port. This value ranges between 1 and
65535. This interface type is not supported.

- Displays GVRP statistics for the interface id of the

specified type of interface. This is a unique value that represents the specific

interface. This value is a combination of slot number and port number

separated by a slash, for interface type other than port-channel. Only port-

channel ID is provided, for interface type port-channel.

Mode Privileged EXEC Mode
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Example Your Product# show gvrp statistics port gi 0/1

GVRP Statistics for Port 1

Total GVRP Packets Received:
Join 0
Join In 0
Leave In 0
Leave All 0
Empty 0

Total GVRP Packets Transmitted: 0
Join 0
Join In

Leave In

Leave All

Leave

o O o o o

Empty

Related Command(s)

e set gvrp -Globally enables or disables GVRP feature on all ports of a switch

e set port gvrp - Enables or disables GVRP feature on the specified
interface
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20

VRRP

VRRP (Virtual Router Redundancy Protocol) is an election protocol that dynamically assigns
responsibility for one or more virtual router(s) to the VRRP routers(s) on a LAN, allowing
several routers on a multi-access link to utilize the same virtual IP address. A VRRP router is
configured to run the VRRP protocol in conjunction with one or more other routers attached
to a LAN. In a VRRP setup, one router is elected as the master router with the other routers
acting as backups in case of the failure of the master router. VRRP is designed to eliminate the
single point of failure inherent in the static default routed environment

The list of CLI commands for the configuration of VRRP is as follows:

e routervrrp
e interface — VRRP

e vrIrp - ipv4 address

e vrrp — ip address

e vrrp group shutdown

e vIrp — priority

e vIrp — preempt

e vIrp - text-authentication
e vIrp - authentication text

e vrrp — interval
e vrIrp - timers advertise

e show vrrp
e show vrrp interface

e auth-deprecate

e debugip vrrp
e VITp —ping-enable
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20.1 router vrrp

Command Objective This command enables VRRP globally in the router and enters into the
VRRP Router Configuration Mode, which allows the user to execute all the
commands which supports this mode.

The no form of the command disables VRRP in the router.

Syntax

Mode Global Configuration Mode

Example Your Product(config)# router vrrp

Your Product (config-vrrp)#

Related Command(s)

e interface —VRRP - Enables VRRP in the specified interface.

e vrrp -ipv4 address - Sets the associated IP addresses for the virtual
router.

e show vrrp interface - vrid - Displaysthe VRRP statusinformation.

e vrrp group shutdown - Shutsdown all VRRP groups.

Supermicro NOS CLI User’s Guide



20.2

interface - VRRP

Command Objective This command enables VRRP for the specified interface and enters into the

Syntax

Parameter Description

VRRP Interface Configuration Mode, which allows the user to execute all
the commands which supports this mode.

The no form disables VRRP for the specified interface.

Enables VRRP for the specified VLAN / VFI

ID. This value ranges between 1 and 65535.

- VLAN ID is a unique value that represents the specific
VLAN. This value ranges between 1 and 4094
.-VFIID is a VLAN created in the system which contains Pseudo
wires and Attachment Circuits as member ports . This creates a logical LAN
for the VPLS service. This value ranges between 4096 and 65535. This
interface type is not supported.

2~ The VLAN ID 4095 is reserved and may be used to indicate a wildcard

match for the VID in management operations or Filtering Database
entries.

.7~ VFI IDs 4096 and 4097 are reserved identifiers used in MPLS PW.

.7 The theoretical maximum for the maximum number of VFl is 65535

but the actual number of VFI supported is a sizing constant. Based on
this, the maximum number of VFI ID accepted in the management
interface is restricted. For example, if 100 VFIs are supported, the
maximum number of VFI supported will be restricted to maximum
number of VLANs + 100. An error message is displayed for any value
beyond this range.

Enables VRRP for the specified type of interface.

The interface can be:

gx-ethernet — A version of Ethernet that supports data transfer upto 40
Gigabits per second. This Ethernet supports only full duplex links.
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= gigabitethernet — A version of LAN standard architecture that supports
data transfer upto 1 Gigabit per second.

= extreme-ethernet— A version of Ethernet that supports data transfer upto
10 Gigabits per second. This Ethernet supports only full duplex links.

° - Enables VRRP for the specified interface identifier. This
is a unique value that represents the specific interface. This value is a
combination of slot number and port number separated by a slash, For
example: 0/1 represents that the slot number is 0 and port number is 1. Only
port-channel ID is provided, for interface type port-channel. For example: 1
represents port-channel ID.

° Enables VRRP in the specified L3 Psuedo wire
interface in the system.

° EnablesVRRP for the specified interface
identifier. This is a unique value that represents the specific interface. This
value ranges between 1 and 65535 for Psuedowire interface.

,* Maximum number of PseudoWire interfaces supported in the
system is 100.

Mode VRRP Router Configuration Mode

Example Your Product(config-vrrp)# interface vlan 3
Your Product (config-vrrp-if)#
Your Product (config-vrrp)# interface gigabitethernet 0/1

Your Product (config-vrrp-if)#

Related Command(s)

e router vrrp —EnablesVRRP in the router.

e show vrrp interface - vrid —Displaysthe VRRP status information.

e show vrrp interface - Displaysthe VRRP statusinformation for all VR-
ids created on that interface.
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20.3  vrrp -ipv4 address

Command Objective This command sets the associated IP addresses for the virtual router. On
executing this command, the VRRP module starts the transition from
‘Initial’ state to either ‘Backup’ state or ‘Master’ state as per the election
process on the specific interface.

The no form of the command deletes the associated IP addresses for the virtual
router.

Syntax

Parameter Description

° - Configures virtual router identifier(VRID)which is a
number along with an interface to uniquely identify a virtual router on a given
VRRP router. This value ranges between 1 and 255.

° - Configures an IPv4 address to be assigned to the VRID.
° - Configures the secondary IP address for the specified virtual
router.
Mode VRRP Interface Configuration Mode

&= This command executes only if the associated primary IP address for the virtual router is set.
Example Your Product(config-vrrp-if)# vrrp 3 ipv4 10.0.0.1

Related Command(s)

e router vrrp —Enables VRRP in the router.

e ip address - Setsan IP address for an interface.

e vrrp - preempt - Enablesthe pre-emption of state change from either
Backup to Master or vice versa based on the election process.

e vrrp - text-authentication / vrrp - authentication
text - Setsthe authenticationtype for the virtual router to simple password.
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e vrrp - interval / vrrp - timers advertise - Setsthe
advertisement timer for a virtual router.
e show vrrp interface - wvrid - Displaysthe VRRP status information.

e show vrrp interface - Displaysthe VRRP statusinformation.

20.4 vrrp -ip address

Command Objective This command sets the associated IP addresses for the virtual router. On
executing this command, the VRRP module starts the transition from
‘Initial’ state to either ‘Backup’ state or ‘Master’ state as per the election
process on the specific interface.

.~ Thiscommand is a complete standardized implementation of thE

existing command and operates similar to that of the command vrrp -
ipv4 address.

Syntax

Parameter Description

° - Configures virtual router identifier (VRID) which is a
number along with an interface to uniquely identify a virtual router on a given
VRRP router. This value ranges between 1 and 255.

° - Configures a IPv4 addresses to be assigned to the VRID.
° - Configures the secondary IP addresses for the specified virtual
router.
Mode VRRP Interface Configuration Mode

“Z” This command executes only if the associated primary IP addresses for the virtual
router is set.

Example Your product(config-vrrp-if)# vrrp 3 ip 10.0.0.1

Related Command(s)
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router vrrp - Enables VRRP inthe router.

ip address - Setsan IP address for an interface.

vrrp - preempt - Enablesthe pre-emption of state change from either
Backup to Master or vice versa based on the election process.

vrrp - text-authentication / vrrp - authentication
text

Sets the authentication type for the virtual router to simple password.

vrrp - interval / vrrp - timers advertise - Setsthe
advertisement timer for a virtual router.

show vrrp interface - vrid - Displaysthe VRRP status information.
show vrrp interface - Displaysthe VRRP statusinformation.

20.5 vrrp group shutdown

Command Objective

Syntax

This command shuts down all VRRP groups.

7~ This command is a complete standardized implementation of the existing

command and operates similar to that of the command vrrp - ipv4 address,
except that all the associated IP address of the virtual router will be deleted.

Mode VRRP Interface Configuration Mode

cz= This command executes only if the associated primary IP addresses for the virtual router is set.

Example Your Product(config-vrrp-if)# vrrp group shutdown

Related Command(s)

router vrrp - Enables VRRP in the router.

show vrrp interface - show vrrp interface - Displaysthe
VRRP status information

vrid - Displays the VRRP status information
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20.6  vrrp - priority

Command Objective This command sets the priority for the virtual router.

The no form of the command sets the priority for the virtual router to its
default value.

Syntax

Parameter Description

° - Configures a virtual router ID for which the priority is to
be set. This value ranges between 1 and 255.

° - Sets the priority which is used for the virtual router
master election process. Higher values imply a higher priority. A priority of 255
is used for the router that owns the associated IP address(es).

Mode VRRP Interface Configuration Mode
& This command executes only if the associated primary IP addresses for the virtual router is
set.

Default priority -100

Example Your Product(config-vrrp-if)# vrrp 3 priority 7

Related Command(s)

e ip address - ConfiguresIP address for an interface.

e router vrrp - Enables VRRPin the router.

e interface - VRRP - Enables VRRP in the specified interface.

e vrrp - ipv4 address - Setsthe associated primary IP addresses for
the virtual router.

e show vrrp information.

e interface - wvrid - Displaysthe VRRP status
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20.7  vrrp - preempt

Command Objective This command enables the pre-emption of state change from either Backup
to Master or vice versa based on the election process.

The no form of the command disables the preempt mode.

Syntax

Parameter Description

o - Configures a virtual router ID for which the preempt
state change is to be enabled. The value ranges between 1 and 255.

° - router will delay before issuing an advertisement claiming
master ownership. This value ranges between 0 and 30. This feature has been

included to adhere to the Industry Standard CLI syntax. This feature is currently
not supported.

Mode VRRP Interface Configuration Mode

Default

e delay minimum -0
e Pre-emption is enabled.

““” This command executes only if the associated primary IP addresses for the virtual router

is set.

Example Your product(config-vrrp-if)# vrrp 3 preempt

Related Command(s)

e ip address - ConfiguresIP address for an interface.
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router vrrp - Enables VRRPin the router

interface - VRRP - Enables VRRP in the specified interface.

vrrp - ipv4 address - Setsthe associated primary IP addressesfor the
virtual router

show vrrp interface - vrid - Displaysthe VRRP statusinformation
show vrrp interface - Displaysthe VRRP statusinformation
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20.8 vrrp - text-authentication

Command Objective This command sets the authentication type for the virtual router to
simple password.

The no form of the command sets the authentication type for the virtual router to

none.
Syntax
Parameter
Description
° Configures a virtual router ID for which the authentication
type is to be set. This value ranges between 1 and 255.
° Sets the authentication password which is used to validate the incoming
VRRP packets. The maximum value of this string is 8.
Mode VRRP Interface Configuration Mode

" This command executes only if
e The associated IP addresses for the virtual router is set
e Auth depreciate is disabled.

Example Your Product(config-vrrp-if)# vrrp 3 text-authentication
pwd

Related Command(s)

e ip address - ConfiguresIP address for an interface.

e router vrrp - Enables VRRPin the router.

e interface - VRRP - Enables VRRP in the specified interface.

e vrrp - ipv4 address - Setsthe associated IP addresses for the virtual
router.

e auth-deprecate - Disables the auth depreciate.

e show vrrp interface - vrid - Displaysthe VRRP status information.
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20.9 vrrp - authentication text

Command Objective This command sets the authentication type for the virtual router to
simple password.

7 This command is a complete standardized implementation of the existing

command and operates similar to that of the command vrrp — text -
authentication.

This feature has been included in adherence to the Industry Standard CLI
syntax

Syntax

Parameter Description

° - Configures a virtual router ID for which the
authentication type is to be set. This value ranges between 1 and 255.

° - Sets the authentication password which is used to validate the
incoming VRRP packets. The maximum value of this string is 8.

Mode VRRP Interface Configuration Mode

""" This command executes only if
e associated IP addresses for the virtual router is set.
e Auth depreciate is disabled.

Example Your Product(config-vrrp-if)# vrrp 3 authentication text
abcdefgh

Related Command(s)

e ip address - ConfiguresIP address for an interface.

e router vrrp - Enables VRRPin the router.

e interface — VRRP - Enables VRRP in the specified interface.

e vrrp - ipv4 address - Setstheassociated IP addresses for the virtual
router.
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e auth-deprecate - Disablesthe auth depreciate.
e show vrrp interface - vrid - Displaysthe VRRP statusinformation.
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20.10 vrrp - interval

Command Objective

Syntax

Parameter Description

This command sets the advertisement timer for a virtual router and
sends only the master router advertisements.

The no form of the command sets the advertisement timer for a virtual
router to default value.

- Configures the Virtual Router ID for which the
advertisement timer is to be set. This value ranges between 1 and 255.
- Sets the of advertisement time in milliseconds.

" This feature has been included to adhere to the Industry Standard CLI syntax. This
feature is currently not supported.

- Configures the time interval between
successive advertisement messages in seconds. On expiry of the advertise
timer, the Master sends advertisement packets to the Backup. This value
ranges between 1 and 255 in seconds.

Mode VRRP Interface Configuration Mode
&~ This command executes only if the associated primary IP addresses for the virtual router
is set.

Syntax

Example Your product (config-vrrp-if)# vrrp 4 timer 6

Related Command(s)

ip address - Configures IP address for an interface.

router vrrp - Enables VRRPin the router

interface - VRRP - Enables VRRP in the specified interface.

vrrp - ipv4 address - Setsthe associated primary IP addresses for
the virtual router

show vrrp interface - vrid - Displaysthe VRRP status information
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20.11 vrrp - timers advertise

Command Objective This command sets the advertisement timer for a virtual router and sends

Syntax

Parameter Description

only the master router advertisements.

" This command is a complete standardized implementation of the existing

command and operates similar to that of the command vrrp -
interval

This feature has been included in adherence to the Industry Standard CLI
syntax.

- Configures the Virtual Router ID for which the
- Sets the of advertisement time in milliseconds.

# This feature has been included to adhere to the Industry Standard CLI
syntax. This feature is currently not supported.

- Configures the time interval between
successive advertisement messages in seconds. On expiry of the advertise
timer, the Master sends advertisement packets to the Backup. This value
ranges between 1 and 255 in seconds.

Mode VRRP Interface Configuration Mode

Default 1 second

& This command executes only if the associated IP addresses for the virtual router is set

Example Your product(config-vrrp-if)# vrrp 3 timers advertise 100
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Related Command(s)

ip address - Configures IP address for an interface.

router vrrp - Enables VRRPin the router.

interface — VRRP - Enables VRRP in the specified interface.

vrrp - ipv4 address - Setsthe associated IP addresses for the virtual
router.

show vrrp interface - vrid—Displaysthe VRRP status information.
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20.12 showvrrp

Command Objective This command displays the VRRP status information. for the specified VR ID .

Syntax

Parameter Description

- Displays the VRRP status information for the

specified VLAN/ VFI ID. This value ranges between 1 and 65535.

- VLAN ID is a unique value that represents the specific
VLAN. This value ranges between 1 and 4094
.-VFIIDis a VLAN created in the system which contains Pseudo
wires and Attachment Circuits as member ports. This creates a logical LAN
for the VPLS service. This value ranges between 4096 and 65535. This
interface type is not supported.

7~ The VLAN ID 4095 is reserved and may be used to indicate a wildcard

match for the VID in management operations or Filtering Database
entries.

7 VFI 1Ds 4096 and 4097 are reserved identifiers used in MPLS PW.

7~ The theoretical maximum for the maximum number of VFl is 65535

but the actual number of VFI supported is a sizing constant. Based on
this, the maximum number of VFI ID accepted in the management
interface is restricted. For example, if 100 VFls are supported, the
maximum number of VFI supported will be restricted to maximum
number of VLANs + 100. An error message is displayed for any value
beyond this range.

- Displays the VRRP status information for the

specified type of interface. The interface can be:

gx-ethernet — A version of Ethernet that supports data transfer upto 40
Gigabits per second. This Ethernet supports only full duplex links.
gigabitethernet — A version of LAN standard architecture that supports
data transfer upto 1 Gigabit per second.

extreme-ethernet— A version of Ethernet that supports data transfer upto
10 Gigabits per second. This Ethernet supports only full duplex links.
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° - Displays the VRRP status information for the specified
interface identifier. This is a unique value that represents the specific interface.
This value is a combination of slot number and port number separated by a
slash, for interface type other than port-channel. For example: 0/1 represents
that the slot number is 0 and port number is 1.

° Displays VRRP related configuration for the
specified L3 Psuedo wire interface in the system.

° Displays VRRP related configuration for the
specified interface identifier. Thisis a unique value that represents the specific
interface. This value ranges between 1 and 65535 for Psuedowire interface.
This interface is not supported.

~ Maximum number of PseudoWire interfaces supported in the system is

100.

° - Displays the VRID which is a number along with an
interface to uniquely identify a virtual router on a given VRRP router.

° - Displays the brief VRRP status information.

° - Displays the detailed VRRP status information.

° - Displays the statistical information for the VRRP.
Mode Privileged EXEC Mode

Example Your Product# show vrrp interface vlan 2 detail

vlan2 - vrID 1
State is
Master

Virtual IP address is 12.0.0.2

Virtual MAC address is 00:00:5e:00:01:01
Master router is 12.0.0.2

Associated IpAddresses

12.0.0.2

Advertise time is 1 secs

Current priority is 100
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Configured priority is 100, may

preempt vlan2 - vrID 2

State is

Master

Virtual IP address is 12.0.0.1

Virtual MAC address is 00:00:5e:00:01:02

Master router is 12.0.0.1
Associated IpAddresses

12.0.0.1

Advertise time is 1 secs

Current priority is 255

Configured priority is 255, may preempt
Your Product# show vrrp interface vlan 2 brief
P indicates configured to preempt

Interface wvrID Priority P State Master VRouter
Addr Addr

vlan? 1 100 P Master local 12.0.0.
vlan? 2 255 P Master local 12.0.0.

Your Product# show vrrp interface vlan 2 statistics

vlan2 - vrID 1

Transitions to Master : 2
Advertisements Received : 0
Advertise Internal Errors : 0
Authentication Failures : 0
TTL Errors : 0

Zero Priority Packets Received : 1
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Related Command(s)

Zero Priority Packets Sent : 0

Invalid Type Packets Received : O
Address List Errors 0
Invalid Authentication Type : 0
Authentication Type Mismatch : 0
Packet Length Errors
0 vlan2 - vriID 2

Transitions to Master 1
Advertisements Received 0
Advertise Internal Errors 0
Authentication Failures 0
TTL Errors 0

Zero Priority Packets Received : 0

Zero Priority Packets Sent : 0
Invalid Type Packets Received : O
Address List Errors 0
Invalid Authentication Type : 0
Authentication Type Mismatch : 0
Packet Length Errors 0

Your Product# show vrrp interface vlan 2

P indicates configured to preempt

Interface wvrID Priority P State Master VRouter

Addr Addr

P Master local 12.0.0.
P Master local 12.0.0.

e router vrrp - EnablesVRRPin the router.
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interface - Selects an interface to be configured.

vrrp - ipv4 address / vrrp - ip address - Setsthe P address
for the virtual router.

vrrp group shutdown — Shuts down all VRRP groups.

vrrp - preempt - Enablesthe pre-emption of state change from either
Backup to Master or vice versa based on the election process.

vrrp - text-authentication / vrrp - authentication
text - Sets the authentication type for the virtual router to simple
password.

vrrp - interval / vrrp - timersadvertise - Sets the advertisement
timer for a virtual router.
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20.13 show vrrp interface

Command Objective This command displays the VRRP status information for all VR-ids created on
that interface.

Syntax

Parameter Description

Displays the VRRP status information for

the specified VLAN/ VFI ID. This value ranges between 1 and 65535.

- VLAN ID is a unique value that represents the specific
VLAN. This value ranges between 1 and 4094
.-VFIID is a VLAN created in the system which contains Pseudo
wires and Attachment Circuits as member ports. This creates a logical LAN
for the VPLS service. This value ranges between 4096 and 65535. This
interface type is not supported.

. The VLAN ID 4095 is reserved and may be used to indicate a wildcard

match for the VID in management operations or Filtering Database
entries.

.7~ VFI IDs 4096 and 4097 are reserved identifiers used in MPLS PW.

7 The theoretical maximum for the maximum number of VFl is 65535

but the actual number of VFI supported is a sizing constant. Based on
this, the maximum number of VFI ID accepted in the management
interface is restricted. For example, if 100 VFIs are supported, the
maximum number of VFI supported will be restricted to maximum
number of VLANs + 100. An error message is displayed for any value
beyond this range.

- Displays the VRRP status information for the

specified type of interface. The interface can be:

gx-ethernet —A version of Ethernet that supports data transfer upto 40
Gigabits per second. This Ethernet supports only full duplex links.
gigabitethernet — A version of LAN standard architecture that supports
data transfer upto 1 Gigabit per second.

extreme-ethernet — A version of Ethernet that supports data transfer upto
10 Gigabits per second. This Ethernet supports only full duplex links.
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Mode

Example

- Displays the VRRP status information for the specified
interface identifier. This is a unique value that represents the specific interface.
This value is a combination of slot number and port number separated by a
slash, for interface type other than port-channel. For example: 0/1 represents
that the slot number is 0 and port number is 1.

Displays VRRP related configuration for the
specified L3 Psuedo wire interface in the system.

Displays VRRP related configuration for the
specified interface identifier. Thisis a unique value that represents the specific
interface . This value ranges between 1 and 65535 for Psuedowire interface.
This interface type is not supported.

7~ Maximum number of PseudoWire interfaces supported in the
system is 100.

- Displays the brief VRRP status information for the specified interface.
- Displays the detailed VRRP status information for the specified
interface.
- Displays the statistical information for the VRRP for the
specified interface.

Privileged EXEC Mode

P indicates configured to preempt Master

Interface Addr

Slot0/1

Related Command(s)

vrID Priority P State VRouter Addr

1 100 P Master local 21.0.0.1

router vrrp - EnablesVRRP inthe router.

interface - Selectsan interface to configure.

vrrp - ipv4 address / vrrp - ip address - SetsthelP address
for the virtual router.

vrrp group shutdown - Shutsdown all VRRP groups.

vrrp — preempt - Enablesthe pre-emption of state change from either
Backup to Master or vice versa based on the election process.
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20.14 auth-deprecate

Command Objective This command enables or disables the Auth Deprecation flag.
Syntax auth-deprecate { enable | disable }

Parameter Description

° - Enables the AuthDeprecation flag.
e disable - Disables the AuthDeprecation flag.

Default enable
Mode VRRP Router Configuration Mode

Example Your product(config-vrrp)# auth-deprecate enable
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20.15 debugip vrrp

Command Objective This command enables the tracing of the VRRP module as per the

Syntax

Parameter Description

configured debug levels. The trace statements are generated for the
configured trace levels.

This command does not allow combination of debug levels to be configured
(that is, more than one level of trace cannot be enabled or disabled). The
debug levels are configured one after the other and not in single execution of
the command.

The no form of this command disables the tracing of the VRRP module as per
the configured debug levels. The trace statements are not generated for the
configured trace levels.

- Generates debug statements for all kinds of traces.

- Generates debug statements for init and shutdown traces. This trace is
generated on failed and successful initialization and shutting down of VRRP
related module and memory.

- Generates debug statements for packet dump traces. This trace is
generated for all events generated during processing of packets.

- Generates debug statements for timer traces.
- Generates debug statements for event traces. This trace is
generated when any of packets are sent successfully or when an ACK is
received.

- Generates debug statements for all kind of failure traces.

Mode User Exec Mode / Privileged EXEC Mode

Example Your product # debug ip vrrp all
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20.16 vrrp - ping-enable

Command Objective This command enables VRRP Master to respond pings that are sent to the
virtual IP address.

The no form of the command disables the ping reply.

Syntax

Parameter Description

° - Configures a virtual router ID for which the
preempt state change is to be enabled. The value ranges between 1 and 255.

Mode VRRP Interface Configuration Mode

Default Disabled
(&~ Reply ICMP request to the virtual IP address only when it is in master state,

Example Your product (config-vrrp-if) # vrrp 3 ping-enable

Related Command(s)

e ip address - Configures|P address for an interface.

e router vrrp - EnablesVRRPinthe router

e interface - VRRP - Enables VRRP in the specified interface.

e vrrp - ipv4 address - Setsthe associated primary IP addresses for
the virtual router

e show vrrp interface - vrid - Displaysthe VRRP status information

e show vrrp interface - Displaysthe VRRP statusinformation
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21

IP

IP (Internet Protocol) is an identifier for a computer or device on a TCP/IP network.
Networks using the TCP/IP protocol route messages based on the IP address of the
destination. The format of an IP address is a 32-bit numeric address written as four
numbers separated by periods. Each number can be zero to 255. example:
10.5.25.180.

Every computer that communicates over the Internet is assigned an IP address that
uniquely identifies the device and distinguishes it from other computers on the
Internet. Within an isolated network, IP addresses can be assigned at random as
long as each one is unique. However, to connect a private network to the Internet,
the registered IP addresses must be used (called Internet addresses) to avoid
duplicates. The four numbers in an IP address are used in different ways to identify a
particular network and a host on that network.

Four regional Internet registries -- ARIN, RIPE NCC, LACNIC and APNIC -- assign
Internet addresses from the following three classes.

e Class A - supports 16 million hosts on each of 126 networks
e C(Class B - supports 65,000 hosts on each of 16,000 networks
e C(lass C - supports 254 hosts on each of 2 million networks

The number of unassigned Internet addresses is running out, so a new classless
scheme called CIDR (Classless Inter-Domain Routing) is gradually replacing the
system based on classes A, B, and C and is tied to adoption of IPv6.

ICMP (Internet Control Message Protocol) is an extension to the IP defined by RFC
792. ICMP supports packets containing error, control, and informational messages.
For example, the ping command uses ICMP to test an Internet connection.

The IP commands under this section are therefore classifiedinto:

e Specificto SMIS IP
e Common to SMIS and Linux IP
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21.1 Commands Specific for SMIS IP

This section describes the commands that are specific for SMIS IP alone. These
commands are based on the SMIS Proprietary MIB.

The list of CLI commands for the configuration of SMIS IP is as follows:

e ip redirects
e ip unreachables

e ip mask-reply
e ip echo-reply

e maximum-paths

e iprarp client request
e ip aggregate-route

e traffic-share

e ip path mtu discover

e ip path mtu

e iprarp client

e ip directed-broadcast
e showip rarp

e showip pmtu
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21.2 ipredirects

Command Objective This command enables sending ICMP Redirect messages. The Redirect
Message is an ICMP message which informs a host to update its routing
information to send packets on an alternate route when a packet enters an IP
interface and exits the same interface. The redirect message is sent to inform
the host of the presence of alternative route.

The no form of this command disables sending ICMP Redirect messages.

Syntax

Parameter Description

° - Sends the ICMP redirect messages for the specified VRF
instance. This value represents unique name of the VRF instance. This value is
a string whose maximum size is 32.

Default Sending of ICMP Redirect messages is enabled

L&~ VRF instance should be created, before executing this command to configure ICMP

redirect messages for the context.

Example Your Product(config)# ip redirects

Related Command(s)

e ip vrf -Creates VRFinstance
e show ip information — Displays IP configuration information

Supermicro NOS CLI User’s Guide



21.3 ip unreachables

Command Objective This command enables the router to send an ICMP unreachable message to
the source if the router receives a packet that has an unrecognized protocol or
no route to the destination address. ICMP provides a mechanism that enables
a router or destination host to report an error in data traffic processing to the
original source of the packet. This informs the source that the packet is
dropped.

The no form of this command disables sending ICMP unreachable messages.

Syntax

Parameter Description

° Sends an ICMP unreachable message for the specified
VRF instance. This value represents unique name of the VRF instance. This
value is a string whose maximum size is 32.

Mode Global Configuration Mode

Package Workgroup, Enterprise, Metro_E and Metro

&~ VRF instance should be created, before executing this command to configure the ICMP

unreachable message for the context
Example Your Product(config)# ip unreachables

Related Command(s)

e ip vrf -Creates VRFinstance
e show ip information -— Displays IP configuration information
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21.4  ip mask-reply

Command Objective This command enables sending ICMP Mask Reply messages. The IP mask
reply is an ICMP message sent by the router to the host informing the
subnet mask of the network. This reply is in correspondence to a request
sent by the host seeking the subnet mask of the network.

The no form of this command disables sending ICMP Mask Reply messages.

Syntax

Parameter Description

° - Sends ICMP mask reply messages for the specified VRF
instance. This value represents unique name of the VRF instance. This value is
a string whose maximum size is 32.

Mode Global Configuration Mode

&~ VRF instance should be created, before executing this command to configure the ICMP
mask reply messages for the context.
Default Sending of ICMP Mask Reply messages is enabled

Example Your Product(config)# ip mask-reply

Related Command(s)

e 1ip vrf - Creates VRFinstance

e show ip information — Displays IP configuration information
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21.5 ipecho-reply

Command Objective This command enables sending ICMP Echo Reply messages. The ip echo reply
is @ message sent by a device, in response to a request sent by another
device. This message is used to check if device is able to communicate (send
and receive data) with the destination device.

The no form of this command disables sending ICMP Echo Reply messages.

Syntax

Parameter Description

° - Sends an ICMP Echo reply messages for the specified VRF
instance. This value represents unique name of the VRF instance. This value is
a string whose maximum size is 32.

Mode Global Configuration Mode
&~ VRF instance should be created, before executing this command to configure the ICMP
echo reply messages for the context.

Default Sending of ICMP Echo Reply messages is enabled

Example Your Product(config)# ip echo-reply

Related Command(s)

e ip vrf - Creates VRFinstance

e show ip information -— Displays IP configuration information
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21.6 maximum-paths

Command Objective  This command sets the maximum number of paths that can be connected to
a host. It provides multiple forwarding paths for data traffic and enables load
balancing. It improves the overall network fault tolerance, as failure in one
instance does not affect the other instances.

The no form of this command sets the maximum number of paths to its default
value.

" This command is currently not supported on some

models.

Syntax

Parameter Description

° - Sets the maximum number of paths for the specified VRF
instance. This value represents uniqgue name of the VRF instance. This value is
a string whose maximum size is 32.

Mode Global Configuration Mode

Default Maximum number of multipaths is set as 2

&~ VRF instance should be created, before executing this command to configure the

maximum number of multipaths for the context.

Example Your Product(config)# maximum-paths 15

Related Command(s)

e ip vrf - Creates VRFinstance
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e show ip information -— Displays IP configuration information
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21.7 iprarp client request

Command Objective This command sets the number of RARP client request retries or interval

Syntax

Parameter Description

between requests. The ip rarp client request is sent from a newly set up
machine in a network. The RARP client program requests the RARP server in
the Router to send its IP address. The network administrator creates a table in
the lan’s gateway router. The router maps the MAC address of the client to an
IP address that is sent to the client for future use. If the server didn’t respond
with an ip address, the client retries the request for configured number of
times and the interval between each retry can also be set.

The no form of this command sets the RARP client request retries or interval
between retries to the default values.

RARP requests are most commonly sent by diskless clients and JumpStart clients
during bootup. The client uses the RARP protocol to broadcast the Ethernet
address and asks for the corresponding IP address.

° Configures the interval (in

seconds) after which an unanswered RARP request is transmitted. The value
ranges between 30 and 3000.

° - Sets the maximum number of

retransmissions of RARP request packet after which request must not be sent.
The value ranges between 2 and 10.

Mode Global Configuration Mode

Default

e interval 100

e retries4
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Example Your Product(config)# ip rarp client request interval 30

Related Command(s) show ip rarp - Displays RARP configuration information

21.8 ip aggregate-route

Command Objective This command sets the maximum number of aggregate routes. Aggregate
Route-based IP switching is achieved by creating a virtual circuit along the
network by selecting the forwarding paths used by routers that use OSPF and
BGP (Border Gateway Protocol). The data is sent through these virtual circuit
to the destination. The routing process is skipped along this circuit. The data
is tagged with a label that is read by the switches and forwarded to the
destination. This value ranges between 5 and 4095.

The no form of this command sets the maximum number of aggregate routes to
its default value.

Syntax
Mode Global Configuration Mode
Default 10

Example Your Product(config)# ip aggregate-route 500

Related Command(s) show ip information -- Displays IP configuration information
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21.9 traffic-share

Command Objective

Syntax

Parameter Description

This command enables traffic sharing (load sharing of IP packets). Traffic
sharing is the process by which the protocols select the route for traffic
flow with regard to path cost calculation and load distribution. EIGRP
(Enhanced Interior Gateway Routing Protocol) provides intelligent traffic
sharing. Traffic sharing is controlled by selecting the Mode of
distribution. Traffic-share balanced distributes the traffic proportionately
to the ratio of the metrics of different routes. The Traffic-share min
distributes the traffic in the route which has minimal cost path even if
different paths are available.

The no form of this command disables traffic sharing.

" This command is currently not supported on some models.

- Enables traffic sharing for the specified VRF instance. This
value represents unique name of the VRF instance. This value is a string whose
maximum size is 32.

Mode Global Configuration Mode

Default Load Sharing is disabled

&~ VRF instance should be created, before executing this command to configure the traffic

sharing for the context.

Example Your Product(config)# traffic-share
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Related Command(s)

e ip vrf - Creates VRFinstance
e show ip information — Displays IP configuration information
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21.10 ip path mtu discover

Command Objective This command initiates path MTU (Maximum Transmission Unit) discovery.

The no form of this command sets path MTU discovery to its default value.
When IP path MTU discover is set to be disabled, PMTU-D is not done even if
the application requests to do so.

Syntax

Parameter Description

° - Initiates path MTU for the specified VRF instance. This
value represents unique name of the VRF instance. This value is a string whose
maximum size is 32.

Mode Global Configuration Mode

Default Path MTU discovery is disabled

&~ VRF instance should be created, before executing this command to configure the path

MTU discovery for the context.
Example Your Product(config)# ip path mtu discover

Related Command(s)

e ip path mtu - Sets the MTU for usage in PMTU Discovery
e ip vrf - Creates VRFinstance
e show ip information -—Displays IP configuration information
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21.11 ip path mtu

Command Objective This command sets the MTU for usage in PMTU discovery. The
transmission of packets from source to destination has many networks to
pass through.

Each network has its own Maximum transmission unit. The smallest MTU of
all the links is the path MTU. This PMTU can be manually configured by the
administrator.

The no form of this command removes MTU for usage in PMTU Discovery.

Syntax

Parameter Description

° - Sets the MTU for the specified VRF instance. This value
represents unique name of the VRF instance. This value is a string whose
maximum size is 32.

° - Sets the Destination IP Address. This is done to define the path
between source and destination.

° - Sets the Type of Service of the configured route

° - Sets the Maximum Transmission Unit for the path from source to the
destination. This value ranges between 68 and 65535.

Mode Global Configuration Mode

e Path MTU discovery needs to be enabled to execute this command.
e VRF instance should be created, before executing this command to configure
the MTU for the context

Example Your Product(config)# ip path mtu 10.0.0.1 0 1800
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Related Command(s)

e ip vrf - Creates VRF instance

e ippathmtudiscovery - Enables path mtu (Maximum Transmission Unit)
discovery

e show ip pmtu - Displays the configured PMTU Entries
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21.12 iprarp client

Command Objective This command enables RARP (Reverse Address Resolution Protocol) client.

The RARP resolves an IP address from a given hardware address. The client
that requests for the IP is the RARP client. The IP address of the default
interface is obtained through RARP, when the IP address configuration Mode
is dynamic. After RARP Max retries, IP is obtained through DHCP.

The no form of this command disables RARP client.

& This command is currently not supported in the code.

Syntax

Mode Interface Configuration Mode

Default Enabled

(&= The RARP server must be disabled when the RARP client is enabled.

Example Your Product(config-if)# ip rarp client

Related Command(s)

e show interfaces - Displays the interface status and configuration for all interfaces
available in the switch.

e show ip rarp - Displays RARP configuration information.
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21.13 ip directed-broadcast

Command Objective This command enables forwarding of directed broadcasts. The IP directed
broadcast is an IP packet whose destination is a valid IP subnet address,
but the source is from a node outside the destination subnet. The routers
from outside the subnet forwards the IP directed broadcast, like any other
IP packet. When the directed packets reach a router in the destination
subnet, the packet is exploded as a broadcast in the subnet. The header
information on the broadcast packet is rewritten for the broadcast
address in the subnet. The packet is sent as link-layer broadcast.

The no form of this command disables forwarding of directed broadcasts.

Syntax

Mode Vlan Interface Configuration Mode

Default Disabled

Example Your Product(config-if)# ip directed-broadcast

Related Command(s) show interfaces - Displays the interface status and configuration for
all interfaces available in the switch.
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21.14 showiprarp

Command Objective  This command displays RARP configuration information. RARP Configurations such as

Maximum number of RARP request retransmission retries and RARP request

retransmission timeout. It also displays the number of responses discarded.

Syntax
Mode Privileged EXEC Mode
Example Your Product# show ip rarp

Related Command(s)

RARP Configurations:

Maximum number of RARP request retransmission retries
is 4

RARP request retransmission timeout is 100 seconds

RARP Statistics:

0 responses discarded

ip rarp client request - Sets the number of RARP client request
retries
ip rarp client - Enables RARP client
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21.15 show ip pmtu

Command Objective This command displays the configured PMTU entries. The details include
Destination IP address, Type of Service and Path MTU.

Syntax

Parameter Description

° Sends an ICMP unreachable message for the specified
VRF instance. This value represents unique name of the VRF instance. This
value is a string whose maximum size is 32.

Mode Privileged EXEC Mode
Package  Workgroup, Enterprise, Metro_E and Metro
Default vrf - default

Example Your Product# show ip pmtu

Ip Path MTU Table

Vrf Name Destination TOS PMTU
—————————————————————— ---- Default
15.0.0.20 0 1500 vrl
14.0.0.25 0 900

Your Product# show ip pmtu vrf vrl

Ip Path MTU Table

Vrf Name Destinatio TOS PMT
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14.0.0.25
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Related Command(s)

e ip path mtu - Sets the MTU for usage in PMTU Discovery

21.16 Commands Common for Aricent and Linux IP

This section describes the commands that are common for SMIS IP and Linux IP.
These commands are based on the standard MIB.

The list of CLI commands for the configuration of SMIS and Linux IP is as follows:

e ping
e iproute
e ip routing

o ip default-ttl

e arp timeout

e arp —ip address

e ip arp max-retries

e ip proxyarp-subnetoption

e ipv4 enable
e ip proxy-arp

e show ip traffic
e show ip information
e showip route

e showip arp
e show ip proxy-arp

Super Micro Computers | IP



21.16.1 ping

Command Objective

Syntax

Parameter Description

This command sends echo messages. The Packet Internet Groper (Ping)
module is built based on the ICMP echo request and ICMP echo response
messages. The network administrator uses this ping on a remote device to
verify its presence. Ping involves sending ICMP echo messages repeated
and measuring the time between transmission and reception of message.
The output displays the time taken for each packet to be transmitted,
number of packets transmitted, number of packets received and packet
loss percentage.

- Configures IP for the specified VRF instance. This value
represents uniqgue name of the VRF instance. This value is a string whose
maximum size is 32.

- Configures the IP address of the node to be pinged.
- Configures the source IP address of the node to be pinged.
- Configures the name of the host.
- Configures the size of the data. The value ranges between
0 and 65535.
- Configures Dont Fragment (DF) bit on the ping packet.
- Configures number of ping messages.
- Configures the number of times the given node address is to be
pinged.
- Configures the packet count. The value ranges
between 1 and 10.
- Configures the size of the data portion
of the PING PDU. This value ranges between 0 and 2080.
- Configures the source IP address of the router for
the probes.
- Configures the time in seconds after which
the entity waiting for the ping response times out. The value ranges between 1
and 100.
- Validates the reply data.
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° - Configures the destination IP address of the

router for the probes.

Mode Privileged EXEC Mode

Default

e size packet_size 500
e count packet_count3
e timeouttime_out5

&~ VRF instance should be created, before executing this command to send echo message

for the context

Example

Your Product# ping 10.0.0.2

Reply Received From :10.0.0.2, TimeTaken : 20 msecs
Reply Received From :10.0.0.2, TimeTaken : 10 msecs
Reply Received From :10.0.0.2, TimeTaken : 10 msecs

---10.0.0.2 Ping Statistics ---

3 Packets Transmitted, 3 Packets Received, 0% Packets Loss

Related Command(s)

e ip vrf - Creates VRFinstance.
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21.16.2 ip route

Command Objective

This command adds a static route. The Route defines the IP address
or interface through which the destination can be reached.

The no form of this command deletes a static route.

7 If the static route is configured without any metric value, then the route

will be configured with metric value 1.

Syntax

Parameter Description

ip route [vrf <vrf-name>] <prefix> <mask> {<next-hop>
| Vlian <vlan-id/vfi-id> [switch <switch-name>] |
<interface- type> <interface-id> | Linuxvlan
<interface-name> | Cpu0O | tunnel <tunnel-id (0-128)>
| <IP-interface-type> <IP- interface-number>}
[<distance (1-254)>] [ private ] [ permanent ] [ name
<nexthop-name>]

no ip route [vrf <vrf-name>] <prefix> <mask> [{ <next-
hop> | Vlan <vlan-id/vfi-id> [switch <switch-name>] |
<interface-type> <interface-id> | Linuxvlan <interface-
name> | CpuO | tunnel <tunnel-id (0-128)>} | <IP-
interface-type> <IP-interface-number>] [private] [
permanent ] [ name <nexthop-name> ]

e vrf<vrf-name> - Adds a static route for the specified VRF instance. This

value represents unique name of the VRF instance. This value is a string whose
maximum size is 32.

e <prefix> - Configuresthe number of high-order bits in the IP address. These

bits are common among all hosts within a network.

e <mask> - Configures the subnet mask for the IP address. This is a 32-bit

number which is used to divide the IP address into network address and host
address.

e <next-hop> - Defines the IP address or IP alias of the next hop that can be

used to reach that network.

e Vlan <vlan-id/v£i-id> - Adds a static route for the specified VLAN /

VFI ID. This value ranges between 1 and 65535.
— <vlan -id> - VLAN ID is a unique value that represents the specific
VLAN. This value ranges between 1 and 4094
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— .-VFIIDis a VLAN created in the system which contains Pseudo
wires and Attachment Circuits as member ports. This creates a logical LAN
for the VPLS service. This value ranges between 4096 and 65535. This
interface type is not supported.

" The VLAN ID 4095 is reserved and may be used to indicate a wildcard

match for the VID in management operations or Filtering entries.

.7~ VFI IDs 4096 and 4097 are reserved identifiers used in MPLS PW.

7 The theoretical maximum for the maximum number of VFl is 65535

but the actual number of VFI supported is a sizing constant. Based on this,
the maximum number of VFI ID accepted in the management interface is
restricted. For example, if 100 VFIs are supported, the maximum number
of VFI supported will be restricted to maximum number of VLANs + 100.
An error message is displayed for any value beyond this range.

- Adds a static route for the specified context. This

value represents unique name of the switch context. feature. This value is a

string whose maximum size is 32.

- Adds a static route for the specified type of interface.

The interface can be:

— fastethernet — Officially referred to as 100BASE-T standard. This is a version
of LAN standard architecture that supports data transfer upto 100
Megabits per second.

— gigabitethernet — A version of LAN standard architecture that supports
data transfer upto 1 Gigabit per second.

— extreme-ethernet— A version of Ethernet that supports data transfer upto
10 Gigabits per second. This Ethernet supports only full duplex links.

— i-lan — Internal LAN created on a bridge per IEEE 802.1ap.

- Adds a static route for the specified interface identifier.

This is a unique value that represents the specific interface. This value is a

combination of slot number and port number separated by a slash. For

example: 0/1 represents that the slot number is 0 and port numberis 1.

- Defines the Interface Name of the Linux

VLAN Interface

- Sets the Out of Band Management Interface for the route
- Adds a static route for the specified Tunnel Identifier. This

value ranges between 0 and 128.

Adds a static route for the specified L3 Psuedo
wire interface in the system.
Adds a static route for the specified L3

Psuedo wire interface identifier. This is a unique value that represents the
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specific interface. This value ranges between 1 and 65535 for Psuedowire
interface.

2~ Maximum number of PseudoWire interfaces supported in the
system is 100.

° - Defines the Administrative distance as per the
metrics. This value ranges between 1 and 254.

° - Sets the Private route

° - Sets the permenant route.

° - Configures next hop name fpr the newly added

static route.

Mode Global Configuration Mode

Default distance - -1

e When the next-hop object is unknown or not relevant its value must be set to
zero.

e Interface must be a router port.

e VRF instance should be created, before executing this command to add static
route for the context.

e VRF instance should be mapped to the IPV4 / IPV6 interface, before executing
this command to add the static routes for the context in the interface.

Example Your Product(config)# ip route 30.0.0.2 255.255.255.255 Vlan 1

Related Command(s)

e ip vrf -Creates VRFinstance.
e ip vrf forwarding - Mapsthe IPV4 / IPV6 interface to the context.
e show ip route - Displays the IP routing table.

e no switchport —Configuresthe port as a router port.

Supermicro NOS CLI User’s Guide



21.16.3 ip routing
Command Objective This command enables IP routing. IP routing is the path defined by set of
protocols for the data to follow across multiple networks from source to its
destination. When an IP packet is to be forwarded, the router uses its
forwarding table to determine the next hop address for the packet to reach its
destination. The header in the IP packet consists of the next hop information.

The no form of this command disables IP routing.

Syntax

Parameter Description

° - Enables IP routing for the specified VRF instance. This
value represents unique name of the VRF instance. This value is a string whose
maximum size is 32.

Mode Global Configuration Mode

Default IP routing is enabled

&~ VRF instance should be created, before executing this command to configure IP routing

for the context.

Example Your Product(config)# ip routing

Related Command(s)

e ip vrf -Creates VRFinstance
e show ip information - Displays IP configuration information
e show ip route - Displays the IP routing table
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21.16.4 ip default-ttl

Command Objective This command sets the Time-To-Live (TTL) value. TTL is the time set for a
unit of data (a packet) to remain in the network or computer before it
could be discarded. This value ranges between 1 and 255 seconds.

The no form of this command sets the TTL to the default value.

Syntax

Parameter Description

° - Sets the Time-To-Live (TTL) value for the specified VRF
instance. This value represents unique name of the VRF instance. This value is
a string whose maximum size is 32.

Mode Global Configuration Mode

Default 64 seconds

&~ VRF instance should be created, before executing this command to configure TTL value

for the context.

Example Your Product(config)# ip default-ttl 1

Related Command(s)

e ip vrf -Creates VRFinstance
e show ip information - Displays IP configuration information
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21.16.5 arp timeout

Command Objective

Syntax

Parameter Description

This command sets the ARP (Address Resolution Protocol) cache timeout.

The arp timeout defines the time period an arp entry remains in the cache.
When a new timeout value is assigned, it only affects the new arp entries. All
the older entries retain their old timeout values. The timeout values can be
assigned to dynamic arp entries only. All static arp entries remain unaltered
by the timeout value. This value ranges between 30 and 86400 seconds.

The no form of this command sets the ARP cache timeout to its default value.

- Sets the ARP cache timeout for the specified VRF
instance. This value represents unique name of the VRF instance. This value is
a string whose maximum size is 32.

Mode Global Configuration Mode

Default 7200

&~ VRF instance should be created, before executing this command to configure ARP cache

timeout for the context.

Example Your Product(config)# arp timeout 35

Related Command(s)

ip vrf - Creates VRF instance
show ip arp - Displays IP ARP table for the given VLAN ID/IP Address of ARP
entry/MAC Address of ARP entry/IP ARP summary table/ARP configuration

information
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21.16.6 arp - ip address

Command Objective

Syntax

Parameter Description

This command adds a static entry in the ARP cache. The ARP finds the
hardware address of the client and stores them in arp cache. The arp entry
can be configured manually by using this command. The entry is stored
permanently in the arp cache as a static entry.

The no form of this command deletes a static entry from the ARP cache.

- Adds a static entry in the ARP cache for the specified VRF
instance. This value represents unique name of the VRF instance. This value is

a string whose maximum size is 32.

- Defines the IP address or IP alias to map to the specified

MAC address.

- Defines the MAC address to map to the specified

IP address or IP alias.

- Adds a static entry in the ARP cache for the

specified VLAN / VFI ID. This value ranges between 1 and 65535.

- - VLAN ID is a unique value that represents the specific

VLAN. This value ranges between 1 and 4094

.- VFIID is a VLAN created in the system which contains Pseudo
wires and Attachment Circuits as member ports. This creates a logical LAN
for the VPLS service. This value ranges between 4096 and 65535

" The VLAN ID 4095 is reserved and may be used to indicate a wildcard

match for the VID in management operations or Filtering Database
entries. This interface type is not supported.

7~ VFI IDs 4096 and 4097 are reserved identifiers used in MPLS PW.

7 The theoretical maximum for the maximum number of VFIis 65535

but the actual number of VFI supported is a sizing constant. Based on
this, the maximum number of VFI ID accepted in the management
interface is restricted. For example, if 100 VFIs are supported, the
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maximum number of VFI supported will be restricted to maximum
number of VLANs + 100. An error message is displayed for any value
beyond this range.

° - Adds a static entry in the ARP cache for the
specified context. This value represents unique name of the switch context.
feature. This value is a string whose maximum size is 32. It is specific to multiple
instance feature.

° - Adds a static static entry in the ARP cache for the
specified interface.

— gx-ethernet — A version of Ethernet that supports data transfer upto 40
Gigabits per second. This Ethernet supports only full duplex links.

— gigabitethernet — A version of LAN standard architecture that supports
data transfer upto 1 Gigabit per second.

— extreme-ethernet— A version of Ethernet that supports data transfer upto
10 Gigabits per second. This Ethernet supports only full duplex links.

° > - Adds a static static entry in the ARP cache for the
specified interface identifier. This is a unique value that represents the specific
interface. This value is a combination of slot number and port number
separated by a slash, for interface type other than port-channel. For example:
0/1 represents that the slot number is 0 and portnumber is 1. Only port-
channel ID is provided, for interface type port-channel. For example:1
represents port-channel ID.

° - Sets the Linux VLAN Interface
° - Sets the Out of Band Management Interface for the route.
° Adds a static static entry in the ARP cache for

the specified L3 Psuedo wire interface in the system.

° Adds a static static entry in the ARP cache
for the specified L3 Psuedo wire interface identifier. This is a unique value that
represents the specific interface. This value ranges between 1 and 65535 for
Psuedowire interface.

2~ Maximum number of PseudoWire interfaces supported in the
system is 100.

Mode Global Configuration Mode

&

e Interface must be a router port.
e VRF instance should be created, before executing this command to add static
entry for the context.
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e VRF instance should be mapped to the IPV4 / IPV6 interface, before executing
this command to add static entry for the context in the interface.

Example Your Product(config)# arp 10.203.120.21 00:11:22:33:44:55
Vlian 1

Related Command(s)

e ip vrf -Creates VRFinstance

e ip vrf information - Mapsthe IPV4 /IPV6 interface to the context

e show ip arp - Displays IP ARP table for the given VLAN ID/IP Address of ARP
entry/MAC Address of ARP entry/IP ARP summary table/ARP configuration
information

e no switchport - Configuresthe port as a router port
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21.16.7 ip arp max-retries

Command Objective  This command sets the maximum number of ARP request retries. The
maximum number of ARP requests that the switch generates before
deleting an un-resolved ARP entry is defined.

The no form of this command sets the maximum number of ARP request retries
to its default value.

Syntax

Parameter Description

° - Sets maximum number of ARP request retries for the
specified VRF instance. This value represents unique name of the VRF instance.
This value is a string whose maximum size is 32.

° - Configures the maximum number of ARP request
entries.The value ranges between 2 and 10.

Mode Global Configuration Mode

Default 3

&~ VRF instance should be created, before executing this command to configure the

maximum number of ARP request retries for the context.

Example Your Product(config)# ip arp max-retries 2

Related Command(s)

e 1ip vrf - Creates VRFinstance
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e show ip arp - DisplaysIP ARP table for the given VLAN ID/IP Address of ARP
entry/MAC Address of ARP entry/IP ARP summary table/ARP configuration
information
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21.16.8

ip proxyarp-subnetoption

Command Objective This command enables proxy ARP subnet check. ISS acts as ARP proxy

Syntax

Mode

Default

Example

for target address in different subnet, when subnet check is enabled.

The no form of the command disables proxy ARP subnet check. ISS acts as
ARP proxy for target address in same or different subnet that is used in IP-
DSLAM (Digital Subscriber Line Access Multiplexer) case, when subnet check is
disabled.

Global Configuration Mode

Proxy ARP subnet check is enabled.

Your Product(config)# ip proxy-arp-subnetoption
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21.16.9 ipv4 enable

Command Objective This command enables IPv4 processing on the interface that has not
been configured with an explicit IPv4 address.

The no form of this command disables IPv4 processing on the interface.

Syntax

Mode Interface Configuration Mode (Vlan)

Default enable

Example Your Product(config-if)# ipv4 enable

Related Command(s)

e show ip information - Displays IP configuration information
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21.16.10  ip proxy-arp

Command Objective This command enables proxy ARP for the interface.

The no form of the command disables proxy ARP for the interface.

Syntax

Mode Interface Configuration Mode (Vlan)

Default Proxy ARP is disabled.

Example Your Product(config-if)# ip proxy-arp

Related Command(s)

e show ip proxy-arp - Displays the status of the proxy ARP for all the
created interfaces.
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21.16.11  show ip traffic

Command Objective This command displays the IP protocol statistics.

Syntax

Parameter Description

- Displays the IP protocol statistics information for the

specified VRF instance. This value represents unique name of the VRF instance.

This value is a string whose maximum size is 32.

- Displays the ip protocol statistics for the

specified VLAN / VFI ID. This value ranges between 1 and 65535.

- VLAN ID is a unique value that represents the specific
VLAN. This value ranges between 1 and 4094
.- VFIID is a VLAN created in the system which contains Pseudo
wires and Attachment Circuits as member ports. This creates a logical LAN
for the VPLS service. This value ranges between 4096 and 65535. This
interface type is not supported.

.7~ The VLAN ID 4095 is reserved and may be used to indicate a wildcard

match for the VID in management operations or Filtering Database
entries.

" VFI IDs 4096 and 4097 are reserved identifiers used in MPLS PW.

7 The theoretical maximum for the maximum number of VFl is 65535

but the actual number of VFI supported is a sizing constant. Based on
this, the maximum number of VFI ID accepted in the management
interface is restricted. For example, if 100 VFls are supported, the
maximum number of VFI supported will be restricted to maximum
number of VLANs + 100. An error message is displayed for any value
beyond this range.

- Displays the IP protocol statistics information

for the specified context. This value represents unique name of the switch

context. feature. It is specific for multiple instance feature.

- Displays the Tunnel identifier. The value

ranges between 1 and 128.
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° - Displays the IP protocol statistics information for the
specified interface type. The interface can be:

— gx-ethernet - Aversion of Ethernet that supports data transfer upto
40 Gigabits per second. This Ethernet supports only full duplex
links.gigabitethernet — A version of LAN standard architecture that
supports data transfer upto 1 Gigabit per second.

— extreme-ethernet - A version of Ethernet that supports data
transfer upto 10 Gigabits per second. This Ethernet supports only full
duplex links.

° - Displays the interface id. This is a unique value that
represents the specific interface. This value is a combination of slot number
and port number separated by a slash, for interface type other than port-
channel. For example: 0/1 represents that the slot number is 0 and port
number is 1. Only port-channel ID is provided for interface type port-channel.
Forexample: 1 represents port-channel ID.

° - Displays the Linux IP Vlan identifier

o Displays the IP statistics for the specified L3
Psuedo wire interface in the system.

° Displays the IP statistics for the specified L3
Psuedo wire interface identifier. This is a unique value that represents the
specific interface. This value ranges between 1 and 65535 for Psuedowire
interface.

2~ Maximum number of PseudoWire interfaces supported in the
system is 100.

- Displays the High counters statistics information.

Mode Privileged EXEC Mode

Example Your Product# show ip traffic

VRF Name: default

-- IP

Statistics

Rcvd: 0 total, 0 header error discards
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0 bad ip address discards, 0 unsupported
protocol discards

Frags: 0 reassembled, 30 timeouts, 0 needs reassembly

0 fragmented, 0 couldn't
fragment

Bcast: Sent: 0 forwarded, 0 generated requests

Drop:

InDiscards 0 1InDelivers 0
InMcastPkts

InTruncated 0 InOctets 0
InNoRoutes

ReasmFails 0 InBcastPkts 0
OutDiscards 0 OutMcastPkts 0
OutFrgCreates

OutForwDgrms 0 OutTrnsmits 0
OutFrgRgds

OutOctets 0 OutMcstOctets 0
OutBcstPkts

DiscntTime 0 1000 RefrshRate O

ICMP Statistics:

Rcvd: 0 total, 0 checksum errors, O
unreachable, 0 redirects

0 time exceeded, 0 param problems, 0 quench

0 echo, 0 echo reply, 0 mask requests, O
mask replies,

0 timestamp , 0 time stamp reply,

Sent: O total, O checksum errors, O
unreachable, 0 redirects

0 time exceeded, 0 param problems, 0 quench

0 echo, 0 echo reply, 0 mask requests, 0
mask replies,

0 timestamp , 0 time stamp

reply, VRF Name: vrl
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-- IP

Statistics

Rcvd: 0 total, 0 header error discards

0 bad ip address discards, 0 unsupported
protocol discards

Frags: 0 reassembled, 30 timeouts, 0 needs reassembly

0 fragmented, 0 couldn't
fragment

Bcast: Sent: 0 forwarded, 0 generated requests

Drop:
0 InDiscards 0 InDelivers 0
InMcastPkt
0 InTruncated 0 InOctets 0
InNoRoutes
0 ReasmFails 0 InMcast Octets 0
InBcastPkts
0 OutDiscards 0 OutMcastPkts 0
OutFrgCreates
0 OutForwDgrms O OutTrnsmits 0
OutFrgRgds
0 OutOctets 0 OutMcstOctets 0
OutBcstPkts
0 DiscntTime 1000 RefrshRate

ICMP Statistics:

Rcvd: 0 total, 0 checksum errors, O
unreachable, 0 redirects

0 time exceeded, 0 param problems, 0 quench

0 echo, 0 echo reply, 0 mask requests, O
mask replies,
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0 timestamp , 0 time stamp reply,

Sent: 0 total, 0 checksum errors, O
unreachable, 0 redirects

0 time exceeded, 0 param problems, 0 quench

0 echo, 0 echo reply, 0 mask requests, O
mask replies,

0 timestamp , 0 time stamp reply,
Your Product# show ip traffic vrf vrl

VREF Name: vrl

-— IP

Statistics

Rcvd: 0 total, 0 header error discards

0 bad ip address discards, 0 unsupported
protocol discards

Frags: 0 reassembled, 30 timeouts, 0 needs reassembly

0 fragmented, 0 couldn't
fragment

Bcast: Sent: 0 forwarded, 0 generated requests

Drop:
0 InDiscards 0 InDelivers 0
InMcastPkts
0 InTruncated 0 InOctets 0
InNoRoutes
0 ReasmFails 0 InMcast Octets 0
InBcastPkts
0 OutDiscards 0 OutMcastPkts 0
OutFrgCreates
0 OutForwDgrms O OutTrnsmits 0
OutFrgRgds
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0 OutOctets 0 OutMcstOctets 0
OutBcstPkts

0 DiscntTime 1000 RefrshRate
ICMP Statistics:

Rcvd: 0 total, 0 checksum errors, O
unreachable, 0 redirects

0 time exceeded, 0 param problems, 0 quench

0 echo, 0 echo reply, O mask requests, O
mask replies,

0 timestamp , 0 time stamp reply,

Sent: O total, O checksum errors, O
unreachable, 0 redirects

0 time exceeded, 0 param problems, 0 quench

0 echo, 0 echo reply, 0 mask requests, O
mask replies,

0 timestamp , 0 time stamp reply,
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21.16.12  show ip information

Command Objective This command displays IP configuration information.

Syntax show ip information [vrf <vrf-name>]

Parameter Description

e vrf <vrf-name> - Displays the configured IP information for the specified
VRF instance. This value represents unique name of the VRF instance. This
value is a string whose maximum size is 32.

Mode Privileged EXEC Mode

Default vrf - default

&7 For Linux IP, this command displays only the IP Routing status and the default TTL value.

Example Your Product# show ip information
VRE Name: default

Global IP Configuration:

routing is enabled default

TTL is 64

ICMP redirects are always sent

ICMP unreachables are always sent
ICMP echo replies are always sent
ICMP mask replies are always sent

Number of aggregate routes is 50

Number of multi-paths is 2

Load sharing is disabled
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Path MTU discovery is
disabled

VRE Name: vrl

Global IP Configuration:

-—- IP routing is
enabled default TTL
is 64

ICMP redirects are always
sent

ICMP wunreachables are always
sent ICMP echo replies are
always sent ICMP mask replies
are always sent Number of

aggregate routes is 50

Number of multi-paths is 2

Load sharing is disabled

Path MTU discovery is disabled
Your Product# show ip information vrf vrl
VREF Name: vrl

Global IP Configuration:

-— IP routing is
enabled default TTL
is 64

ICMP redirects are always sent
ICMP unreachables are always
sent ICMP echo replies are
always sent ICMP mask replies
are always sent Number of

aggregate routes is 50
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Number of multi-paths is 2
Load sharing is disabled

Path MTU discovery is disabled

Related Command(s)

e 1ip redirects - Enablessending ICMP

e ip unreachable - Enables sending ICMP unreachable message

e ip mask-reply - Enables sending ICMP Mask Reply messages

e ip echo-reply - Enablessending ICMP Echo Reply messages

e maximum-paths - Sets the maximum number of multipaths

e 1ip aggregrate-route - Sets the maximum number of aggregate routes
e ip path mtu discover - Enables path mtu discover

e traffic-share - Enables traffic sharing

e ip routing - EnablesIP routing

e ip default-ttl - Setsthe Time-To-Live (TTL) value.

e ipv4 enable - Enables IPv4 processing on the interface
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21.16.13  show ip route

Command Objective This command displays the IP routing table.

Syntax

Parameter Description

° - Displays the IP routing table for the specified VRF
instance. This value represents unique name of the VRF instance. This value is
a string whose maximum size is 32.

° - Displays the IP routing table for the specified destination IP
Address.

° - Displays the IP routing table for the specified prefix mask address.

° - Displays the Border Gateway Protocol if it is used by the table to get
route information.

° - Displays the Directly Connected Network Routes.

° - Displays the OSPF (Open Shortest Path First) protocol if it is used for
getting route information.

° - Displays the RIP (Routing Information Protocol) if it is used for getting
route information.

° - Displays the Static Routes in the table.

° - Displays the Summary of all routes.

Mode Privileged EXEC Mode

Default vrf - default

Example Your Product# show ip route

Codes: C - connected, S - static, R - rip, B -
bgp, O - ospf

IA - OSPF inter area, N1 - OSPF NSSA external type 1,

N2 - OSPF NSSA external type 2, El1l - OSPF external

type 1, E2 - OSPF external type 2
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Vrf Name: default

C 12.0.0.0/8 1is directly connected, vlanl
O IA 15.0.0.0/8 [2] via 12.0.0.7

O E2 20.0.0.0/8 [10] via 12.0.0.7

Your Product# show ip route vrf vrl

Vrf Name: vrl

C 14.0.0.0/8 1is directly connected, vlan3
Your Product# show ip route summary

VRF Name: default

Route
SourceRoutes
connected

2 static

rip

bgp

ospf

N O o O

Total 4

Total ECMP routes 2

Related Command(s)

e 1ip route - Adds a static route.
e 1ip routing - Enables IP routing.
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21.16.14  show iparp

Command Objective

Syntax

Parameter Description

This command displays IP ARP table.

- Displays the IP ARP information for the specified VRF
instance. This value represents unique name of the VRF instance. This value is
a string whose maximum size is 32.

- Displays the IP ARP information for the

specified VLAN / VFI ID. This value ranges between 1 and 65535.

— - VLAN ID is a unique value that represents the specific
VLAN. This value ranges between 1 and 4094

- .- VFIID is a VLAN created in the system which contains Pseudo
wires and Attachment Circuits as member ports. This creates a logical LAN
for the VPLS service. This value ranges between 4096 and 65535. This
interface type is not supported.

.7~ The VLAN ID 4095 is reserved and may be used to indicate a wildcard

match for the VID in management operations or Filtering Database
entries.

7 VFI IDs 4096 and 4097 are reserved identifiers used in MPLS PW.

7 The theoretical maximum for the maximum number of VFl is 65535

but the actual number of VFI supported is a sizing constant. Based on
this, the maximum number of VFI ID accepted in the management
interface is restricted. For example, if 100 VFls are supported, the
maximum number of VFI supported will be restricted to maximum
number of VLANs + 100. An error message is displayed for any value
beyond this range.

- Displays the IP ARP information for the specified
context. This value represents unique name of the switch context.
- Displays specified type of interface. The interface can
be:
— gx-ethernet —A version of Ethernet that supports data transfer upto 40
Gigabits per second. This Ethernet supports only full duplex links.
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Mode

Example

gigabitethernet — A version of LAN standard architecture that supports

data transfer upto 1 Gigabit per second.

extreme-ethernet— A version of Ethernet that supports data transfer upto

10 Gigabits per second. This Ethernet supports only full duplex links.

° - Displays the specified interface identifier. This is a
unique value that represents the specific interface. This value is a combination
of slot number and port number separated by a slash, For example: 0/1
represents that the slot number is 0 and port numberis 1.

° Displays the IP ARP information for the specified L3 Psuedo
wire interface in the system.

° Displays the IP ARP information for the specified L3 Psuedo wire
interface identifier. This is a unique value that represents the specific
interface. This value ranges between 1 and 65535 for Psuedowire interface.

2~ Maximum number of PseudoWire interfaces supported in the system is

100.

° - Displays the IP Address of ARP Entry

° - Displays the MAC Address of ARP Entry

° - Displays IP ARP Table summary

° - Displays the ARP Configuration information regarding

maximum retries and ARP cache timeout.

Privileged EXEC Mode

Your Product# show ip arp
VRF Id : O
VRF Name: default

Address Hardware Address Type Interface
Mapping

12.0.0.100 00:1b:11:c2:94:f6 ARPA vlanl
Dynamic

15.0.0.10 00:03:02:03:01:04 ARPA vlan2?
Static

VRF Id : 1
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VREF Name: vrl

Address Hardware Address Type Interface
Mapping

14.0.0.10 00:04:02:03:01:04 ARPA vlan3
Static

Your Product# show ip arp vrf vrl
VRF Id : 1

VRF Name: vrl

Address Hardware Address Type Interface
Mapping

14.0.0.10 00:04:02:03:01:04 ARPA vlan3
Static

Your Product# show ip arp 12.100

Address Hardware Address Type Interface Mapping VRF
Name

12.0.0.100 00:1b:11:c2:94:f6 ARPA vlanl Dynamic
default

Your Product# show ip arp 00:04:02:03:01:04

Address Hardware Address Type Interface Mapping VRF
Name

14.0.0.10 00:04:02:03:01:04 ARPA +vlanl Static
default

14.0.0.10 00:04:02:03:01:04 ARPA vlan3 Static vrl
Your Product# show ip arp summary

VRE Name: default

3 IP ARP entries, with 0 of them incomplete

VREF Name: vrl
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1 IP ARP entries, with 0 of them incomplete
Your Product# show ip arp vrf vrl summary
VRF Name: vrl

1 IP ARP entries, with 0 of them incomplete
Your Product# show ip arp information

ARP Configurations:

—— VRF Name:

default

Maximum number of ARP request retries
is 3

ARP cache timeout is 300 seconds

VRF Name: vrl

Maximum number of ARP request retries
is 3

ARP cache timeout is 300 seconds
Your Product# show ip arp vrf vrl information

ARP Configurations:

-— VRF Name: vrl

Maximum number of ARP request retries
is 3

ARP cache timeout is 300 seconds

Related Command(s)

e arp timeout - Setsthe ARP (Address Resolution Protocol) cache timeout
e arp - ip address - Adds a static entry in the ARP cache
e ip arp max-retries - Setsthe maximum number of ARP request retries
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21.16.15 show ip proxy-arp

Command Objective This command displays the status of the proxy ARP for all the
created interfaces.

Syntax

Parameter Description

° - Displays the status of the proxy ARP for the specified VRF
instance. This value represents unique name of the VRF instance. This value is
a string whose maximum size is 32.

Mode Privileged EXEC Mode

Example Your Product# show ip proxy-arp

PROXY ARP Status

vlanl : Disabled vlan?2
Disabled wvlan3
Disabled

Your Product# show ip proxy-arp vrf default

PROXY ARP Status

vlanl : Disabled

vlian? : Disabled

Related Command(s)

e ip proxy-arp - Enables proxy ARP for the interface
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22

DHCP

DHCP (Dynamic Host Configuration Protocol) is used in a wide variety of devices like
ISDN routers, firewalls, etc., for assigning IP addresses to workstations. Besides
obtaining IP address, other configuration parameters for a workstation can also be
configured in a DHCP server. DHCP clients can retrieve these parameters along with
the IP address.

DHCP is based on the client-server architecture. DHCP servers are configured with
an IP address and several other configuration parameters. DHCP clients, typically
workstations obtain this IP address at start-up. The client obtains the address for a
time period termed as the “lease” period. DHCP clients renew the address by
sending a request for the IP address before the lease expires.

DHCP uses UDP as its transport protocol and a UDP port for communication. DHCP
relay agents connect servers present on one LAN with the client present on another.
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22.1  DHCP Client

DHCP client uses DHCP to temporarily receive a unique IP address for it from the
DHCP server. It also receives other network configuration information such as
default gateway, from the DHCP server.

The list of CLI commands for the configuration of DHCP Client is as follows:

e debug ip dhcp client
e release dhcp

e renew dhcp
e show ip dhcp client stats

e ip dhcp client discovery timer

e ip dhcp clientidle timer

e ip dhcp client arp-check timer

e ip dhcp client fast-access

e ip dhcp client client-id

e ip dhcp client request

e show ip dhcp client fast-access
e show ip dhcp client option

e show ip dhcp client client-id
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22.1.1 debug ip dhcp client

Command Objective

Syntax

Parameter Description

This command enables the tracking of the DHCP client operations as per
the configured debug levels. The debug statements are generated for the
specified trace levels.

The no form of the command disables the tracking of the DHCP client
operations. The debug statements are not generated for the specified trace
levels.

This command allows combination of debug levels to be configured (that is,
more than one level of trace can be enabled or disabled). The debug levels
are configured one after the other and not in single execution of the
command.

- Generates debug statements for all kind of failure traces.

- Generates debug statements for DHCP client events that provide
DHCP client service status. The DHCP client events are generated when any of

packets are sent successfully or when an ACK is received.

- Generates debug statements for packets related messages. These
messages are generated for all events generated during processing of packets.
- Generates debug statements for trace error code debug messages.

These messages are generated for all error events generated.

- Generated debug statements for trace bind messages. These messages

are generated when a DHCP ACK is received.

Mode Privileged EXEC Mode

Default Tracking of the DHCP client operations is disabled.

Example Your Product# debug ip dhcp client all
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Related Command(s)

e show debugging - Displays state of each debugging option

Supermicro NOS CLI User’s Guide



22.1.2 release dhcp

Command Objective

Syntax

Parameter Description

This command immediately releases the DHCP lease obtained for an
IP address from a DHCP server and assigned to the specified
interface. The current lease assigned to that interface is terminated
manually.

The lease is terminated to reset the DHCP client which faces connectivity
problem. The DHCP lease provided by the DHCP server represents the time
interval till which the DHCP client can use the assigned IP address.

- Releases the DHCP lease for the specified VLAN
ID. This is a unique value that represents the specific VLAN created. This value
ranges between 1 and 4094.
- Releases the DHCP lease for the management vlan interface.
- Releases the DHCP lease for the specified type of
interface. The interface can be:
— gx-ethernet — A version of Ethernet that supports data transfer up to 40
Gigabits per second. This Ethernet supports only full duplex links.
— gigabitethernet — A version of LAN standard architecture that supports
data transfer up to 1 Gigabit per second.
— extreme-ethernet— A version of Ethernet that supports data transfer up to
10 Gigabits per second. This Ethernet supports only full duplex links.

- Releases the DHCP lease for the specified interface
identifier. This is a unique value that represents the specific interface. This
value is a combination of slot number and port number separated by a slash,
for interface type other than port-channel. For example: 0/1 represents
thatthe slot numberis 0 and port number is 1. Only port-channel ID is provided
for interface type port-channel. For example: 1 represents port-channel ID.

Mode Privileged EXEC Mode
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&~ This command executes successfully only if the VLAN interfaces and router ports

are in BOUND state (that is, IP address is dynamically acquired from DHCP server and an
active lease is bound to the interface). The port should have been configured as router
port for dynamically acquiring an IP address from DHCP server.

Example Your Product# release dhcp vlan 1

Related Command(s)

e no switchport — Configures the port as a router port.

e ip address —rarp/dhcp - Configures the current VLAN / OOB interface to
dynamically acquire an IP address from the RARP / DHCP server.

e show ip dhcp client stats - Displays the DHCP client statistics
information for interfaces that are configured to acquire IP address
dynamically from the DHCP server.

e show ip interfaces - Displays the IP interface configuration for all
interfaces available in the switch.
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22.1.3 renew dhcp

Command Objective This command immediately renews the DHCP lease for the interface specified.

The current lease acquired by the specified interface is manually renewed or else

a new DHCP lease is acquired for interface whose lease is terminated.

The DHCP lease is automatically renewed, once the lease expires.

Syntax

Parameter Description

- Renews the DHCP lease for the specified

VLAN ID. This is a unique value that represents the specific VLAN created. This

value ranges between 1 and 4094.

- Renews the DHCP lease for the management vlan interface.
- Renews the DHCP lease for the specified type of
interface. The interface can be:

— qgx-ethernet — A version of LAN standard architecture that supports data
transfer up to 40 Glgabits per second. This Ethernet supports only full
duplex links.

— gigabitethernet— A version of LAN standard architecture that supports data
transfer up to 1 Gigabit per second.

— extreme-ethernet— A version of Ethernet that supports data transfer up to
10 Gigabits per second. This Ethernet supports only full duplex links.

- Renews the DHCP lease for the specified interface
identifier. This is a unique value that represents the specific interface. This
value is a combination of slot number and port number separated by a slash,
for interface type other than port-channel. For example: 0/1 represents that
the slot number is 0 and port number is 1. Only port-channel ID is provided for
interface type port-channel. For example: 1 represents port-channel ID.

Mode Privileged EXEC Mode

&~ This command executes successfully only if the VLAN interfaces and router ports are in

BOUND state (that is, IP address is dynamically acquired from DHCP server and an active lease
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is bound to the interface). The port should have been configured as router port for
dynamically acquiring an IP address from DHCP server.

Example Your Product# renew dhcp vlan 1

Related Command(s)

no switchport — Configures the port as a router port.

ip address - rarp/dhcp - Configuresthe current VLAN / OOB interface
to dynamically acquire an IP address from the RARP / DHCP server.

show ip dhcp client stats - Displays the DHCP client statistics
information for interfaces that are configured to acquire IP address dynamically
from the DHCP server.

show ip interface - Displays the IP interface configuration for all
interfaces available in the switch.

Supermicro NOS CLI User’s Guide



22.1.4

show ip dhcp client stats

Command Objective This command displays the DHCP client statistics information for interfaces
that are configured to acquire IP address dynamically from the DHCP server.

Syntax

Mode

Example

Related Command(s)

The statistics information contains interface name, IP address assigned by DHCP
server, DHCP lease details, details regarding number of DHCPDISCOVER,
DHCPREQUEST, DHCPDECLINE, DHCPRELEASE and DHCPINFORM packets
received and nu