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1 Overview

This document provides a guidance for product specific steps to configure Secured-core Server AQ certified servers to a
fully protected state.

2 Applicable products

The configuration guidance applies to the following products.
Intel®-based X13 systems

e SYS-511E-WR

e SYS-111E-WR

e SYS-T11C-NR

e SYS-62TH-TN12R
e SYS-211GT-HNC8R

AMD EPYC™-based H13 systems

e AS-2115GT-HNTR
e AS-2025HS-TNR
e AS-1125HS-TNR
e AS-1115CS-TNR
e AS-1015CS-TNR
e AS-2015CS-TNR

Note: Above list will be updated as more systems SKUs will be validated for Azure Stack HCI solution.

3 UEFI Settings

For Intel®-based X13 and X12 systems

1. Press <DEL> to Enter to the BIOS setup
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SUPERMICR:

www.supermicro.com

Press <TAB> to display BIOS POST message. Press <DEL> to run Setup.
Press <F11> to invoke Boot Menu. Press <F12> to boot from PXE/LAN.

DXE--Console In Device Connect..
98

2. Go to the Security tab and choose Secure Boot

» Secure Boot

3. Disable CSM Support
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etup - AMI

ure Boot

HARNING: { iz Loaded!

CSM Support (Enabled)

4. Save and reboot the system and enter the BIOS again

5. Enable Secure boot
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Seclre Boot [Enabled]

6. Go to Advanced tab and select Trusted Computing

* Trusted Computing

7. Enable TXT Support:
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THT Support [Enabled]

8. Go back to Advanced tab. Select Chipset Configuration

» Chipset Configuration

9. Select North Bridge
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10. Select 110 Configuration

11. Select Intel VT for Directed 1/0 (VT-d)
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12. Enable Pre-boot DMA Protection

13. Save changes and reset the system
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save Changes and Reze

For AMD EPYC™-based H13 systems

1. Press <DEL> to Enter to the BIOS setup

SUPERMICR:

www.supermicro.com

Press <TAB> to display BIOS POST message. Press <DEL> to run Setup.
Press <F11> to invoke Boot Menu. Press <F12> to boot from PXE/LAN.

DXE--AHCI Initialization..
A2
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2. Go to the Security tab and choose Secure Boot

3. Disable CSM Support

Aptio

re Boot

HARMING
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M Support (Enabled)

4. Save and reboot the system. Enter the BIOS again

5. Enable Secure boot

Secure Boot [Enabled]
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6. Go to Advanced tab and select NB Configuration

Aptio Setup - AMI

» NB Configuration

7. Enable the following functions:
IOMMU [Enabled]
DMAr Support [Enabled]
DMA Protection [Enabled]
DRTM Virtual Device Support [Enabled]
DRTM Memory Reservation [Enabled]
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Aptio

» Memory Configuration

Select Memory configuration

» Memory Configuration

9. Enable TSME
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TSME [Enabled]

10. Save changes and reset the system
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Save Changes and Reset

4 OS Settings

4.1 Install platform specific drivers (optional)

The latest chipset drivers need to be installed in the OS for both Intel and AMD based systems. Please visit specific
product page on www.supermicro.com, and then download latest drivers for that system model.

4.2 Configure OS to enable VBS, HVCI and System Guard

To configure Secured-core features on the OS, there are several different ways to do it. Choose one of the following 3
options to enable VBS, HVCI and System Guard.

4.2.1 Windows Admin Center (WAC)

From any PC or server configured for PowerShell remoting to the test target, download the Windows Admin Center and
install.

Add the target server for management in the Windows Admin Center.

From the Server Manager view, choose the target server.
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Windows Admin Center | Server Manager ~ = Microsoft

Server connections

+ Add =i Connect t Tags 1 item S | Search e
[0 MName -t Type Last connected Managing as Tags
[ ] s i | Servers 4/20/2021,12:35:10 AM Administrator

Scroll down for “Security” in the Tools menu on the left.

You can enable HVCI, System Guard and VBS from the Windows Admin Center.

Click on a feature name that doesn’t show as “On” and click “Enable”. Repeat this for all disabled features.

If the Boot DMA Protection, Secure Boot or TPM2.0 are not shown as “On”, you will need to enable the feature in the UEFI.

Ensure all of the Secured-core features are showing as “On" before proceeding to validation.

Windows Admin Center | Cluster Manager & Microsoft

Security review ©

Search Taol: 0 ¢ Dashbgard
A Dashboard | @
Compute & Cluster security settings L\;

Secured-core

° 2 of 2 clustered nades meet the requirements for Secured-core Server.

B Serve - it flaions

-[Meeu Requirements)
b Azure Kubemetes Service Hypervisi ced Code Integrity (HUCT) Son
Sorege Boot DMA Protection @on
B Volume: System Guard (0 Qo
B Oeves Secure Boot @ @on
e Virtuskzatien-besed Secur Son
Trusted Platform Moduie 2.0 (TPM 2.0) Son

Networiong

B Vs O v eets Requirements)
— rtorced Code Integrity (HVCH © Gon
%) Azure Montor Qo
I Updates :uA
@ Diagrostics Virtusization-bezed Securdy (VES) Son
il Feformance Moniter Trusted Platform Module 20 (TPM 200 © Qo

=

You will be prompted for a reboot for the changes to take effect. Go to “Overview” and click "Restart".

Extensons
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Windows Admin Center | Server Manager v & Microsoft > ® & 9

Tools < Overview
Search Tools pel "g Shutdown ¢ Edit computer ID
! Computer name Domain Operating system
Version nstalled memory (RAM) Disk space (Free / Total)
& Azure Backup - - undefined / undefined
& Azure File Sy
B A Processors Manufacturer Modzl
=) Azure Monitor
© Azure Security Center Lagical processars NICS] Azure Ba

Not protected

§= Certificates

EL Devices Up time Logged in users
| Events

CPU
4 Settings Divitinatian  Handiar

4.2.2 Windows Security App (For Windows Server OS with Desktop experience only)

Launch the Windows Security app from the start menu.
Windows Server

A
—
Windowes

Server Mansger verihel ProewrerShell [SE

Ademanivtratey... Task H-.‘I..I'-'L:[-.‘;I Cortral Paresl

A | " i

Aemate
. Wirdbows PowerShedl Dresktop. Event Vieveer File Explineer

[

Wirdows Security

Choose "Device security”.
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Click the “Core isolation details".

Windows Security - =] X
¢
= Security at a glance
I @ See what's happening with the security and health of your device
and take any actions needed
(1)
= 3 “3
= Virus & threat protection Firewall & network App & browser control
) No action needed. protection No action needed.
No action needed.

Device security Protection history

View status and manage View latest protection actions

hardware security features. and recommendations.

Windows Security

€— . .

B Device security
Security that comes built into your device.

@

O 52 Core isolation

@ Virtualization-based security protects the core parts of your device.
Core isolation details

8

I a {:3 Security processor

) Your security processor, called the trusted platform module (TPM), is
providing additional encryption for your device.
Security processor details
(&3 Secure boot
Secure boot is on, preventing malicious software from loading when your
device starts up.
Learn more
Your device meets the requirements for enhanced hardware security.
Learn more

&

Windows Community videos

Learn more about Device security

Change your privacy settings
View and change privacy settings
for your Windows 10 device.
Privacy settings

Privacy dashboard

Privacy Statement

Set the slider switches for both “Memory integrity” and “Firmware protection” to "On".
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Windows Security - 0o X

== Core isolation

Security features available on your device that use virtualization-based
y
@ securty.

. s Change your privacy settings
Q Memory integrity

View and change privacy settings
Prevents attacks from inserting malicious code into high-security . o

“ events attacks from inserting malicious.coc : Y for your Windows 10 device.

8
@ o
|=
[ O
[ Memory access protection
! Protects your device's memory from attacks by malicious external devices.
Firmware protection
osoft D de r dev
compromised firmware.
@ on
@

You will be prompted for a reboot for these settings to take effect.

4.2.3 Configure Registry Key

Alternatively, you can configure the following registry key settings to achieve the same result.

reg add "HKLM\SYSTEM\CurrentControlSet\Control\DeviceGuard\Scenarios\HypervisorEnforcedCodelntegrity" /v
"Enabled" /t REG_DWORD /d 1 /f

reg add "HKLM\SYSTEM\CurrentControlSet\Control\DeviceGuard\Scenarios\HypervisorEnforcedCodelntegrity" /v
"WasEnabledBy" /t REG_DWORD /d 0 /f

reg add "HKLM\SYSTEM\CurrentControlSet\Control\DeviceGuard\Scenarios\SystemGuard" /v "Enabled" /t REG_DWORD
/d 1 /f

5 Confirm the Secured-core state

To confirm all the Secured-core features are properly configured and running, follow the steps below:

5.1 TPM 2.0

Run get-tpm in a PowerShell and confirm the following:

TpmPresent

TpmActivated

5.2 Secure boot, Kernel DMA Protection, VBS, HVCI and System Guard

Launch msinfo32 from command prompt and confirm the following values:

e "Secure Boot State” is “On”
e "Kernel DMA Protection” is “On”
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e "Virtualization-Based Security” is "Running”
e "Virtualization-Based Security Services Running” contains the value "Hypervisor enforced Code Integrity” and

"Secure Launch”

|| Secure Boot State On
Kernel DA Protection on
Virtualization-based security Running
Virtualization-based security Required Security Properties
Virtualization-based security Available Security Properties Base Virtualization Support, Secure Boot, DMA Protection,
Virtualization-based security Services Configured Hypervisor enforced Code Integrity, Secure Launch
Virtualization-based security Services Running Hypervisor enforced Code Integrity, Secure Launch

6 Support
For questions about Supermicro solutions for Azure Stack HCI, please send message via the following link: Supermicro
contact for Azure Stack HCI
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