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Product Name B11DPE 

Release Version 5.72.32 

Build Date 3/8/2024 

Previous Version 5.72.30 (Signed) 

Update Category Recommended 

Dependencies None 

Important Notes 

Voltage Regulator Module (VRM) and Inter-Integrated Circuit (I²C) 
Overvolting/Undervolting, January 2023.   
https://www.supermicro.com/en/support/security_VRM_Jan_2023 
 
1. X11, B11, and H11 products require signed BMC firmware. It is important to 

note that once updated, SIGNED BMC firmware cannot be rolled back to 
UNSIGNED BMC firmware. 

2. If you have unsigned BMC firmware and prefer to keep it, please contact 
technical support team at Supermicro. 

3. If you have BMC OEM firmware, please contact your technical 
representative. 

 

Enhancements None 

New features None 

Fixes 

1. Resolve CVE-2023-33413 (SMC-2024010012 Command Injection 

attack). 

2. Resolve command injection through SMTP Username and Password 

(SMC-2024010010 Command Injection attack). 

3. Correct error handling of port numbers in webUI. 

4. Correct IPv6 configuration behaviors. 

5. Correct user privilege behavior for Remote Control and Firmware 

Update. 

6. Not able to restore cmmcfg file through the SUM utility. 

7. Account with null username cannot be deleted on webUI on 

CMM. 
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