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Product Name X12DPU-6
Release Version 1.05.02

Build Date 10/30/2024
Previous Version 1.04.08
Update Category | Recommended
Dependencies None

Important Notes

e SMC-2024010010 Command Injection attack.

e SMC-2024010011 XSS attack.

e (CVE-2023-33413) SMC-2024010012 Command Injection attack.
e The BMC configuration file generated in BMC firmware older

than Rev. 01.03.14 can’t be imported.

Enhancements

1. Upgraded OpenSSH from 9.3p2 to 9.8p1.

New features

None

Fixes

1. Fixed unexpected "The path of Process SSHD is not correct" MEL
message. Updated tee.bin to 0000.00.32.

2. NTP disabled, no date, time, and time zone control in BMC.

3. WebUIl — TC4017- Fixed IPMI IP will be replaced or lost.
[178393] CombinedECO SAA- TC0005 — Connection through
dedicated LAN with static IP. [178393] CombinedECO SAA-
TC0007 — Connection through on-board LAN1 with static IP.

4. [Function] — General Hostname field can fill in 64 characters

which does not match with the Spec definition.




5.

iKVM — When open more than maximum 4 sessions, return

message is not follow SPEC definition.




