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Product Name X13DEM
Release Version 1.03.38

Build Date 12/03/2024
Previous Version 1.03.32
Update Category Recommended
Dependencies None

Important Notes

e SMC-2024010010 Command Injection attack.

e SMC-2024010011 XSS attack.

e (CVE-2023-33413) SMC-2024010012 Command Injection attack.
e The BMC configuration file generated in BMC firmware older

than Rev. 1.02.xx can’t be imported.

Enhancements

None

New features

None

Fixes

1. Redfish — MEL spec version mismatched on the
Registries/Event API.
2. Casel02011 for Login is FAIL on 7601MS.
Casel102011 for Login is FAIL on 2401 MS.
3. Write FRU capability should be disabled after factory default.
4. [ENGINEERING] — DST offset for Lord Howe was 30 minutes.
5. IPMITool — Got channel payload support for valid/invalid

channel fail.
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10.

11.

12.

13.

14.

IPMITool — Verified Reserve Device SDR Repository command
via LANPlus but expect error.

IPMITool — Verified device SDR info via IPMI LANPIus, expect
error.

Showed "N/A" for all missing VPD items.

[ENGINEERING] — Open-Source update.

GUI — Physical view/ Logical view elements does not exist.
Web Ul — IPMI Configuration prompt message does not match
the specification.

iKVM — Informative message for maximum open sessions does
not align with the SPEC.

BMC Informative message for more than four open sessions
does not align with the SPEC.

[ENGINEERING] — Fixed /redfish/v1/Chassis/1/Assembly
return 404.

[ENGINEERING][ALL] iKVM power cycle action won't generate
MEL.

AOC-X3522-P08G Temp Sensor and BMC Health Status not
available.

[ENGINEERING] — Modified LicenseService support platform.




