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Product Name X11DSF-E
Release Version 2.1
Release Date 8/24/2018
Previous Version 2.0b

Update Category Recommended

Dependencies None

Important Notes None

1. Updated CPU microcode to address ‘Spectre’ derivatives (CVE-
2018-3639 & CVE-2018-3640) security issue.

2. Enabled BIOS secure flash upgrade feature (firmware signature).
3. Corrected BIOS/ME downgrade check for SPS 4.0.4.340 and later.
4. Displayed Memory DIMM PPR setup item.

Enhancements 5. Checked PCH SKU for QAT enabled board.

6. Added message "Secure Flash Recovery Image Verification Failed."
for prompting user if secure flash recovery image is invalid.

7. Updated SPS 4.0.4.381 for INTEL-SA-00131 Security Advisory to
address CVE-2018-3643 and CVE-2018-3644 security issues.

New features N/A




Fixes

1. Fixed failure of WDT function.

2. Fixed inability of system to clean event log via Afu command

"/CLNEVNLOG".

3. Fixed issue with IPMI firmware to enable storage card to show

temperature.




